GB ethernet UDP interface in
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4. Transport
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1.

tx data2buf (input from FIFO)

Initialize fixed header values

PKT_STR MAC_HDR

If no CPU Access Request AND there is input data Then

w

v

Read input FIFO -> Start Write from PAYLOAD (offset + 0x15)
Calculate UDP checksum (Pseudo Header)

Packet End := Last written offset

Write UDP header (offset + 0x11)
Source/Dest port pointed by “stream”
Length(bytes) = 8 (upp Header) + NnUMber of data words(16) * 2
Calculated UDP Checksum

Write IP header (offset + 0x07)
Length(bytes) = 20 (ip Header) + NnuMber of data words(16) * 2
Calculate IP Checksum
Fragment-ID, Fragment-Offset, More-Fragments

Write MAC header (offset + 0x00)
Type = EtherType x0800

Next Packet Pointer := Packet End + 1

IP_HDR

PAYLOAD
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Offset
(@ 16 bits)
Dec  Hex
0] Ox(l Destination Address (47:40)
I Destination Address (39:32)
1 Dxll Destination Address (31:24)
I g Destination Address (23:16)
2 ox B Destination Address (15:8)
| | (g} Destination Address (7:0)
3] 0x3| I Source Address (47:40)
I 8 Source Address (39:32)
4 0x4| o Source Address (31:24)
| [ Source Address (23:16)
5) 0x5| = Source Address (15:8)
I Source Address (7:0)
6  oxell Length / Type (15:8)
— Length / Type (7:0)
7|  0x7] Version Header Length
Type Of Service (TOS)
8 oxsd Length (7:0)
| | Length (15:8)
o oxoff ID(7:0)
| | ID(15:8)
10| OxAI — Flags |Fragment0ffset(11:8)
I 0 FragmentOffset (7:0)
11 oxsfl L Time To Live (TTL)
8 Protocol
12| ox(l ©. Header CheckSum (7:0)
o Header CheckSum (15:8)
13| OoxDj = IP Source (7:0)
IP Source (15:8)
14|  OxE IP Source (23:16)
IP Source (31:24)
15 OxH IP Destination (7:0)
IP Destination (15:8)
16| Ox10§ IP Destination (23:16)
| | IP Destination (31:24)
17| Oxlll Port Source (7:0)
I CcC Port Source (15:8)
18| 0x12l O Port Destination (7:0)
I 0 Port Destination (15:8)
19 ox13fl T UDP Length (7:0)
| g— UDP Length (15:8)
20] ox14) CheckSum (7:0)
| CheckSum (15:8)
21) Ox1! cc
| | 33
22 oxief 0
0
23] 0x17] 8 11
-+ 11
24| oxig) ¥ 2
| | 22
25[ ox19f EE
| | 11




tx data2buf (input from CPU)

1. Initialize fixed header values

If there is a CPU Access Request Then

v

2. Start Write (offset + CPU_Addr)

Until CPU reItases Access Request

Note: The last word of the packet must be accompanied
with an End Of Packet (EOP ; Packet End := CPU_Addr)
(note, since the CPU has random access to the packet
buffer this doesn’t necessarily mean that the last word

of the packet is actually written last to the packet buffer).

The CPU is responsible for generating the proper packet

data format (i.e. MAC, IP etc. headers, checksums and data).

3. Next Packet Pointer := Packet End + 1

NIKHEF, Peter) 17 January 2012

Offset
(@ 16 bits)
Dec  Hex
PKT_STR MAC_HDR| 0] Ox Destination Address (47:40)
I Destination Address (39:32)
1 Dxll Destination Address (31:24)
I Destination Address (23:16)
[ ol Destination Address (15:8)
| | g Destination Address (7:0)
3| Oxsll." Source Address (47:40)
I::’ Source Address (39:32)
4 0x4|§ Source Address (31:24)
I Source Address (23:16)
5) 0x5| Source Address (15:8)
I Source Address (7:0)
6  oxell Length / Type (15:8)
Length / Type (7:0)
IP_HDR 7] 0x7] Version Header Length
Type Of Service (TOS)
8 oxsd Length (7:0)
| | Length (15:8)
o oxoff ID(7:0)
| | ID(15:8)
10, OxAI Flags | FragmentOffset (11:8)
I FragmentOffset (7:0)
11| oxef & Time To Live (TTL)
g Protocol
12 O0xQia Header CheckSum (7:0)
Header CheckSum (15:8)
13| OoxDj IP Source (7:0)
IP Source (15:8)
14|  OxE IP Source (23:16)
IP Source (31:24)
15 OxH IP Destination (7:0)
IP Destination (15:8)
16| Ox10§ IP Destination (23:16)
I IP Destination (31:24)
UDP_HDR | 17| 0x11|§ Port Source (7:0)
I':, Port Source (15:8)
18 Oxlzllé Port Destination (7:0)
| B Port Destination (15:8)
19 ox134% UDP Length (7:0)
|§ UDP Length (15:8)
20 0x14|g CheckSum (7:0)
| | CheckSum (15:8)
PAYLOAD | 21| ox1s§ cc
| | 33
22 oxief 0
0
23] Ox17§ & 11
a8 11
24 oxasll 22
| | 22
@ 25[ ox19f EE
11




Tx buffer memory flags

Example:
Address (@ 16 bits) Words 3 2 K B
Dec Hex
0 0x0 §§ -
Tx Buffer of 32 KB can hold 3 complete Jumbo Frames P oopm .
S&s| = ., 388
(9000 bytes + MAC_Hdr{6 + 6 + 2} = 9014 bytes) o L ERE .3E  Bif
21 o5 g g 88 g 79
e} © @ 5
Number [% of ADRSIZE 14 |% of ADRSIZE 15 28 | § <
umbo [of Bytes [(32678 Bytes) (65536 Bytes) 4506 Ox119A =%
- 4507 0x119B ol
1| 9014 27,51% 13,75% S | ~
4513 0x11A1 =l
2| 18028 55,02% 27,51% 10 oatazly g 3
3| 27042 82,53% 41,26% §§ § S g g8
£*g §5 E35
4 36056 110,03% 55,02% e Bs: 83
5| 45070 68,77% £3 | 8 >3
6| 54084 82,53% 0013 oxa33s & B
7| 63098 96,28% TR g
9020 0x233C =l
8 72112 110,03% 07 oosojm .
o _s1126 255| = | 38
9034 ox23A T S =88 | EBS
9035 0x234B 5 8 a8eo <
8S | 8 Gt
S
13520 0x34D0 & ®
13521 0x34D1 ol
< O ~
S <
. . 13527 0x34D7 =l
Signal Full, as soon as there is no room left for a 2 owans o g o
D20 b ) o 8 S
< < - T =
complete (Jumbo) packet st s 8 1t BEF
13542 O0x34E6 o 3 883 <
s Q 8 °2
Y
18027 0x466B ~ ®
18028 0x466C
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rx_mac2buf

1. When Rx buffer is not Full then there is at least space for one Jumbo Frame
(If Rx buffer is Full but MAC starts writing data then signal this with “Overflow”)
2. Assemble 8-bit MAC output bytes into 16-bit words and store them
3. Assoon as the MAC signals
“Good Frame” then increment the Packet Pointer
“Bad Frame” then leave the Packet Pointer thus overwriting the bad frame with
the next frame



Rx buffer memory flags

Rx Buffer of 64 KB can hold 7 complete Jumbo Frames (9000 bytes + MAC_Hdr{6 + 6 +
2} =9014 bytes)

Number (% of ADRSIZE 14 (% of ADRSIZE 15
Jumbo |of Bytes (32678 Bytes)

B ool 27,51% 13,157 —
2 18028 55,02% 27,51%

3 27042 82,53% 41,26%

4] 36056 110,03% 55,02%
5 45070 68,77%

6 54084 82,53%

7 63098 96,28%

8 72112 110,03%

9 81126

When “High Water Mark” is reached (i.e. buffer fills up after reception of 4 Jumbo
Frames; Note that the Packet Pointer is only updated after the complete reception of
the Packet), then a Pause Request (OxFFFF) is issued.

When “Low Water Mark” is reached (i.e. buffer empties and there is still 1 Jumbo

Frame available), then a Pause Request (0x0000) is issued which means “Cancel the
Pause Request”
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Pause Request

Defined in See IEEE802.3-2005 Annex 31B

Operates on the MAC-Control level:

— Uses globally assighed 48-bit multicast address
01-80-C2-00-00-01

One bit time = 0,8 ns @ 1Gb-ethernet

One Pause Quanta = 512 bit times (=512 * 0,8
ns = 409,6 ns)

OxFFFF Pause Quanta’s = 26,8 m:s.



Pause Request test

* Hold Rx buffer readout while -
Sending Jumbo Fra mes from PC File Edit View Go Capture Analyze Statistics Telephony TJools Help
. . e & 8 Q
to ML605 Evaluation kit

Capturing from ethl - Wireshark

27 @B «aaaf@ @M!

Filter: ¥ | Expression Clear Apply
No. Time Source Destination Protocol | Info
e Implemented a
”E t R B ff ” h b tt 2 6.000066  192.168.1.2 192.168.1.3 uDP Source port: fronet Destination port: 8227
I“p y X u er pUS u On 30.800121  192.168.1.2 192.168.1.3 ubP Source port: fronet Destination port: 8227
40.080178  192.168.1.2 192.168.1.3 uDP Source port: fronet Destination port: 8227
o Spanning-tree- (for-br:MAC L PAL pause time: ant:
— 6 d g-tree-(f e time: € qu
7 18.869955 192.168.1.2 W13 upP Source port: fronet Destination port: 8227
. . . > 8 18.870018 192.168.1.2 .168.1.3 upP Source port: fronet Destination port: 8227
/lpsar Ud p tX |U| | IbO recv.bln 9 18.876073 192.168.1.2 G UDP  Source port: fronet Destination port: 8227
- 10 18.879127 192.168.1.2 192.168.1.3 uDP Source port: fronet Destination port: 8227
(Command SendS 4 Jumbo frames) | 1118.870362 aa:b : spanning-tree- (for-br:MAC CTRLMAC PAUSE: pause time: 65535 quanta
12 22.580954 192.168.1.3 192.168.1.2 uDP Source port: 8227 Destination port: fronet
13 22.500971 192.168.1.3 192.168.1.2 ubp Source port: 8227 Destination port: fronet
. < 14 22.500976 192.168.1.3 192.168.1.2 UDP Source port: 8227 Destination port: fronet
ML605 responds with Pause Request 65535 15 22.500979  192.168.1.3 192.168.1.2 UDP  Source port: 8227 Destination port: fronet
16 22.509985 192.168.1.3 192.168.1.2 ubP Source port: 8227 Destination port: fronet
17 22.500989  192.168.1.3 192.168.1.2 ubp Source port: 8227 Destination port: fronet
“u ” 18 22.501176 192.168.1.3 192.168.1.2 ubp Source port: 8227 Destination port: fronet
Push EmptnyBuffer button (SW_NOFth) 19 22.501175 192.168.1.3 192.168.1.2 UDP Source port: 8227 Destination port: fronet
20 22.501434 192.168.1.3 192.168.1.2 UDP Source port: 8227 Destination port: fronet
ML605 sends Pause RequeSt 0 2122.591440 192.168.1.3 192.168.1.2 ubP Source port: 8227 Destination port: fronet
22 22.5091444 192.168.1.3 192.168.1.2 ubp Source port: 8227 Destination port: fronet
23 22.501447 192.168.1.3 192.168.1.2 ubp Source port: 8227 Destination port: fronet
Send 4 Jumbo frames 24 22.501666 192.168.1.3 192.168.1.2 UDP Source port: 8227 Destination port: fronet
25 22.501670 192.168.1.3 192.168.1.2 UDP Source port: 8227 Destination port: fronet

- Ethernet II, Src: IntelCor b@:aa:75 (60:1b:21:b€:aa:75), Dst: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
+| Destination: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
+ Source: IntelCor _b@:aa:75 (00:1b:21:bB:aa:75)
Type: IP (8x0800)

ML605 responds with Pause Request 65535

Receive 14 jumbo frames from M605 (pushed
TxFire button (SW_Centre)
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+ Internet Protocel, Src: 192.168.1.2 (192.168.1.2), Dst: 192.168.1.3 (192.168.1.3)

+/ User Datagram Protocol, Src Port: fronet (413g

- Terminal =
+ Data (8972 bvtes) File Edit View Search Terminal Help
0060
0810 / ar V3 § ./ipsar udp_tx_jumbo recv.bin
0020 ~CTraceback (most recent call last):
0830 File "ipsar.py", line 375, in <module>
0046 iss.execute(filename, args)
0050 File “ipsar.py", line 352, in execute

func(*cmdArgs)

.@%g File "ipsar.py", line 136, in cmd receive
:637@ data = self. sock.recv(self. recv buf)
0080 KeyboardInterru
0890 - r ./ipsar udp_tx_jumbo recv.bin
(0020 ~/ipsar/I
O Frame (frame), 9014 bytes Packets: 25 Displa;

11



rx_data2buf

If Rx buffer is not Empty then
Assumption is made that an IPv4 / UDP header is received
Check:

EtherType = IPv4 (=0x0800)

IP header checksum

IP Version = 4 and IP Header Length =5
Protocol = UDP (0x11)
Check if the UDP destination port corresponds to one of the
predefined (originating from either constants or registers)
output streams
Fragment-ID, Fragment-Offset and More-Fragments flag are
updated.
Only the data is routed to the corresponding output Stream
FIFO
After routing, UDP checksum error is asserted when applicable.
All packets that fail the above checks are routed integral PAYLOAD
(i.e. MAC, IP, UDP header and Data) to the CPU Stream FIFO
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Offset
(@ 16 bits)
Dec  Hex
0]  0x0| Destination Address (47:40)
Destination Address (39:32)
1|  ox1] Destination Address (31:24)
Destination Address (23:16)
2] 0x2 & Destination Address (15:8)
E;: Destination Address (7:0)
3 ox3 S Source Address (47:40)
::) Source Address (39:32)
4 ox4 S Source Address (31:24)
Source Address (23:16)
5| 0x5| Source Address (15:8)
Source Address (7:0)
6| Ox6| Len, ype B
L y
7| Ox7| Version Header Length
8  0x8| Length (7:0)
Length (15:8)
9 0x9) 1D(7:0)
ID(15:8)
10 OxA| Flags |Fragment0ffset(11:8)
FragmentOffset (7:0)
11 oxB| 3 T'mﬁ HL‘“‘ (TTL)
g Protocol
12 0xq o Header Checl (7:
Header CheckSum (15:8
5 oo el
IP Source (15:8)
14|  OxE| IP Source (23:16)
IP Source (31:24)
15  OxF| IP Destination (7:0)
IP Destination (15:8)
16| O0x10| IP Destination (23:16)
IP Destination (31:24)
17] oxa1| Port Source (7:0)
':, Port Source (15:8
18 ox12| & _FF—""H)M estination (7:
] Port Destination (15:8)
19 ox13| § UDP Length (7:0)
i UDP Length (15:8)
20| 0x14] g CheckSum (7:0)
CheckSum (15:8)
21) 0x15| cc
33
22| 0x16| 0
0
23] 0x17| 8 11
a8 11
24) 0x18| 22
22
25| 0x19| EE
11

12



Checksum calculation

e [P and UDP Checksums
— Checksum is a sum, not a CRC!
— Add all and finally add the overflow (i.e. bits 31:16) to the lower 16 bits (15:0)
— Take the ones complement of the lower 16 bits => this is the checksum

e |P Checksum

— Mandatory

— Calculated over the IP header (Not including IP header checksum field which is added as
0x0000)

e UDP Checksum
— Optional
— Calculated using a UDP Pseudo-Header that contains:
e |P Source address
e |P Destination address
e x"00" & Protocol
e UDP Length
— Further calculation includes UDP Header:
* UDP Source Port
e UDP Destination Port
e UDP Length (Note that UDP Length is present twice (in the Pseudo header and in the UDP header)
— UDP Checksum is the sum over the Pseudo Header, UDP header and all data words.



Resources

Entity “pkt_buffers”
implementing 4 Tx/Rx Streams:
e Dffs or Latches 644

e Block RAMs
— 32 KB + 64 KB, Packet buffers = 24 * RAMB36E1
— 5 Rx FIFOs, 4 Tx FIFOs =9 * RAMB18E1

Virtex-6 “xc6vix240t” => 5% RAM, < 1% Slices
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Frame and Packet Defenitions

IEEE802.3-2008
Clause 30 (see also 46.2.5)

I S Preamble SFD| MAC DstAdr |-=={ FCS
D16.2 (50 55[55]55]55[55 D5 [AAf=s==ssasnnnnass
1 1/010(111/0(1{1/010! 1/0[1[1/1[s====sssssannssssnsnnnnsnnsnnnnansnnnnnnnnnnnnsn
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Frame and Packet Defenitions
Lo une Lver s |

4. Transport

3. Network

2. Data Link
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Host Data 7. Application
Layers
4 6. Presentation
5. Session
Segment 4. Transport RFC-768 UbDP
Media Packet 3. Network RFC-791 IPv4
Layers .
v Frame 2. Data Link IEEE 802.3 MAC
Bt LPhysical PHY
UDP Header Data |
Src Dest Length Header
Port Port g Checksum
co A8__ CO | AS | it | ## | #t | ##t | t#f [se=vesenmemancnnnnnam s s s s s r s rrar s nnarrna s .| #it
P Header Data
55 8 Length Frag. : Frag. = 5 Hdr IP number IP number
> | F | (Hdr+Data) ID | Off F | & (Checksum Source Destination
45 [ 00 | ## [## 00|00 O 000 [80 11 [## |## [CO[A8[01[03|CO[A8]01]02] st p-q#]
Preamble SFD MAC DstAdr MAC SrcAdr | I-._e_:nTyp Data/PAD - FCS
55[55[55[55[55|D5|AA|BB]|CC|DD]EE| FF|00[1B[21|BO|AA[ 75|08 (00 | #f[===n=eenneaanad sttt | ## | ## | 88 | 8
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