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Remember the times? ...

[ . . L
NIEF Our state of DataGridjand the HEP LHC computing in ~ 2000

NATIONAAL NSTITUUT VOOR KERNEYSIGAENHOGE ENERGIERISICA

Guest/ students form (ple. u .
# Fermilab For Office Use Only
ID: Action: ID Exp:
1. This form is completed in O wok : Insurance: Medical: Safety:
cormection with:
—1 | Computer: Stkrm: Family:
CERN/User Registration NON-473: Sensitive: Verifier: Date:
CERN COMPUTER CENTRE -U
http://cern.ch/it/documents/ComputerUsage/Comp: Name:
‘ SWIETZER JOHN JAMES ‘
To be returned to the User Registration box at the ex Tast First Middle
completed by a user who requires a computer accou
Departmeﬂt, and is not yetre gistered in another gra University or Institution Name: Telephone:
‘ FLORIDA STATE UNIVERSITY 850-644-XXXX ‘
To be completed by the User :
Itis MANDATORY to provide the following infor )
treated confidentially and only be used for ensurin, Experiment/Department: S—
. , Exp. / Dept. Spokesperson Home Institution Contact Contact Telephone
Supply name as registered by the Users’ O DO WOMERSLEY/WEERTS | SHARON HAGOPIAN 850-644-4777
FAMILY NAME(S): ..o
FIRST NAME(S) : <oeeeoveeeeeieeeeeeeeeeeeeeeeeeie i, T
SEX [M] [F]  BIRTHDATE: Day...... Month... ... Year oo [ ===
HOME INSTITUTE/FIRME: .. oot GEEEE
NATIONALITY: ... #CERN SUPERVISOR.....o.ooooooe 3 FEEE
*CERN DEPARTMENT: .. ... *CERN ID NUMBER (as on CERN card).............. e 5 "&'Iﬁ -
2 Erllo (e
To be completed by the Group Administrator:
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Authentication — who are you

Authenticating to a single service is relatively simple
* per-service username and secrets (e.g. password and/or one-time ‘6 digit’ code)

* server-side: list of valid users and (hashed and hopefully salted) secrets

[root@kwark ~]# cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin: /bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

alt=v-T7=Nhalt-fchin-/chin/halt
root:565s8ciAGhgLuv2bPQSs$6EcskgtKvQ. rHbif]

davidg:$6$nDYcIez2Uaufbt1gSR1hS/Qjn0gYQZk
marianne:3$65p3CeevG6]jfNDgZj1$HKHQUTnt2 fEqQQTKA

Passport image: cropped from original by Jon Tyson on Unsplash https://unsplash.com/photos/Hid-yhommOg
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Access control in a single domain

Without AAL, Without AAI
Authentication & Authorization Infrastructure ypiversity a
is dedicated to each service you want to access e YY

« account linked directly to service authorization — ' Y
¢ sometimes even University B 7
different accounts for different roles YY Y

In a multi-organizational system becomes Y

* * . User Administration / Authentication
@(nsites nservices) @ (nusers) . Authorzation

Resource (Jmm Credentials
Image: AARC NAZ2 training module “Authentication and Authorisation 101” - https://aarc-community.org/training/aai-101/
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Authentication and Authorization Infrastructure

Without AAI With AAI

University A Y University A AAI

i s

University B ? University B
Y? ? . - [Research o8
Y Y ~ [Weteaming |
. User Administration/Authentication . Authorization = Resource (mm Credentials

Image: AARC NAZ2 training module “Authentication and Authorisation 101” - https://aarc-community.org/training/aai-101/
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One simple federation you know: eduroam

Service-specific “WiFi” trust .
between organisations globally eduroam

» hierarchichy of authorization servers ~home
* based on secure credential exchange i
« tunneling your credentials 2
back to your home institution L J

-

institution.home|
Radius Radius

Local server then instructs WiFi access point/controller

eduroam: Klaas Wieringa et al., image from https://feduroam.org/how/, GEANT ; RADIUS: RC2865 https://www.rfc-editor.org/rfc/rfc2865; see also freeradius.org
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But what can you do? How should a service decide?

Since you’re (probably) not omnipotent ... you need
authorization: a statement that the service recognise

VISA :
R TONoY 1o/o9rzou

L = ToagsaRy e

vy nononolz

PTAI 'I'PHCM Vhdfrom
SUDUNG MOTINHIEU LAN

* bound to an verifiable identity statement

Good for single | multiple entries SINGLE ENTRY
CAP CHO NGUOT MANG HO C m 56 077351613
lwd 101the holder of passport N+« Z

e.g. visa are strongly linked to a specific entity, and

o

Lengthof stay issubject to permission by Immigration Athoriy.
e

ARNLION

SHELCHY;
© Annotarion v id B L

asserted by a trusted party (by the service)

-
[H]
* be a bearer token § +@DE@T) oo

scoped to a relying party, a service, or an action

0283847  PAQTSE" cg ™
« self-asserted E

quite useless unless backed by verifiable evidence, —1=15

- o sand e cad o, €50k S4nd To e e i el yeu 0 2, G

like in self-sovereign identity schemes S—

TATHIANG

AYTON<<<<<<<<<c<<<<<<s

- B
10107T080/883<<<<<<; 29

Q iledeFrance % iled aFra_
! R 1,90 v i oma

B
k4 5948 8

visa image source: dcgreer on flickr, CC-BY-NC-ND, https://www.flickr.com/photos/dcgreer/6562844777; RATP bearer token, issued for the Paris public transport system; self-managed identity
image: Windows Cardspace , Kim Cameron, Mike Jones, et al. image from WikiMedia, Used with permission from Microsoft.(https://en.wikipedia.org/wiki/File:Cardspace_identity_selector.png)
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eduven Y

T eduven ¥6)

Your favourite federated service? o S

nstitute

Connecting research and researchers

o 2 ~ B =

Access to | Sectigo Certificate Manager | @

Dashboard

Sign in to ORCID

Software  Hardwarev  Antivirusv  Eleamingw  Online applicaties»  Thulswe  Persoonlijke gegevens  yapy

Besteliingen Choose Your Institution
. i pron - Reviews . Recent institutions
v v inloggen met [— & thuisbezorgd + Klantscore 8,8 op Kiyoh )
Niiet Nikhef
i & Mutcarinpac S pikhetl [ oo ]

-

. IEM 1BM SPSS 29 Forge your pessnord o ORCID 07

| Ga aan de slag met ()] CERN Service Provider Proxy Don'thave an ORCID D yet? Register now

statistische analyse| A cernch |

5955 statuti bestellen voor €9. " :

) ““(‘ s .

b b 5 o 09 into s
E Kies je voor een Apple your account -
MacBook, Windows

laptop of refurbished?

Edit
Ben jij creatief? Collaborate with your team in real-time #Edi

Al"l R&Jg@g% AboutUs  English ~

Met Adobe Creativ
worden jouw creati
ideeén werkelijkheid

Bestel direct

W GitLab

@ Europe/Amsterdam - (§ English (United Kingdom) - 3] Login

Gratis Windows 11

Upgrade direct gratis jouw
Windows 10 laptop naar
Windows 11 education.

Bekijk de laptops>

Nimef National Institute for Subatomic Physics

Proferrad | Global Infrastructures | IGTF | Fan-fupsan | AL AM | AT | AU | AX | AZ | BD

Aanmelden Be | 6o | Ba | Br | ca | cd o | on | co| e |z pe ok | oz E|ee

Gratis upgrade )

A d ke v |kt ul w0 wlwma] e | o wr ] M
[ L 7 AR L A v anmelden wrjncfue|mtofuzjomjerfrfrjer)rojns)en]st]se
Vit et Vo Access i het mogeik om bezoshers, met een
N g st sk |so | | un us | k| us | 28| M Ecomimes | Ouseucst
NWO-I Commute Reimbursement Request Service RS 108 et GRGCTWYS o1 GAErZoek, op ee1 BETVEAIE WEZe o
voorzle van ok tongang fot bt volrouwde eduroam wil Incremental search
s sice slows youto e r— neswesk,
1GTE 1 e an Iniscagsrabls Gigkal T
- 3 month) of miaak! van
5 Acens don un e " e ——
Varat 1 2021 oass van deciaate
o) Insrus for Sub-atomic Physics
e utsetie g ikhat S50 | Nations) Insrus for Subatom
VrgORding vocr KOsen van Muswerken als 06 Makasien NOOn-waraerkesr MOl U 1 [2021] dus apart deciamren. Oeher Dutch Insteutions | SURFconext
e veromio v ooste a1 £ :

https://surfspot.nl/ - see also https://kb.nikhef.nl/ct for inspiration on more federated services available to you
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Federation and the ‘'SAML dance’ — web-based services

Credentials sent
for verification €

User ‘
Database

Sep, ”
res,

User

Displays
! 25 Requests protected
D 0 resource
Unauthenticated user is redirected
to IdP with AuthN request

2]

IdP sends response

Service Provider

SAML2.0 auth flow

‘portability of identity across administrative domains’

) Service "
) Federation Identity
Organization X PIOVIGET provider

LT

&5
=)
@
®

.........

Shibboleth IdP image and SAML2 auth flow by SWITCH (CH) — see also https://refeds.org/ on federation structure and (assurance and security) guidelines

eduGAIN without edupain, please
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https://refeds.org/

Under the hood, this is a (signed) XML document

<saml :Subject>
<saml :NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent">XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX</saml :NameID>
<saml :SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml:SubjectConfirmationData NotOnOrAfter="2022-10-21T18:16:40Z"
Recipient="https://attribute-viewer.aai.switch.ch/Shibboleth.sso/SAML2/POST"
InResponseTo="_64c10a60c382bdaeb328653d9d25951c" /></saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions NotBefore="2022-10-21T18:11:392"
NotOnOrAfter="2022-10-21T18:16:402">
<saml :AudienceRestriction>
<saml:Audience>h1:tps://attribute-viewer.aai.switch.<saml:Attributestatement>
</saml:AudienceRestriction>
</saml:Conditions>
<saml :AuthnStatement AuthnInstant="2022-10-21T17:33:297
SessionNotOnOrAfter="2022-10-22T04
SessionIndex="_90£745£18£712b6a56

<saml:Attribute Name="urn:mace:dir:attribute-def:cn"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml:AttributeValue xsi:type="xs:string">David Groep</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:0id:2.5.4.3"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml:AttributeValue xsi:type="xs:string">David Groep</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:mace:dir:attribute-def:eduPersonAffiliation"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml:AttributeValue xsi:type="xs:string">employee</saml:AttributeValue>
<saml:AttributeValue xsi:type="xs:string">member</saml:AttributeValue>
<saml:AttributeValue xsi:type="xs:string">faculty</saml:AttributeValue>
. </saml:Attribute>
Nikhef SSO <saml:Attribute Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1"
Try the SAML-tracer for Firefox by Jaime, Thijs and Jan:

https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/

<saml :AuthnContext>
<saml :AuthnContextClassRef>urn:oasis:names: tc:SAMI|
<saml :AuthenticatingAuthority>https://sso.nikhef.n
</saml:AuthnContext>
</saml:AuthnStatement>
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SURFconext & eduGAIN — we only solved half the issues ...

CONEXT .
IdP Dashboard Services

Home All services

Q Connected services @ All services
i Clear ol All services Search services. .. Export overview as csv
Filters (Qearal)

Showing 178 of 1218 services

Name ‘Vendor
Service connected - -
(B ELIXIR research infrastructure AAI ELIXIR CZ
[ Yes (158)
O Ne (20) (5, EOSC Association AAI EOSC Association
Offered by my institution - & Eosc Portal EGI
O Yes@
ONe 176 ERASMUS Service {acc environment) eduTEAMS Service
& eupaT B2ACCESS Forschungszentrum Jiilich GmbH
Federation source 0a
[ SURFconext (44) (‘ﬁ Eurac Research CLARIN Centre CLARIN ERIC

[ eduGAIN (134)

Entree (0) G ) . National Infrastructures for Research and
¢y Europe Login Service Technology - GRNET
eduGAIN Entity Category (3% Figshare and 4TU.ResearchData Figshare LLP

Images: SURFconext IdP dashboard by SURF, showing some services tagged with REFEDS R&S; eduGAIN map: GEANT, https://technical.edugain.org/status
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AARC: managing complexities of federated communities

WebFTS prototype
FIM4R’ in wLCG
Romain Wartel et al.

ELIXIR reference
architecture 2016

Mikael Linden et al.

Slide adapted from Romain
Relying services

Wartel, GDB Sept 2014

)
2] 2 )
M m (?redenl»a\s

| Cloud | [Jnlranat “ Data archive |

Credential
translation
Group management (PERUN)

ELIXIR
ELIXIR Proxy IdP Directory Bona fide management
B S~ 4 Attribute self-management

S

N ELIXIR AAI

Dataset authorisation
| management (REMS)

Research
Community

or they were composed of many services
each of which had to manage federation complexity

— External authentication
eduGAIN IdPs | | Common IdPs l (e_mﬁ.astmnures)

communities had either invented
their own ‘proxy’ model to abstract complexity

Nik[hef
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Most trust flows from the (research) community

(@ARC

AARC Blueprint Architecture

= Unauthenticated User
e Authenticated User

AARC

‘ = == = g Authorisation Information Flow
User Q = = = = = Attribute Information Flow
USER IDENTITY
PR Nati | federations
IF ST '} ANy |
¢ AuthN 3
e o\
G hl
[ L Ese_’*"_"b‘_' ]
= a
COMMUNITY ACCESS PROTOCOL Mmmed o i A
ATTRIBUTE TRANSLATION ! AUTHORISATION'
SERVICES :
Discovery | |
S Service |
:—.Repuu_aﬂon-}_ ______ 3 : |
Sr—— C N
| | e L oty PR | o Authotisaion | |
fe== ST = = me ! :
(e i aiies 2o
| )y A I
|
, s lr—m?en—ﬂ R
I . Uﬁs:";. ITranslation! | ! 1 |
e ) Service ot 1
/ '
___________________ (7 o ! () 1
i S S
I : 1
IS ' |[END SERVICES( 7 | : |
1
. | |
Attribute N m m et
& 5 '“ “'“’ “""“ 1 i
| |
SRR AR )

+] eduGAIN

Community
Service

¥ v

Community AAI

™

8@
|
=

Generic
Service

G s

ocial ID ORCID:

AARC Blueprint Architecture (2019) AARC-G045 https://aarc-community.org/guidelines/aarc-g045/;

stacked proxies: EOSC AAI Architecture: EOSC Authentication and Authorization Infrastructure (AAl), ISBN 978-92-76-28113-9, http://doi.org/10.2777/8702
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http://doi.org/10.2777/8702

New CERN single sign-on

CERN Single Sign-0On Having done account linking at CERN,

Sign in with a CERN account

Username

Password

Forgot Password?

Or use another login method

Qt Two-factor authentication

+) Kerberos

By logging in, you agree to comply with the CERN
Computing Rules, in particular OC5. CERN implements
the measures necessary to ensure compliance,

you can use your Nikhef or university
home identity without having to login again.

Sign in with vo pailaroreanisation

m Home organisation - eduGAIN

For up to ‘cappuccino’ (4/5) assurance level

Sign in with a social account Sign in

By clicking on the buttons below, you consent to CERN's o I I . - d
transfer ofyour leginrequest t the social provider and to belect your login provider
u are authenticating to CERN (European Organization for Nuclear Reses

receive your account name, name and e-mail for a1 Research) Privacy Statement

authenticating you. See more details in our Privacy Notice.

: 2 IGTF Certificate Proxy x
Google IN Linkedin
G 8! .!ﬁl:" IGTF Certificate Proxy

© GitHub 'f Facebook

Nikhef

Nikhef - Dutch National Institute for Subatomic Physics

Start typing to search for your login provider or home institute ..

https://auth.cern.ch/auth/realms/cern/protocol/openid-connect/auth - CERN new SSO system design by Hannah Short et al.
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E O S C AA I F e d e ratl O n y M yAcceSS I D Identity assurance brings the true value:

authenticators are aplenty, and ‘MFA’
far less interesting than vetted identities.

-

@

ELLLE L)
i
:
]
H

el

]
]
'
]
[
]
]
!
R LR

But education IdPs seem reluctant to provide it ...

user identity comes ‘with the user’ from outside,
mediated by the research community, ORCID,
or from the home member state involved

Image: EOSC AAI for the EOSC Core and Exchange Federation for the EOSC European Node by Christos
Kanellopoulos, Nicolas Liampotis, David Groep (June 2023)

eduGAIN without edupain, please
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And that is only the beginning!

1dP1 IdP2
De0sC
SURFconext eduGAIN I1dP3
NFDI-[B’mmumty AA
< iy
SRAM-CO EGI-CO
SRAM-Infra EGI-Infra
4 i - T
SP_S1 SP_S2 SP_E1 SP_E2 SP_E3 '

Images: SURF SSRAM and EGI by Maarten Kremers, NDFI AAIl (Marcus Hardt),
EOSC AAl for the EOSC Core and Exchange Federation for the EOSC European Node by Christos Kanellopoulos, Nicolas Liampotis, David Groep (June 2023 version

eduGAIN without edupain, please Nik|hef



Response and traceability across IdP-SP Proxies and the limits of Sirtfi AARC

eduGain = Default Fed as proxy
1
SWITCH-AA No direct Coordinating
[} team - Participant
L \\ \\ Communication
Nikhef L

Support request situation
NE
Fed-2 e

Direct Coordinating team - end User 24798] . Jfa26af@abe xy
entity Communication is massively downloading our journals, can you verify

Fed is always in CC

EQUGAIN
" CSIRT
S ---
)
vl 7 v v
Feas
tor " or

B
VM providar

it
T T
SW CH-,
SWITCH-AA L e
) _ Nikhef ‘
[ G(
RCAuth

Startad VNs
il continu to|

. _——
99
SIRTFI

Guidelines for a joint operational trust baseline for membership management and proxy components,
supplemented by policy guidance for sectoral federations with more specific policies where needed \

* ‘How can we convey the trust in what is in and behind the proxy?’ (o

* ‘How to provide timely traceability between services and identities through the proxy?’ S n thl
Based on requirements from FIM4R, WISE, and the proxy operators in AEGIS.

oeANT )

. a0 afler

“leduGAIN | CSIRT| joint work with GN5-1 EnCo and eduGAIN CSIRT

17

QWPS://AARC»COMMUNITY-ORG images: AARC Sirtfi v1 exercise (Hannah Short), eduGAIN security TTX (Sven Gabriel, eduGAIN CSIRT)



LA H Co-funded by AARC TREE and GEANT 5-1 are co-funded by the European Union. Views and opinions expressed

h o are however those of the author(s) only and do not necessarily reflect those of the European
7o the European Union Union. Neither the European Union nor the granting authority can be held responsible for them.

Thanks to the AARC Community, including folk from whom | re-used
graphics and material in this overview. In random order: Licia Florio,
Nicolas Liampotis, Christos Kanellopoulos, Marina Adomeit, Janos
Mohacsi, llaria Fava, Slavek Licechammer, Dave Kelsey, lan Neilson,
Marcus Hardt, Mischa Salle, Hannah Short, and Maarten Kremers.

sRNSsssATRRRRANRS Y

X

e

S |
[ 3=

% Maastricht University N l k h ef ®

AARC

sso.nikhef.nl

aarc-community.org

David Groep

@)er |



) Background and supporting
i materials
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AARC G071 is there to help, but do we ‘get the trust across’?

AARC

AARC Blueprint
Architecture

/Membership management \

service, attribute authorities, ey
and proxy/token translator

® integrity of membership

® identification, traceability
® site and service security

®* network protections

® assertion integrity
(Trust marks and expression

Self-assessment support sheet

50711 for the ful description, requiremants, and supporting docy

« tomplate: hitps:flodu ri/BBdNE

. joogla o aital
o UK .
. ot

But when proxies are
proxying proxies, can we
proxy the trust?

Agree to a

common baseline

... an approach that was
successful previously!

Qmps://AARc»commumw.onG See https://www.igtf.net/guidelines/aaops/ and https://aarc-community.org/guidelines/aarc-g071/
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AARC

Proxies have their own challenges as well: AUPs, T&Cs, Privacy notices, ...

For large ‘multi-tenant’ proxies ¢
AARC

* some subset users in some communities use a set of services —
how to present their Terms and Conditions and their privacy policies, so that users

* only see the T&Cs and notices for services they will access Preliminary Policy Recommendations for the
LS AAl (application to R&S and CoCo)

* this does not to need to be manually configured for each community

* is automatically updated when services join

For community and dedicated proxies

* when new (sensitive) services join, who needs to see the new T&Cs?

* can we communicate existing acceptance of T&Cs to downstream services?

al

. . o beyond AARC-G040
What is an acceptable user experience in clicking through agreements?

What is effective in exploiting the WISE Baseline AUP? What do researchers need?

‘with fewer clicks to more resources’

21
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And .. we’ll be seeing more, and diverse, sources of identity assurance AARC

An ‘available’ persistent source of assurance may be the (European) government-ID ecosystem

* step-up to at least substantial level can now readily be done ‘at home’ by many users
through their national elD schemes

* Joint work on elDAS, Erasmus Student Mobility,
and more makes this more accessible

00!
1 1 |
. U Ly
* step-up-as-a-service as a fall-back (like in .se) oo
* better attainable than relying on home institutions? ‘ ‘ H = R H ‘
.. but: T S—————————— o I
| Federated AAI (SS0) H

nnnnn

* what to do with non-European users?

* how to link the identities together H

22
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Better than a blue-ink signature, and assurance via DigID

= WHHARICA

EY My Dashboard

iB  eSign Documents

Certificate Requests
B eSignatures
eSeals

5 Server

B3 Code Signing
&

Email

More

&  Validated Information

David Groep v

My Dashboard

Laat zien

wie je
bent

Valid Certificates Dig

Product Validity Information

v 13/11/2025 C=NL,SURNAME=Groep,Gl...

C=NL,SURNAME=Groep,GIVENNAME=David
Leo,SERIALNUMBER=5000732228,CN=David Leo Groep

sss

images: screenshot of the HARICA remote signing interface, cm.harica.gr. Dutch elDAS for citizens: DiglD, excerpt from www.digid.nl screen shot

Thanks to Dimitris Zacharopoulos (HARICA) for getting the authentication working. eIDAS connected enabled through GRNET and Logius
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. RCauth.eu
.. by Mischa Sallé et al.

Example service
translating to certificates
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Token translation example: RCauth
from Heath Robinson to anycasted HA infrastructure

Nikhef RCauth prototype instance in 2019
Mischa Sallé

eduGAIN without edupain, please Nik|[hef




BGP failover or IP anycast (or multiple DNS RRs)

But we did not like ‘SPOFs’

.
-

L3 IP AS1104 ™. “7/L3 P PS?BS\ / L3 |P AS5408

¥ w’rmssh \
2%

Deterministic weighted L2 load balaning ebtables
across currently enabled and available instances

protected low-latency L2 VPC

= balancing forwarding domain

«  connected both OIDC DS
frontends as well as DS/WAYF
inter-site database sync

Distributed High Availability setup
across the 3 sites

design for minimal effort

ﬂ__F

|

. . . ofs rm s gt . = http(s) https
readily-available techniques g STFC a || =0 Nikhef| = Q- | soxpy  GRNET
ICAfru t mlerface Filtering [‘dde Loeer) ) Fl\::"\“fég [ ICA front interface Filtering
(delega nseN\:e) a - (delegatian service)
Q il s o N WAYF
L3 VPN (OpenVPN) or L2 VPC s . —
i push issg ed(‘en‘s HSMpJn!mnt al MyProxy iCA interface push issued certs HSM pin entry
 Linux HAProxy b d = (o) [cuom @
o 3] =" | entity MD
n oo 7 I Dﬂ:nSSl_(/’HSM‘ \J a A
elaridUGAIN PRCS#1L | eduGAIN
[ STFC (OXF) ’ itity MD “—— | entity MD
e Bt /! I
it ; Czechia
L S h
s P = @ @ FIMS IdPs
e < 4
J 8 ua: NG work supported by the EOSC Hub and EOSC Future projects
+8orcelona gt co-funded by the European Union
Portugal LG

eduGAIN without edupain, please
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Design by Mischa Sallé, with Nicolas Liampotis and Kyriakos Gkynis
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Getting 2a07:8504:1a0::/48 out there (ot s
AS3209
AS5408 AS21320 | Aol
Last 6 hours A
ASBE30
Tier 1 I1SPs
AS1239 ]: AS12956 AS1299
AS3257 AS6453 AS12956
AS1104 AS1103 AS6461 AS1299 AS3491
AS6762 AS174 AS3257 |_—™ AS3356
AS2603
AS3491 ||| As3356 AS2914
AS3209 AS1104 > AS1103 ASB4A61
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route maps: bgp.tools for 2a07:8504:1a0::/48 — IPv4 for 145.116.216.0/24 is similar — imagery from November 2022

eduGAIN without edupain, please Nik|[hef




Always the shortest path!

[root@kwark “1# traceroute -IA 145.116.216.1
traceroute to 145.116.216.1 (145.116.216.1),
30 hops max, 60 byte packets
1 cmbr. connected. by. freedominter. net
(185.93. 175. 234) [AS206238]
2 connected. by. freedom. nl
(185.93. 175. 240) [AS206238]
3 et-0-0-0-1002. corel. fi001. nl. freedomnet. nI
(185.93. 175.208) [AS206238]
as1104. frys—ix.net (185.1.203.66) [*] 7 REm
parkwachter. nikhef. nl
(192.16. 186. 141) [AS1104]
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rcauth.eu HA proxy

dd. 2023.11.25 rev 02
-schematic-2023-10.vsdx

Route from home to RCauth.eu, from my home ISP (Freedom Internet)
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You get reasonable load balancing in
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map: RIPE NCC RIPE Atlas - 500 probes, distributed across Europe (https://atlas.ripe.net/measurements/50949024/)
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