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Exploding data? the Large Hadron Collider at CERN

1998 - 2012 ... 2030 HL LHC ... 2040+

~50 P|B/year *T'* 3
prlmary"data . B g

P. Higgs, Phys. Rev. Lett. 13, 508:

,the LHE obV|oust1oQ[<s"fBrfaJot Mare: Ba'an/just t‘ﬁe ngg FA Bkt
mechanism. For examplef]&e |g6ks at the Qua{ck Gluon\

Rlasma, LHCb for CP V|olat|on"5nd 1 urplos(and Iots ;

moré); and"AFLAS and CMS look at ;most shyth r "”A‘H,all i
8ok at new BSMghyBIgE 55 colirse . Y _dhue Sy

16823 characters, 165 kByte PDF

% Maastricht University | DACS




Images: ATLAS detector in the cavern at CERN. Source: CERN
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CERN Computing Centre B513, image: CERN, https://cds.cern.ch/record/2127440; tape library image CC-IN2P3 with LHC and LSST data; cabinets: Nikhef H234b
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Processing at scale for data intensive science

. LHC run 2 data
@ LOFAR ~350 PB 'raw’

Google searches
Long Term Archive Google BT I
~ 60 PB >

Facebook uploads

BN @ I;l;lzry of Congress facebook
JS Census °. uploads >180 PB
4 pp T Census
gquantities are guesstimates,
Nasdaq @ 3 PB as actual data volume

Keeps growing as we speakx .. L H c Ru n 3

>2021

>1000 PB

HL-LHC

>
2028 SKA Phase 1
mUItiPIE E B . o > 2027 Data from various sources, for
- public entities: data ca. 2018,
indicative, within ~ factor 2
-~ 600 P B LHC volumes: LCG Resource Scrutiny Group & CERN; 2020

SKA and LOFAR volumes: ASTRON/Michiel van Haarlem, 2020
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Volume versus complexity
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~ 10 seconds compute for
a single event at ATLAS
with ‘jets’

containing ~30 collisions
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Display of a proton-proton collision event recorded by ATLAS on 3 June 2015 Wlth the f|rst LHC stable beams at a collision energy of 13 TeV
Event processing time: v19.0.1.1 as per Jovan Mitrevski and 2015 J. Phys.: Conf. Ser. 664 072034 (CHEP2015)
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Not in one place the worIdW|de LHC Computing Grid

~ 1.4 million cpu cores
~ 1500 Petabyte
disk + archival

170+ institutes
40+ countries
13 ‘Tier-1 sites’
NL-T1:
SURF & Nikhef

largely based on

generic e-Infrastructures
EGI

EuroHPC

PRACE-RI

OpenScienceGrid

Earth background: Google Earth; Data and compute animation: STFC RAL for WLCG and EGl.eu; Data: https://home.cern/science/computing/grid ACCESS-CI
For the LHC Computing Grid: wlcg.web.cern.ch, for EGl: www.egi.eu; ACCESS (XSEDE): https://access-ci.org/, for the NL-T1 and FuSE: fuse-infra.nl, https://www.surf.nl/en/research-it
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Scaling computing infrastructure — a common need

Large Hadron Collider

Institutions
for Collective Action

Small settlements coalesce
into larger cities

Sources: CERN https://wlcg.web.cern.ch/; HADDOCK, WeNMR, @Bonvinlab https://wenmr.science.uu.nl/; Virgo, Pisa, IT; SKAO: the SKA-Low observatory, Australia
https://www.skatelescope.org/ - OpenMOLE simulation on EGI - https://cdn.egi.eu/app/uploads/2022/04/EGI_Use_Cases.pdf;

ﬁent-based modelling of ICAs: https://collective-action.info/research-on-icas/ Molood Dehkordi (TUDelft), Tine de Moor (EUR RSM)
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This is a tour of {a,one} large-scale IT landscape

Today: a use case driven overview, looking at

e relationship of infrastructure and one application area: scientific computing

* scaling & interdependency of infrastructure components

compute, storage, data, network, trust & identity, and security
‘how to identify scalability bottlenecks’

* nodirectly related questions or project tasks
but don’t fall asleep just yet

% Maastricht University Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 10



What you should be able to do by the end of today

“Build a
globally distributed data processing infrastructure
serving different customers and diverse workloads
at the Exascale”

or at least
* where to look for relevant standards and reference architectures

* know what scalability issues can affect globally distributed large-scale IT
* realise why this LsIT course is essential to making things actually work ©

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed)
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For a global large-scale IT system, we need to

1. Build ‘sites’ that scales to lots of systems
- Datacentre
- Power-efficient systems that can process lots of data
- Orchestrate these systems to function as a service
- sharing workload with brokering, data placement, and platforms

2. Connect sites, services, and users together. Across the world
- with high speed networks, that can deal with latency and severance of links
- for authenticated and authorised users
- that collaborative gain access to services and data
- and are secured and protected ... also from themselves

and then getting actual users ... is ‘just” marketing and communications ...

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed)
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Start with ...
a green field approach

from field to IT facility

% Maastricht University | Department of Advanced Computing Sciences



From field to facility

Trekkersveld 1V, Zeewolde. From Zeewolde Actueel, https://www.zeewolde-actueel.nl/nieuws/gemeente/254432/bestemmingsplan-trekkersveld-4-ligt-ter-

inzage; Microsoft DC Middenmeer, from https://nos.nl/l/2512478,
% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 14
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https://www.zeewolde-actueel.nl/nieuws/gemeente/254432/bestemmingsplan-trekkersveld-4-ligt-ter-inzage
https://nos.nl/l/2512478

You got the power!
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Images: Anton Mors, David Groep, Nikhef
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Converting electricity into ... chilled air & heat

Left-side image: frame from a movie by Anton Mors, people NikhefHousing: a cold aisle
replaced by ... Adobe Firefly (“without people”?, oh well, this was its best result ®)

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 16



Data centres: where we put large-scale IT

‘tier-1’ ... ‘tier-4’ datacenters - increasingly redundant
systems are ‘lights out’: the DC may be miles away

small or large, in terms of power and cooling capacity:
* smallish: Nikhef Housing Amsterdam is ~2.5 MW,
e Dutch Al Factory to be built in Groningen: ~10 MW
*  Microsoft Middenmeer Venster West: 285 MW

Etotal

data centre efficiency metric: PUE =

Current Minimum Peak  Average Current / Maximum
Power

EIT_equipment Power Power Power Power

264 Watt 264 Watt = 273 Watt 267 Watt _:l 480 Watt

Reducing cost and environmental impact:

* airflow engineering: prevent mixing of cold and hot air
* liguid cooling

* (free) cooling by changing inflow temperature

* Aquifer Thermal Energy Storage (ATES) to buffer heat (and re-use later for homes)
Typical PUEs vary from 1.03 (in Iceland) to 1.2 for ‘good’ datacenters in NL

Data centre tiering: Uptime Institute (Tunner, W.P.; Seader, J.H.; Brill, K.G. Tier Classifications Define Site Infrastructure Performance; White Paper)
Remote systems management: IPMI, Redfish and various vendor proprietary solutions — usually dedicated ‘out-of-band’ network connection, incl. remote KVM

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 17




Virtual and cloud services rely on this physical ‘stuff’

 HPC systems like the Dutch Snellius, a SuperMUC, LUMI, JUPITER, or Jules Verne,
e data-intensive computing like WLCG, radio astronomy, and so on

» your favourite (or not) typical hyperscalers like AWS, Azure, Google, OVH, Hetzner, ...
and all those new Al systems and Al ‘factories’ that boost Nvidia stock nowadays ...

DNI and NL-T1 capacity from 2023 DNI NWO, LOFAR, and WLCG; see https://www.srf.n|/onderzoek—ict/toegang—tot—rekenﬁensten—aanvragen ; fuse-infra.nl
SURF tape total: ~80 PByte by end 2022; image library at Schiphol Rijk from Sara Ramezani; NikhefHousing: https://www.nikhef.nl/housing/datacenter/floorplan/

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 18
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Different types of large scale compute resources

 HPC and (computational) cluster computing:
- modelling for weather/climate, fluid dynamics, but also e.g. QC-simulation

e HTC and data-intensive processing — horizontal scaling:
- lots of data, as in High Energy Physics (HEP), *omics and protein docking, ...
- conveniently parallel,
but (intensive) local 1/0 requirements on memory and scratch storage

e portals and many web applications:
‘horizontal’ scaling, often backed by cloud and virtualized resources
- Cloud-native scaling and containers for ‘more of the same, different each time
- Ifit’s data at scale: object stores and ‘CDN’ web-scale caching

’

HPC: High Performance Computing; HTC: High Throughput Computing; K8S: Kubernetes; CDN: Content Delivery Network

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed)
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Single CPU scaling stopped around 2004

"

limitation is power, not circuit size
- and clock frequency is most ‘power-hungry’
- still some packages now @ TDP of 400W

multiple cores on the same die helps:

- AMD EPYC Genoa (Zen 4) has 96 cores/die

- Intel Granite Rapids, Nvidia GraceHopper, ...
- but e.g. Intel Cascade Lake AP was less useful

CPU design-level performance gains left
- predictive and out-of-order execution

- on-die parallelism (multi-core)

- pre-fetching and multi-tier caching

- execution unit sharing (‘SMT’)

but at increased risk for security/integrity

Maastricht University | DACS
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QOriginal data up to the year 2010 collected and plotted by M. Horowitz, F. Labonte, O. Shacham, K. Olukotun, L. Hammond, and C. Batten
New plot and data collected for 2010-2021 by K. Rupp

Image: K Rupp, https://github.com/karlrupp/microprocessor-trend-data
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Fix the thing that didn’t scale well, CPU frequency??
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LCO2 cooling of an AMD Ryzen Threadripper 3970X [56.38 °C] at 4600.1MHz processor (~1.25x nominal speed) sustained over all cores simultaneously,

using the Nikhef LCO2 test bench system (https://hwbot.org/submission/4539341) - (Krista de Roo en Tristan Suerink)
% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed)
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... sSince you then need this around it ...

bbbl A . Insulation storage
CO, 2PACL with PLC s Insulated test box A
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Nikhef 2PA LCO2 cooling setup. Image from Bart Verlaat, Auke-Pieter Colijn CO2 Cooling Developments for HEP Detectors https://doi.org/10.22323/1.095.0031
U2
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Step one: scale inside one system

 multiple cores and SMT on a single die

e ‘trivial’ step-up is to do multiple sockets in one system
2-socket, sometimes 4 socket on a motherboard

* to make it appear as a single shared memory system,
cache coherency required between CPU cores and sockets

e useful for tightly coupled parallel applications
(weather forecasting, fluid dynamics, climate), but
not needed for ‘trivially parallel’ high throughput needs

. dependmg on architecture cache coherency may limit

Image: dual-socket Fujitsu system at the Xenon experiment site, 2019. source: Tristan Suerink, Nikhef

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 23



CPU design changes may fit application, or not

Zen2/Rome

AMD EPYC effective for SOC AR

applications like WLCG: ROME/MILAN 9 DIE MCM
* Naples - Rome added
shared memory die
e links all cores
directly to memory

Rome-Milan improvement?

e shared L3 cache benefits
tightly coupled HPC, but
not HTC, limited by B ———
‘off-die memory’

Image source: AMD, retrieved from https://m.hexus.net/tech/news/cpu/135479-amd-shares-details-zen-3-zen-4-architectures/

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 24



Scaling up, more examples
4th Gen EPYC™ SOC Platform Overview

Genoa 2P Configuration 2 -.- a' Genoa 1P Configuration
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AMD EPYC Genoa platform, image from https://www.semianalysis.com/p/amd-genoa-detailed-architecture-makes
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Accelerators — general purpose GPUs

ALU

ALU

ALU

Control ‘

ALU

CPU

Image: ‘Massively Parallel Computing with CUDA’, Antonino Tumeo Politecnico di Milano, https://www.ogf.org/OGF25/materials/1605/CUDA_Programming.pdf

but co-processing comes at a cost of
moving data to and from the GPU
often faster to keep computing and do
selection & conditionals later
computation speed heavily depends on
precision (even 4-bit precision is used)
quite power hungry!

[T 1
[ [ ]
[ T 1
[ 11
[ T 1
[ T T
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GPU MI250X MCM

58B Transistors in 6nm

Floorplan image of die: AMD MI250 GPU, slide source: AMD
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leaving FPGAs out for a moment —
but those are particularly useful in
guaranteed-latency scenarios!
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GPU enhanced system, with 4 ‘partitionable’ GPUs (L40)

el

DACS FSE CSLab

DACSGPUO003,
at Debeyeplein 1

info@fse-cslab.nl
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Aiming to remove the data access bottleneck

Separating memory from processing introduces the memory misses that slow down CPU processing as
well GPUs due to need for (RDMA) main memory access

Some very recent designs

aim to eliminate this by
temporal co-location of
program and memory

(IBM NorthPole Al, Oct ‘23)
with data-flow driven compute

A

GPU TPU

EEEE EEEE EEEE EEER ..
HEN g NN EEE o HER

EEE B EEE EEE [ EEE ll-ll
EEE HEEE EEE EERE

EEE HEEE EEE EERE ..
EEE HNEE EEE EER

1T HEE EEE 1T - -
T8 OO =.=
EEE ™ gpg sEn ™ gpn

EEEN EEEE EEEE EEER | e cPy

transistors

Physical organization of on-chip memory (blue) and compute (red) are diagrammed for
representative processors, scaled to constant transistors per unit area. From Modha’s
paper Modha et al., Science 382, 329-335 (2023)

Modha et al. https://doi.org/10.1126/science.adh1174 or read https://research.ibm.com/blog/northpole-ibm-ai-chip
PCle card photo from https://www.ibm.com/blogs/solutions/jp-ja/northpole-ibm-ai-chip/
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Hybrid SOCs and heterogeneous architectures

3rd Gen AMD Ryzen"" Al

Next- Al PC expe

AMD “Strix Point” SOC

CPU
4C8T Zen5 —~ 1MB L2/core, 16MB L3 CCX
8C16T ZenSc ~ 1MB L2/core, 8MB L3 CCX
1th — 32B/cycle port each

GPU
8 WGP (16 CU) RDNA 3.5
tapath — 4 x 32B/cycle ports
NPU
4 x 8 Array XDNA 2 Inference Engine
tapath — 32B/cycle

Accelerators / uControllers
Video Encode/Decode
Audio Co-processor
Display Controller
System Management, Security, Wireless Manageability

10
128b LPDDRS/DDRS5 (7500/5600 MT/s)
16L PCle Gend
4 Simultaneous display streams
8 USB ports
2UsB4t
1us83
2uUs83
3uss2
I2¢c, SPI/eSPI, GPIO

(note these are laptop/desktop SKUs, not servers) o NEXT GENERATON ZEN S Cone

Images: AMD Ryzen 9 HX 370 Al, Strix SOC — compare also Intel Lunar Lake architecture

% Maastricht University | DACS Large-scale IT:

, GPUs, APUs ...

Zen5" CCXs

16MB L3
Cache

RDNA3.5 Multimedia { M

(Upto 16 Compute Units) deoeo | Engines

2MB L2 Cache
16 CU

4RB+ Display Controller

worldwide LHC Computing and beyond (2025 ed)
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but there is also a serious issue here ...

Half Wide Limits

il

|
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]

EagleStream Genoa BirchStream-AP (LGA7529)

Image thanks go to Rick Koopman — Lenovo at the HTCondor Workshop 2024 https://indico.cern.ch/event/1386170/
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The energy bottleneck: architecture figure of merit
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Data and graphs: Emanuele Simili, Glasgow University, at CHEP2024 (https://indico.cern.ch/event/1338689/contributions/6011562/)
HEPSPEC23 benchmark: https://gitlab.cern.ch/hep-benchmarks/hep-benchmark-suite (‘memory-intensive’ high throughput processing application benchmark)
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How to get this heat out ... in liquid form, maybe?

e Heat capacity of liquid is much larger than air
* by now (almost) standard for HPC systems

* Immersive systems
look cool, but are ‘a bit R 7
hard’ on maintenance 2 L

e
et y A - port dinformacié
o i - clentifica
‘

| Strongly depends on systems engineering:
" when water inlet temperature can be >40
degC, you have almost always free cooling

Image source dual-board system: Lenovo, ThinkSystem SD650
immersive cooling image https://hypertec.com/blog/sustainable-emerging-tech-liquid-immersion-cooling/, PIC T1 centre, Barcelona, ES
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https://hypertec.com/blog/sustainable-emerging-tech-liquid-immersion-cooling/

And if large-scale IT does not quite fit ... ahum ...

=/

=

—

SuperMicro (branded as ‘Lambda Blade’)
q 4U chassis, supporting 10 consumer-grade GPUs ...
... with a bump

Image source: https://lambdalabs.com/products/blade
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Scaling up — beyond one lone motherboard
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Several scalable computing models

e a-priori manual definition of scale: {podman,docker}-compose, cloud VM dashboards
* ‘cloud-native’ dynamic scaling - ‘horizontal’ or ‘vertical’ -

works well for services that lend themselves to load balancing

(used by kubernetes, docker swarm, many cloud APIs)
* ‘infrastructure-as-a-service’ tools to meta-manage these, like Hashicorp’s Terraform

* Parameter sweeping and throughput computing management: batch systems

e Application-driven scaling: parallel computing (MPI) and distributed & take the parallel
underlays (like parallel tasks in matlab or jupyter python notebooks)  computing course ©

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 35



compute farms: ‘milking’ computer clusters

But workloads usually need more

than just compute
* balanced features for node throughput

CPU, storage, memory bandwidth
& latency, NIC & network speed

For example for WLCG:

* single-socket multicore systems are fine,
today typically 64-128 cores per system

* network: 2x25Gbps (matching #cores)

* memory: say ~ 8 GiB/core . "'I

* local disk: 8-16 TB NVME (~100GB/core)

+ space (physical + power) to add GPUs |

Image: Cluster ‘Lotenfeest’ at the Nikhef NDPF, acquired March 2020. Lenovo SR655 with AMD EPYC 7702P 64-Core single-socket. Some with 4 L40s Nvidia GPUs
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Cluster computing and ‘conveniently parallel’ HTC

et LA vty
Week 35 Week 36 Week 37 Week 38 Week 39

i S
oAt ANy il A

|mm ‘ﬁw A yﬂ.lmhmm’ B aliceson
YR WAL W gt TGN g penon [pmemineatics
1ev2 B ligo DEF=1hcalice
EoEheg) DEF=lhcalice

Week 34 Week 35 Week 36 Week 37 Week 38 Week 39

GROUPCFG [auger] FSTARGET=3 PRICRITY=200 MAXPROC=500 QDEF=augerbig
GROUBCFG [augsgm] FSTARGET=1 PRICRITY=300 MAXPROC=2 QDEF=augerbig

QUSCFG[augerbig]  FSTARGET=3

4 if these are queued, they will generally be of highest priority.

4 limit their MAXIJOBs ... we really want two non-ATLAS V0s to be

# of rank higher than ATLAS before we drain the multicore pool.

GROUPCEG [virge] FSTARGET=25  PRIORITY=200  MAXPROC=2700 MAXIJOB=10 QDEF
=higgrid

GROUPCFG [1igo] FSTARGET=23  PRIORITY=200  MAXPROC=2700 MAXIJOB=10 QDEF
=biggrid

# local groups

GROUBCFG [atlas] FSTARGET=10  PRIORITY=200  MAXPROC=2200 QDEF=nikloeal

e ‘like milking cows’ (if you feed them lots of power first)

e parallel access to data comes at a cost of high IOPS
Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 37



scheduler

Batch system platform

3 1A - fairshare
- backfilling

User Job

- -task S
’/I - system requirements =

- (max) duration

Many things in life are conveniently parallel
e HEP events & simulation - ’ . ;, " Worker Nodies
e ligand matching & drug discovery w“‘t

* structural biochemistry L7 o0
f U
° e
cee el od

b

challenge not in parallelism itself

Req'd Req'd Elap
) We have had HPC Systems for ages Job ID Username Queue NDS TSK Memory Time S Time
33134895.korf.nikhef.n 1lhcbpi08 lhcb 1 1 5120m 41:59:57 R 37:46:21 wn-choc-023
b 33134901.kerf.nikhef.n 1lhcbpi08 lhcb 1 1 5120m 41:59:57 R 40:04:09 wn-smrt-128
ut 33134908.korf.nikhef.n 1lhcbpi08 lhcb 1 1 5120m 41:59:57 R 37:14:29 wn-choc-030
33134917.korf.nikhef.n lhcbpiO8 lhcb 1 1 5120m 41:59:57 R 14:23:42 wn-smrt-072
H H 33135197 .korf.nikhef.n atlb0l9 atlasmc 1 4 16040 208:00:00 R 183:02:04 wn-mars-018+
* large numbers of (single-core) jobs nemare- D16 nare-d18+unnare-018
33135883.korf.nikhef.n atlb019 atlasmc 1 4 16040 208:00:00 R 166:44:22 wn-mars-018+
wn-mars-018+wn-mars-018+wn-mars-018
° heterogeneous Workloads 33142633.korf.nikhef.n lhcbpios 1hcb 1 1 5120m 41:59:57 R 37:30:47  wn-mars-043
33149106.korf.nikhef.n lhcbpiO8 lhcb 1 1 5120m 41:59:57 R 10:23:30 wn-car-027
h . h f k d 33149132.korf.nikhef.n lhcbpi08 lhcbh 1 1 5120m 41:59:57 R 32:36:49 wn-mars-057
33149220.korf.nikhef.n 1lhcbpi08 lhcb 1 1 5120m 41:59:57 R 32:50:1%  wn-choc-044
s arlng t e Same Set O Wor er no eS 33151669.korf.nikhef.n lhcbpiO8 lhcb 1 1 5120m 41:59:57 R 09:49:53 wn-choc-009
. . 33152704 .korf.nikhef.n atlb019 atlasmc 1 4 16040 208:00:00 R 128:39:13 wn-mars-018+
* computing with concurrent data access Lt
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Scalable submission: HTCondor

, HICondOr

Matchmaking based on ‘ClassAds

Central Manager | U

* both jobs and machines
advertise their requirements J %5
and capabilities in
‘classified advertisements’

* matchmaking done
by a negotiator
execution nodes
are autonomous (mostly)

helps for scalability and resilience

HTCondor, Miron Livny et al.; Compiled from Todd Tannenbaum (2024 HTCondor Workshop) https://indico.cern.ch/event/1386170/contributions/6127903/
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Estimated Response Time (and predicting it?)

# jobs

wait time (s)

‘Fair share’ — distributing load over time in a ‘continuous job supply’ system

&

O unused
O atlb
B lhcbhpil
O atlaspil
M alicesgm
O enmr
1] other

{ 3.4)
(35.2)
(34.8)
(1e.8)
{ 8.9)
{ 3.8)
{ 3.5)

l

la+01 P‘ﬁr"“-- i mw “‘l‘ _.‘.M"h-l‘“ﬂﬂ- "l""‘*iw w L/ +ww

le+0o |

Fri 87 ' Sun 89 Tue 11 Thu 13 Sat 15 " Mon 17

O atlb
B lhechpil
O atlaspil
B alicesgm
O enmr

Image: Nikhef NDPF DNI “Grid” cluster. Period: October 6-17, 2022; top-5 communities; GRISview images: Jeff Templon
For work on run time prediction in high-occupancy clusters , see Hui Li Workload characterization, modeling, and prediction ... https://hdl.handle.net/1887/12574

"

Maastricht University | DACS
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Occupancy: service level differs per intended target audience

For organized ‘production’ computing (planned months in advance in WLCG)

» predictable scheduling is more important (steady flow of results)

* maximizing efficiency: resource cost is the limiting factor in (physics) results
e co-scheduling with data (pre-placement) is required
 community-authorization based access to data sources only

For ‘local’ users, e.g. students whose progress tomorrow depends on results today
* response time is more important than efficiency

» fast turn-around/short waiting times by heterogeneous (‘competing’) user base
* data access must be parallelism-ready, but is ‘always’ local on-site

* local storage credentials and sharing with desktop and Jupyter environments

so offering two distinct classes of services is (in this case) intentional
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Local analysis clusters ‘Tier-3 / Tier-2 computing’

period: March 2021 .. October 2022
Running jobs:
t = . W offline ( 1.6)

r‘ u - T " R R ] O unused (78.3)
O smefit {15.8)

2.8 k

1.8 k B atlas ( 3.2)
. mm l J O xencn ( 2.8)
iyt / .u'ﬁili E Il d Al ’ﬁ M alice { 2.3}
g.p ko di JM. f uke, b e ILJ{MM; b Eu.i“;h]'l. 1“...! O theorie { 1.9)
O gravwav { 8.7)
Apr May Jun Jul Aug Sep Oct MNov Dec Jan Feb Mar Apr May Jun Jul Aug Sep B other { 1.5}
Waiting jobs (Week 40, 2022):
g.e kt B smefit
7.8 k O atlas
B8 b i R R E B cosmics
v 5.8 k I W O theorie
Jg 48k \ [ antares
2 L W octher
= 2.8 k
1.8 k
Lokl ) = LA leh a2
wWed 85 Fri @7 Sun 89 Tue 11 Thu 13 Sat 15
Source: NDPF Statistics overview, https://www.nikhef.nl/pdp/doc/stats/ - GRISview images: Jeff Templon for NDPF and STBC
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Images: Nikhef Housing H234b NDPF science processing data centre
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[coot@protosaurus ~1¥ oat docker—composs—clean.yml
ersion: '3"
bervices:
database:
image: postgres:13.4-alpine

On the way to ‘Software o ———7 ==

- POSTGRES_DB=hedgedoc
volumes:

v) - database:/var/lib/postgresql/data
o 17} & zestart: aluays
U] fabman_centralsyslog deploy:

Defined Infrastructure’ ... | «==

fabman_control_hosts

Project nealthcheck:
disable: true
= m app:
SoLR - Systems of Last fabman_core # Make sure to use the latest release from https://hedgedoc.org/latest-releass
Resart image: quay.io/hedgedoc/hedgedoc:l.9.9
L environment:
5 Pinned > ) fabman_install_pxe — CMD_DB_URL-postgres://hedgedoc:SECRETRdatabase:5432/hedgedoc

Your work / Projects

CMD_URL_ADDPORT=true
CMD_DOMAIN-sharemd.nikhef.nl

88 Manage ~ Gup_usEcoN-talas
E—— 1 # Copyright Brl e erestcrue
N Salt / nikhef-formula-salt-local (&) Maintainer 2 # SPDX-Licensd ixﬁ’ﬁﬁ:wgggEﬁ;[l;:mﬂmﬂl' R A
{%- from “munge/map.jinja" i - CMD_CSP_ENABLE=false
- 4f munge:enabled X} Current Incidents  Overdu Mu 3 =
. yum_update on ® cure.nikhef.nl - a annotations:
N Salt / nikhef-formula-repo-mirrors (5]  Maintainer mu:::?f::::?fz‘;:
- names: {{ munge.pkgs }) openvpﬂ-server—(en\ - — 5 Ca‘tegol"y. CMS o
reboot_required on 6 licenses: Apache-2.0
munge_key:
N  satt/ nikhef-formula-php (3] Maintainer file.decode: Fatioot reauicad on 7 images: |
- name: {{ munge.config_fi
5 - encoding_type: baseb4 Problams reboot_required on 8 - name: apache-exporter
- contents_pillar: munge:kd . i . . . i .
N Salt/ nikhef-formula-pakiti ) /Vaintainer - esaine: o rebost required on 9 image: docker.io/bitnami/apache-exporter:1.8.9-debian-12-r2
- pkg: munge_packages i _ - ae
reboot required on ® es=nikhef. 19 name: os-shell
munge_key_owner: ¥ Certificate Monitoring 11 image: docker.io/bitnami/os-shell:12-debian-12-r32
) file.managed: -
N salt/ nikhef-formula-pacemaker () Maintainer - name: {? munge.config_fi Erovhs fBcently Racovarsd Sarvices 12 - name: wordpress
: :iz:g:”:r\]:; ) iztp prooees 00.9 it image: docker.io/bitnami/wordpress:6.6.2-debian-12-r15
- mode: 488 il yum_update o : P
N Salt [ nikhef-formula-nodeclass ﬁ Maintainer - replace: false 14 apiversion: v
- require: Y yum_update o 15 appVersion: 6.6.2
- file: munge_key
- pkg: munge_packages 16 dependencies:
N Salt [ nikhef-formula-nikhef ﬁ Maintainer 17 - condition: memcached.enabled
18 name: memcached
19 repository: oci://registry-1.docker.io/bitnamicharts
20 version: 7.x.x
Nikhef NDPF Salt & Reclass (Dennis van Dok, Andrew Pickford, Mary Hester); SoLR Ansible; 21 - condition: mariadb.enabled
Docker Compose for sharemd.nikhef.nl ; example Helm chart from 22 name: mariadb
https://github.com/bitnami/charts/blob/main/bitnami/wordpress/ 2 cenacitarv: ari-f/repisteu. docker in/hitnamichart
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Scaling things ‘... as a service’ o

Application owner
i o ‘ZZTIL‘L.“IJLT\ &
Systems or storage today are usually not physical : = _ e

Web app2 Web app3

user user

 ‘predefined’ virtualization
of systems, network and (block) storage o
* canbe > a
GitLa

m

SDN (virtual network) ter

single site, distributed, outsourced, or federated

e laaS: Infrastructure as a Service
(‘EC2-like’ VM hosting, VPS, S3 storage)
e PaaS: Platform as a Service
(container hosting, batch systems, database
platforms like DynamoDB ...)
e SaaS: Software as a Service
(science application portals, ERP systems, ...)

Kubernetes
master

Network storage ' Database-on-demand

Image from CERN’s OpenShift, A Lossent et al 2017 J. Phys.: Conf. Ser. 898 082037 https://doi.org/10.1088/1742-6596/898/8/082037
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Moving the management boundary

Infrastructure-as-a-Service Platform-as-a-Service Software-as-a-Service

Guest

Hyper
visor

Host

| ‘Stoomboot 2021 statistics for the Nikhef Jamboree ! °

Jupyter

B o apuch s for (3 quy . gl G0 of 4 501 @) ks )i ize

""" @ — ‘A’ APPTAINER e = |

Usermame  Quese am_l

| e Astronomy catalogue: https://vizier.cds.unistra.fr/
Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 54
laaS: openstack.com, Oracle OCI; PaaS: dsri.maastrichtuniversity.nl, apptainer.org, cvmfs.readthedocs.io, kubernetes.io, slurm.schedmd.com; SaaS: Jupyter.org
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Infrastructure as a Service example: DACS FSE CSLab

v Qe esiiv: & Self service

- ) virtual machines as a service
vty FSE S5GMT1e0) ' with interactive web and API

@ Dashboard

& Self service
& afreise@nikhef.nl & davidg@nikhefinl 48 UM-DACS.
& Backup
& AlmaLinux 9.4 (CloudReady Nikhef+) - Orkest2024 & Other install media - Orkest2024 G Ubuntu Jammy Jellyfish 22.04 - Orkest2024 Gl Windows Server 2022 (64-bit) -
© oA 2 Orkest2024
£# Settings £ Klaas ISCSI LUN ORKEST_02 (2.99 TiB free - thick) - Orkest2024 & XCP-ng Tools - Orkest2024 & Zeug ISO library - Orkest2024
£ Jobs & oe-dynamic (139) - Orkest2024
®
4 CPUs Usage = RAM Usage: & Storage Usage
resourceSet:ShGIMT1cRbQ e o
[ ex = (of 23) O Power state W Backup @ Pools £ Hosts W Tags Resource sets Sort by ~
import Home A
4 New b Dashboard _ . i ipti
Used: 12 (Total: 48) [ @ skillCLassServer Long click to add a description & Orkest2024
Self service — N =
] @ UM-CK-VMO1 UM - Chris Kuipers - ViMO01 & vms-orkestbak-C
@ 6 VMs belong to this Resource Set
ey ] @ UbuntuJammy Jellyfish 22.04 Long click to add a description & Orkest2024
XOA 2 ] @ chris-test Long click to add a description & Orkest2024

Xe n O rc h e Sta Settings ] @ dacs-server01 Long click to add a description £ vms-orkestbak-C
DACS FS E CS I_a b  Jobs [ @ natica Shell machine £ vms-orkestbak-C
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What is a ‘service’: on Service Management Systems

Structuring service management
e [SO 20000 standard

 |TIL (now at ITIL v3)

e https://www.fitsm.eu/

and a whole bunch of others,
like COBIT, AgileSM, ...

Slide with PR list from https://www.fitsm.eu/

-

q Maastricht University | DACS

FitSM: ITSM process framework

Service portfolio management (SPM)
Service level management (SLM)
Service reporting management (SRM)
Service availability & continuity management (SACM)
Capacity management (CAPM)

Information security management (ISM)
Customer relationship management (CRM)

Supplier relationship management (SUPPM)

e AR T o

Incident & service request management (ISRM)

=
©

Problem management (PM)

[
[N

. Configuration management (CONFM)

=
[}

Change management (CHM)

=
W

Release & deployment management (RDM)

=
=

Continual service improvement management (CSI)

FitSM

Core management

service

processes for any IT

14

Large-scale IT: worldwide LHC Computing and beyond (2025 ed)
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https://www.fitsm.eu/

Service portfolios — what do you offer, and
BTy 1

Services and software

Services and resources for users

o @)

About the NDPF

News and events

Stoomboot compute

The Stoomboat cluster is the local batch
computing facilty at Nikhef. It is accessible for
users from scientific groups ...

Computing course
Service documentation v

Research Data Management ¥

Ofther services v JupyterHub '
Jupyter notebod

Syems " Includes boih

EIICCTEEDD S defaut. Roat car

Grid and fede
High throughput
National e-Infras|
Conditionally acq
dedicated Tunne)

Storage servi
Storage services)
‘comas with sevel
which files requi

Consi

Enabling experiments and programmes to
effectively and efficiently use local and federated
computing infrastructure ..

European Open Science Cloud - EU Node

Resource hub

Al rescurces

ing & co-design

to whom

FOR TEATING PURROSES ONLY. TS HOTICATION Wit Drasel

Credits

Overview of your credits

Your credits

1000

Resmaring creats

File Sync & Share
Actss coabied

Virtual Machines

Access enabiod

Curronty  use

=y SHENCE CLouD

Aggregator (22)

Analytics (4)

Publcatons | Data | Softwarn | Offee Products

Serveon

Recommended for you

Duta Sources

Timesng

Inboroperatitty Gondebwn,

Application (s)
Compute (3)
Consulting (2)

Data (s0)
Networking (5)
Operations (12)

Other (75)

Showing 1 10 20 of 127,999 350 resources

Security (12)
Software (21)
Storage (2)

Training (15)

Catalogues from Nikhef, European Open Science Cloud EU Node (free VMs for ‘all’ researchers,
subject to https://open-science-cloud.ec.europa.eu/system/files?file=2024-10/EOSC-EU-Node-User-Access-Policy-v1.0.pdf)

% Maastricht University | DACS

Interactive Notebooks File Trasfer

3 S e o) v

90 days

Mot revesty

About Governance Services &Resources Policy EOQSCin practice

CATEGORY: DATA X

Showing 1- 50 of 50 results

AMNESIA

“Anonymize your datasets"

0(0)

AMNESIA allows end users to anonymize sensitive data in order to share them with a
broad audience. The service allows the user to guids the anonymization process and

View more...
D1 [] AppToCOMPARE 129
French Tuna Atlos Spotiol Doto Cotalog 0(0)

“Catalog application to manage spatially referenced resources™
Connect spatial information communities and their data using a modern architecture,
which is at the same time powerful and low cost, based on International and Open
View more...

Q0 [] ADD TO COMPARE

Items per page:

Media  For Providk

Al

%

Anonymization

OPENAIRE

o Geoletmork

BLUEBRIDGE
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A service catalog is still built on systems & networks

cern.ch

-~

Browse Catal 0og Deployimage  Import YAML/JSON  Select from Project

Languages Middleware Cl/CD Other

Filter v | 50of22Items  Active filters: Clear All Filters

C & & C W,

cern-sso-proxy WordPress (with SSO WordPress (with SSO rundeck WordPress (with no
restricted to an restricted to access restriction)
egroup) authenticated users)

OpenShift (OKD) system at CERN (accessible for CERN users only) — at Maastricht use the DSRI infrastructure: https://dsri.maastrichtuniversity.nl/
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Common interfaces to the different clouds?

Tools and applications

Directory brokering, i
diagnostics, and v
ISR monitoring

Secure
’protocol hourglass' access RESOURCE AND

¥ 10 resources . CONNECTIVITYPRO’I’OCOLS
'-. ol Lo { . 0
and services e ’.‘ ',' Lo s NG '\ ( ’J'
c& "'\\ '( /' /\1 -'-'::'.‘, ’\. \.\'-‘.-',‘\‘.‘,\.o. “.,‘.J',n,'."

Diverse resources

such as . FABRIC
: -,'\\. "":" - ’.\..-\..\ '."-: Cied

f 3 ( 9“ &.“l Aa \k }r:

computers, storage media,
networks, and sensors

hourglass image: Alessio Merlo in The Condor on the Grid: state of art and open issues,
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Standard interfaces for compute and data?

hourglass model ‘kind-of” worked for IP
and web with http as common standard b Doscrpton Language

. . Arguments = —-wait=20s )
e avery simple stateless interface inpuSendbor - Favicon o
GlueCEUniquelD ~ .nl

Rank =
EstimatedResponseTime

protocols for higher-level services never
Resource

quite reached this level of global interop soutce
* requirements too complex and stateful roo e

Site #1

Site #2
* use cases were usuallyscoped 0 ¢ N AP~ N i
L
. .. ' :
slowly changing now but only for similarly ] g
. . . . . I :
simple things, like on-line object storage - g
' 2" Storage Element (SE) i Compute Elements (CE) i Storage Element (SE)
H (DPM, dCache, CASTOR) ' (PBS, LSF, Condor, SGE) ' (DPM, dCache, CASTOR)

Is distributed computing too bespoke ...?

Interoperable cloud? Compare OGF’'s OCCI WG GFD.221 (https://www.ogf.org/documents/GFD.221.pdf) with e.g. Amazon S3 APl or the OwnCloud CS3 interfaces
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DIRAC: spanning heterogeneous resource models

Add a scheduling layer!

‘any (IT) problem can be
solved by adding an extra
level of indirection’

DIRAC is just one example

still available

from Web
everywhere, Server
as backup

QODIRAC
R

DIRAC Jobs
queue

i el

b
/
< / / \ - g v
"z - W B\ e N
WLCG DIRAC CEs HLT Farm VAC BOINC CLOUD
setup setup setup setup setup setup
interware interware interware interware interware interware
. Get job . Getjob | . Getjob | . Getjob | Get job .~ Getjob |
to run to run to run to run to run to run
setup setup setup setup setup setup
SW sSwW SW sSw SwW SwW
& y & y & / \i >, 4 =
Y A Y

application software and (AppTainer,fdocker) container.images

K

Image: DIRAC project, A. Tsaregorodtsev et al. CPPM Marseille, from https://dirac.readthedocs.io/ ; CVMFS (CERN VM File System) is a common software
distribution platform using distributed signed data objects in a cached hierarchy using CDN techniques, see https://cernvm.cern.ch/fs/

-

q Maastricht University | DACS

Large-scale IT: worldwide LHC Computing and beyond (2025 ed)

61



An overlay network of containers

Nobody wants a cloud per-se ... what folk want is a solution ...

= Jupyter Untitled Lest checkpoint 2 minutes age  (unsaved changes)

0 SLATE edge platform
) (in SciDM2)

g

Central SLATE Platform
Service Factory

File Edit View Insert Cell Kernel Widgets Help

B+ & @B 4+ ¥+ HRin B C W Code v =

Experimental services : if they break, you get to hold the pieces ...

In [1]: M 42

Qut[1]: 42

SLATE Platform Operators

Campus or Institute HPC resources .
P & Science VO Managers

‘alien containers’ HPC integration - container computing, using curated application images

Image sources: NDPF JupyterHub service “Callysto”; SLATE: Service Layer At The Edge — Rob Gartner (UChicago), Shawn KcMee (UMich) et al. — slateci.io
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Containerised workloads: between ‘PaaS’ and ‘Saa$’

CMS Coffea-Casa Analysis Facility: https://coffea.casa

O
Iding blocks: easy integration with scalable computinghelo N

O 8 # hipsiicotteacasaubliogintnaxt=%2Fhub%2F {+3 ® L mDO @ 0T * m e
CMS Analysis Facility @ T2 US_Nebraska ources

provides a task-management computational
ork in Python (based on the manager-worker
ym)

egrates with HPC clusters, running a variety of
hedulers including SLURM, LSF, SGE and
[Condor via “dask-jobqueue”

is allows us to create a user-level

© €« 0 O g,

Authorized CMS Users Only!

To login into the Cofea-Casa Anaysis Facility, you wik nead o got a CMS OAuth token.

To got a taken you need to a) be membar of CMS and b register with the OAuth sarvice at: CMS-Auth web.cern.ch teractive system via queueing up in the
Useful Links tch system
Coffea-Casa Suppart Page Coffea-Casa Docs
News

Watch hers for announcemeants!

Authorized CMS Users Only:
Sign in with CMS SSO

4 HTConddr

Software Suite

tk can be used inside Jupyter or you can simply

Powered by CMS IAM instance 15 :clg';tt ct,I;rough Jupyter and connect directly from

workload manager

Images: Oksana Shadura et al (UNebraska Lincoln), Brian Bockelman (Morgridge Institute) at CHEP2023 https://indico.jlab.org/event/459/contributions/11610/

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 63



On leaky abstractions and circular dependencies

(US-EAST-1) Region

We wanted to provide you with some additional information about the service
disruption that occurred in the N. Virginia (us-east-1) Region on October 19 and 20,
2025. While the event started at 11:48 PM PDT on October 19 and ended at 2:20 PM
PDT on October 20, there were three distinct periods of impact to customer
applications. First, between 11:48 PM on October 19 and 2:40 AM on October 20,
Amazon DynamoDB experienced increased API error rates in the N. Virginia (us-east-1)
Region. Second, between 5:30 AM and 2:09 PM on October 20, Network Load Balancer
(NLB) experienced increased connection errors for some load balancers in the N. Virginia
(us-east-1) Region. This was caused by health check failures in the NLB fleet, which
resulted in increased connection errors on some NLBs. Third, between 2:25 AM and
10:36 AM on October 20, new EC2 instance launches failed and, while instance launches
began to succeed from 10:37 AM, some newly launched instances experienced
connectivity issues which were resolved by 1:50 PM.

DynamoDB

Between 11:48 PM PDT on October 19 and 2:40 AM PDT on October 20, customers
experienced increased Amazon DynamoDB API error rates in the N. Virginia (us-east-1)

dWS a &

Product:

[an

October 2025

Preliminary Post Incident Review (PIR) - Azure Front Door -
Connectivity issues across multiple regions

This is our Preliminary PIR to share what we know so far. After our internal retrospective is completed (generally within 14 days)
we will publish a Final PIR with additional details.
What happened?

Between 15:45 UTC on 29 October and 00:05 UTC on 30 October 2025, customers and Microsoft services leveraging Azure

dirkjanm.io Posts

Dirk-jan Mollema

Hacker, red teamer, researcher. Likes to
write infosec-focussed Python tools. This
is my personal blog containing research
on topics | find interesting, such as
(Azure) Active Directory interals,
protocols and vulnerabilities.

Looking for a security test or training?
Business contact via outsidersecurity.nl
Both sides of a security boundary
Twitter

GitHub

Presentations

One Token to rule them all - obtaining Global Admin in every
Entra ID tenant via Actor tokens

17 minute read

While preparing for my Black Hat and DEF CON talks in July of this year, | found the most impactful Entra
ID vulnerability that | will probably ever find. This vulnerability could have allowed me to compromise
every Entra ID tenant in the world (except probably those in national cloud deployments'). If you are an
Entra ID admin reading this, yes that means complete access to your tenant. The vulnerability consisted of
two components: undocumented impersonation tokens, called “Actor tokens”, that Microsoft uses in their
backend for service-to-service (S2S) communication. Additionally, there was a critical flaw in the (legacy)
Azure AD Graph API that failed to properly validate the originating tenant, allowing these tokens to be
used for cross-tenant access.

Effectively this means that with a token I requested in my lab tenant | could authenticate as any user,
including Global Admins, in any other tenant. Because of the nature of these Actor tokens, they are not
subject to security policies like Conditional Access, which means there was no setting that could have

Front Door (AFD) may have experienced latencies, timeouts, and errors.

Affected Azure services include, but are not limited to: App Service, Azure Active Directory B2C, Azure Communication
Services, Azure Databricks, Azure Healthcare APIs, Azure Maps, Azure Portal, Azure SQL Database, Azure Virtual Desktop,
Container Registry, Media Services, Microsoft Copilot for Security, Microsoft Defender External Attack Surface Management,
Microsoft Entra ID (Mobility Management Policy Service, Identity & Access Management, and User Management UX),

Microsoft Purview, Microsoft Sentinel (Threat Intelligence), and Video Indexer.

Customer configuration changes to AFD remain temporarily blocked. We will notify customers once this block has been
lifted. Whille error rates and latency are back to pre-incident levels, a small number of customers may still be seeing issues

Tracking ID: YKYN-BWZ AN

Last month score
of *aa$ events

https://aws.amazon.com/message/101925/, https://azure.status.microsoft/en-us/status/history/, https://dirkjanm.io/obtaining-global-admin-in-every-entra-id-tenant-with-actor-tokens/

% Maastricht University | DACS

Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 64




Putting more than one
together

The Internet Is Not Enough!
More than one user ...
Perspectives on global federated access

\(‘6‘1ﬂ11 'or ’\\ °

9
y — L s,
(1) L
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High throughput computing is in the end about data

@ B8 FTS Transfers (30 Days) < @ » | Olastaodays e | 2

Group By  dst_federation ~ VO  atlas+lhcb ~ Source Country  All ~ DestCountry  All ~ Source Site  All ~ DestSite = All ~ FTS Server  All ~ Bin auto~ Filers 4

Volume Transfered / Number of Transfers
20PB 35Mi

1.8PB
3.0Mil
1 . 5 | B 25Mil
13PB /
- . - 20Ml Z
5 . 2
H g
& 10PB E
o =
2 5
E E
2 15mil 2
H 3
750 TB
ey BB
- | ]
| 500K
250 7B .
I —
op i
8/30 9 9 9 o7 99 911 817 9ng 9/25 927
— ATLAS Federation — ATLAS Federation DESY — ATLAS Federation FRAW — ATLAS Federation, HH/Goe = ATLAS Federation, Munich == CA-TRIUMF = CH-CERN = CHIPP = CMS Federation DESY RWTH Aschen — CPPM, Marseille = Canada-East Federation = Canada-West Federation == DEKIT == DE-Tierds == ES-PIC = FRCCINZP3 — FRTier3s
FZUAS, Prague — GRID LAB, KAVALA Institute of Technology «— GRIF Paris w= Great Lakes ATLAS T2 == ICEPRTokyo = IHER, Beijing == IL-HEP Tier-2 Federation w= INFN T2 Federation == ITINFN-CNAF == [T-Tierds = LAPP Annécy = LBNL ALICE Berkelay CA e LIP Tier-2 Federation wm LPC, Clermont-Ferrand wm LPSC Grenoble = Latin America Federation
London Tier 2 == Midwest ATLAS T2 == NDGF m= NL-T1 wm NRG-KFT1 == NULL == NorthGrid mm Northeast ATLAS T2 = Polish Tier-2 Federation = Romanian Tier-2 Federation we Russian Data-Intensive GRID = ScotGrid m Slovak Tier2 Federation wm SouthGrid mm Southwest ATLAST2 — TW-ASGC  Taiwan Analysis Facility Federation  Turkish Tier-2 Federation
UKTI-RAL — USTI-BNL = US-Tier3s - University of Melboume - ZA-Tier3s == unknown = Transfers

source: https://monit-grafana.cern.ch/d/000000420/fts-transfers-30-day ; data: November 2020 ; CERN FTS instance WLCG: daily transfer volume ATLAS+LHCb
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‘Elephant streams in a packet-switched internet’

“You may have plenty of shovels,
but where to leave the sand?’

 wheelbarrow works fine in your garden
* want to send it to different places?

Use waggons on a train,

or ships with containers
e always from A-to-B?

A conveyer belt will do much better!

although you still need
a holetodumpitin ...

Image conveyor belt tunnel near Bluntisham, Cambridgeshire by Hugh Venables, CC-BY-SA-4.0 from https://www.geograph.org.uk/photo/4344525

% Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed) 67



A quick look at internet routing ...

¥ Traceroute measurement to linuxsoft.cern.ch (multihomed)

General Information Probes Map TraceMON IPmap (beta) Results

L R
™
' 3

network paths
from various places
in Western Europe

towards an IP address at CERN

Data: RIPE NCC Atlas project, TraceMON IPmap, atlas.ripe.net, measurement 9249079
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Many paths to Rome ... i.e. to your server

 From a home connected to Freedom Internet to spiegel.nikhef.nl

[root@kwark ~]# traceroute -6 -A -T gierput.nikhef.nl

craceroute to gierput.nikhef.nl (2a07:8500:120:2010::46), 30 hops max, 80 byte packets

1 2210-3781-17bé&.connected.by.freedominter.net (2al0:3781l:17b6:1:de38:6fff:fe6b:4558) [AS206238] 0.8l10 ms 1.052 ms 1.330 ms
2210:3780::234 (2210:3780::234) [AR5206238] 7.460 ms 7.655 ms 7.705 ms

2al0:3780:1::21 (2al0:3780:1::21) [AS206238] ©5.868 ms 9.054 ms 9.102 ms

et—0-0-1-1002.corel.fi001.nl.frecdomnet.nl (2a210:3780:1::2d) [AS206238] 10.017 ms ©5.%34 ms 10.263 ms

as1104.frys-ix.net (2001:7f£8:10f::450:66) [*] 10.8%8 ms 11.744 ms 11.797 ms

gierput.nikhef.nl (2a07:8500:120:2010::46) [AS51104] 11.502 ms 7.800 ms 7.357 ms

o b W b

* but from Interparts in Lisse, NH:

[root@muis ~]# traceroute -6 -4 -I gierput.mikhef.nl

traceroute to gierput.nikhef.nl (2a07:8500:120:e010::46), 30 hops max, 80 byte packets

1 2a03:e0c0:1002:6601::2 (2a03:e0c0:1002:6601::2) [AS41S60] 1.380 ms 1.371 ms 1.36%5 ms
2a02:690:0:1::b (2a02:690:0:1::b) [A541%60] 1.305 ms 1.312 ms 1.312 ms
et—-6-1-0-0.asd002a-jnx-01.surf.net (2001:7f£8:1::2500:1103:2) [AS51200] 1.857T ms 2.000 ms 2.052 ms
ac47.asd001lb—jnx-0l.surf.net (2001:610:e00:2::45c) [AS51103] 2.443 ms 2.505 ms 2.507 ms
irb-4.asd002a-jnx-06.surf.net (2001:610:f00:1120::121) [AS51103] 2.041 ms 2.138 ms 2.138 ms
nikhef-router.customer.surf.net (2001:610:f01:9124::126) [AS51103] 8.977T ms 7.957T ms 7.951 ms
gierput.nikhef.nl (2a07:8500:120:2010: :46) [AS1104] 7.922 ms 8.093 ms B8.081 ms

S B I Y R PR %

AS41960: Interparts; AS1200: AMS-IX route reflector; AS1103: SURFnet; AS1104: Nikhef; AS206238: Freedom Internet — on the FrysIX there is direct L2 peering
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Border Gateway Protocol (BGP)
used here is based on (weighted)
path vector traversal mechanism

Where do internet packets go anyway?

) ) - LY
I am IP Max, AS51530, and I am Zayo, ASG461, and will
like to take Swiss things take you where you want

.. if you pay us
--l"'-.....“‘--. r..‘,".
| am LibertyGlobal,
AS9141, and for a price
viill take you anywhere

*
¢ 1 am KPN, AS286, and will
bring your somewhere 1ear N

S

O
'9¢6'

i

194.171.96.128/25
is here at AS1104

| am SURF@Amsterdam, AS1162,
and can talk directly to AS1104!

| am:Sunrise CH, AS6730, and wﬂl
bring you somewhere - | hope:...

| want to sent this to

e.2.194.171.96.130
am Nikhef, AS1104!

g
{‘ Just fome here!

GEANT™) , I am SURFnet, AS1103, and
I’'m GEANT, AS20965, and | can can bring you to AS1104 quickly
get you to AS1104, but via AS1103 ""'"""""""'"""--"P O
0 9“‘('

Nik|hef

ki

grey-dash lines for illustration only: may not correspond to actual peerings or transit agreements; red lines: the three existing LHCOPN and R&E fall-back routes
70

yellow: public internet fall-back (least preferred option)
Large-scale IT: worldwide LHC Computing and beyond (2025 ed)
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Announcing routes: the Border Gateway Protocol

davidg@deelqgfx-re0> show route receive-protocol bgp 192.16.166.21 table LHCOPN

LHCOPN.inet.0: 316 destinations, 344 routes (316 active, 0 holddown, 0 hidden)

Prefix Nexthop MED Lclpref AS path
* 109.105.124.0/22 192.16.166.21 10 513 39590 1
* 117.103.96.0/20 192.16.166.21 10 513 24167 I
* 128.142.0.0/16 192.16.166.21 10 513 1
* 130.199.48.0/23 192.16.166.21 10 513 43 ?
* 130.199.185.0/24 192.16.1.66.21 10 513 43 ?
130.246.176.0/22 192.16.166.21 10 513 43475 I

davidg@deelqfx-re0> show route advertising-protocol bgp 192.16.166.21 table LHCOPN

LHCOPN.inet.0: 316 destinations, 344 routes (316 active, 0 holddown, 0 hidden)

Prefix Nexthop MED Lclpref AS path
* 192.16.186.160/30 Self T
* 194.171.96.128/25 Self T
* 194.171.98.112/29 Self I

IPv4 routes advertised from AS513/CERN (for all sites on LHCOPN) to AS1104/Nikhef (top), and the routes announced by AS1104/Nikhef to CERN, on 5 Nov 2022
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Typical data traffic to and from the processing cluster

248 G
220 G
260 G
188 G
160 G
148 G
128 G
log G

w.' L“ !“ {1, ||'..

,, . M bl A A ¥
- ||| 1,_[ 4||.|| : i'h IJ e o
Jul "24 E-E'p- 24 M-I:Iﬂnr E-'I- an '25 I'I-Elr "25 |'|E|1_|r 25 Ju]. 2 Sep 25

O Max Average bits in B Average bits in B HMax Average bits out
B Average bits out

bits per second

I]Hr
k]

Source: Nikhef cricket graph for compute clusters only on deelgfx — https://cricket.nikhef.nl/
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Network is more than just what it says on the tin

More network bandwidth does TCP throughput calculator
not mean your data gets there faster o cxmion. e ISSATT o591 s o e s .l forml)

Bandwidth-delay Product and buffer size

network limit (MSS 9000 byte, RTT: 150.0 ms, Loss: 2.304*10"" (2*109%)) : 100000.00 Mbit/sec.

H H BDP (100000 Mbit/sec, 150.0 ms) = 1875.00 MByte
¢ m e m O ry re q u I re m e nts (S I n Ce TC P required tcp buffer to reach 100000 Mbps with RTT of 150.0 ms >= 1831054.7 KByte
epe . maximum throughput with a TCP window of 1831054 KByte and RTT of 150.0 ms <= 100000.00
needs a capability to re-transmit) Mbitsec.
cwnd
4 )
40 |- Congestion < ?:3% e<>sf':|r?er'l:work
[ J ‘f I 4 3= felaane? Threshold
tcp ‘slow start -
{ssthresh)
. o T2l
° = L Threshold
congestion control algorithms e
TS

Slow start

Slow start

Time
T T T B N L1
1 2 4 6 8 10 12 14 16 18 20 22 24
Round Trip Transmission RTT

Useful sources: https://www.switch.ch/network/tools/tcp throughput/, https://fasterdata.es.net/
tcp slow-start graphic from Abed et al, Improvement of TCP Congestion Window over LTE- Advanced Networks 1JoARIC&CE 2012
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The cat video that destroyed it all ... atency AMS-GVA 17 ms

congestion event @20ms:
2 ms of UDP traffic to GVA

* TCP protocol sensitive to packet loss 4_: nensannss BIIE Zncantocs sacnsssass N Vonulion
- 3 lost packets is enough to trigger this .
o ] |
* different congestion avoidance gﬁ 3 || /
algorithms exists (~20 by now) g 22 ] JF
7
* loss severely impacts links w/large 1? /
‘bandwidth-delay-product’ (BDP) 0s %’/ A
° 0 20 40 60 SID ;_120 : 120
* NL:~3 ms, US East: 150ms Time [sec]

Figure 10: HSTCP versus stock TCP recovery time

source: Catalin Meirosu et al. Native 10 Gigabit Ethernet experiments over long distances in FGCS, doi:10.1016/j.future.2004.10.003 — aka. ATL-D-TN-0001
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LHCOPN - distributing raw data

AS 43115

L-T1 NDGF NDGF IT-INFN-CNAF

NIKHEFAS 1104 Scandinav S 590 UniBern AS 216467 AS 137

Image source: Edoardo Martelli, CERN, https://lhcopn.web.cern.ch/

B=Aie f=ans f=ous  =uich —;g::
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LHCOPN - traffic levels for data transfer (DC24)

WLCG Throughput ©

2.50 Tb/s lll I I
i i " " I I
2Tb/s | II [ l"l| IIII l|l Il | |||||| l l I |
! i |
| |""" ' AT |I i
e I h II | | ! m | ' i "I | ' I
, | I Il ! |l |I i |||I " i l“ I || 'I "" ll' I,l_l,',__ I I I llll"
l | nl | I
1Tbls | il ||||| l||| | " l I
l Il | ’ il | l |
0b/s
02/13 00:00 02/14 00:00 02/15, 00:00 02/16, 00:00 02/17, 00:00 02/18, 00:00 02/19, 00:00 02/20 00:00 02/21, 00:00 02/22, 00:00 02/23, 00:00 02/24, 00:00
max avg v current
== Data Challenge 219Tb/s 1.02Tb/s 211Gb/s
«= atlas 625 Gb/s 304 Gb/s 567 Gb/s
alice xrootd 349 Gb/s 115 Gb/s  71.4 Gb/s
== cms xrootd 191Gb/s 67.4Gb/s 42.7 Gb/s
== CMS 271Gb/s 57.2Gb/s 75.0 Gb/s
== belle 38.9 Gb/s 9.45 Gb/s 171 Gb/s

From Lassnig, M., & Wissing, C. et al. (2024). WLCG/DOMA Data Challenge 2024: Final Report. Zenodo. https://doi.org/10.5281/zenodo.11444180
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LHCONE L3VPN: A global infrastructure for High Ener;

CANARIE o,

Physics data analysis (LHC, Belle Il Pierre Auger Observatory, NOvA, XENON, JUNO
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LHCone (“LHC Open Network Environment”) — visualization by Bill Johnston, ESnet version: October 2022 — updated with new AS1104 links
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Border Router
. S Enterprise Border
perfSONAR | RouterFirewall

‘ScienceDMZ’ .

Predicable performance |
 perfS@NAR

and data access for research

Site / Campus
access to Science
DMZ resources

Science DMZ
Switch/Router

‘Where research services,
data, and researchers meet’

Per-service

* latency hiding through caching security policy
. . . control points
* security zoning/segmentation  High performance W—
. r- Data Transfer Node S -
protects SpeCIfIC data sets with high-speed storage . LowLatency LAN Path

* outside any enterprise perimeter

Image and ‘ScienceDMZ’ concept promulgated by ESnet (see fasterdata.es.net)
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ystem AS1104

Just one random autonomous S

cLoup F LA E
513335
o () NEP Media
@ KPN NL ) Transip
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&) prorail | <
’ ) solcon [[ J
00 Gbp ) oeLTA fiber DNI SURF
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The itercannect Exchangs SARA
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o < . 2wods

20 Gbps L2 SURF o
storage 100 Gbps  LHCOPN
LHCone

400 Gbps

ProLocation
M'_Lrght CERN
AS513

@_ Netherlight
- 10Gbps =}

160 + 40 Gbps
40 Gbps

(8x2x10 desktop,
2x40 servers)
j | 8x40+4x100Gbps
// 12x40-12x100Gbps
2x40 Gbps

NDPF Compute NDPF Compute

400G

InterParts Lisse
AS41960

@
@ HLM3 BCOR

NDPF & SolR 14C
core services

nx1Gbps nx 10 Gbps
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& servers
\g’ g l @ el SNDPF HDRE HTC Stoomboot  HTC DNI/Grid
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partners Nikhef-Interconnects-schematic-2024-10.vsdx
Large-scale IT: worldwide LHC Computing and beyond (2025 ed)
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Exercising the network — sensor data and events

\
l‘
-
-
P
. w
=

, ‘ ! :.-L stk W i o . @ v A - T ——

Interface: ae66, Enabled, Link is Up

Encapsulation: ethernet, Speed: 1200000mbps

Traffic statistics: Current delta
Input bytes: 491308044270834 (522650585576 bps) [455708529457430]

Output bytes: 55684860 (49250 bps)
Input packets: 7676688082851 (1020790999 pps) i IMOASTeYolS'572)

Output packets: 418932 (48 pps) R —T17]
Error
Ing
Ing
Ing

Interface Link Input packets (pps) Output packets

aed 48975582 7 902463

Car 9l 0 () 0

Outy 0€66 Q @ 0
et-0/0/0 93484231 @ 238363968625424 (593093300)
et-0/0/1 : SEan ShRaES : )

et-0/0/2 400 Gbps and 593 Mpps —

et-0/0/3 (D)

e40/0/4 connected to CERN via SURF [

et-0/0/5 @
et-0/0/6 2
et-0/0/7 ‘tsuerinkf@deelgfx-re@> ping routing-instance LHCOPN 192.65.183.25 size 6008
— .25 (192.65.183.25): 6880 data bytes

192.65.183.25: icmp_seq=8 ttl=64 time=45.239 ms

192.65.183.25: icmp_seq=1 ttl=64 time=51.277 ms
197 _AS.1R3.25: irmn sea=? t+1=A4 timer=43_A77 m=

|’_. : -
Image: bajéq'w ................ = SR L
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Scaling data access: ‘system-aware design’ at application layer

. . . . . 360 -
Reading data ‘scattered’ in a file - simply using =" [
. L B
POSIX-like 10 - when done over the network > [
Severely exposes Iatency E 340 —- - E - TITE-TSTUNNY [US NP SIS DOUPIPIPSPTFPSY: SPRPOS IFN1 SN YO FU) OO A (O FOOS
c B .
o — -~
and TCP slow-start makes that even worse £ [ i}
160 High Speed TCP and Reno TCP, two competing single streams; 2 e : a
from SLAC to NIKHEF 3/27/'03. 11am = _E
& I B : I
A S Lo A H PV | L N E Y P P 160 300 —=—- :E E bo EE: JRRS: O = - Y B
z9 = : i
fiw e EES [ ]
2] WWM E 2 E . TEtl
? " 120‘: 280 :._E L 2881
= v J V1 a~H i -
a D%AWVAMMM-W~WMMW S A
0 20 400 600 800 1000 260 :,_HHE SRR S U TR VIO NS RO T
| —Reno ——High Speed ——RTT | Time (s) 840 B45  Tree entry number B60 B65

Image of TCP slow-start and packet loss impact (in Mpps): Antony Antony et al., Nikhef, for DataTAG, 2003(!)
Right: base graphic: Philippe Canal “Root I/O: the fast and the furious”, CHEP2010 Access pattern reflects Root versions < 5.28, before Ttree caching and ‘baskets’
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And some traffic is triggered by researchers scaling up
‘accidentally’ from a laptop to a cluster without too much thought

25 k T H
. . . o e . T 3
A researcher doing mass creation of containers, rebuilding their :
20 k : z
(. ° ) . . 1.5 A
python ‘virtual env’ for each job, running on >> 4000 cores . \
T "
T 1 e =
[root@wn-pep-002 ~]# top 10k rI k \fr I\
top - 09:40:47 up 71 days, 12:17, 2 users, load average: 110.38, 101.43, 106.3 50 i ‘ _::__!"H i
Tasks: 700 total, 7 running, 666 sleeping, 0 stopped, 27 zombie 5k g
%Cpu(s): 17.0 us, 2.0 sy, 0.0 ni, 81.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem : 39462902+total, 23514457+free, 10406320 used, 14907812+buff/cache ]
. . 1200 1800 oo oo ag: 00 12100 1800
KiB Swap: 67108860 total, 66841340 free, 267520 used. 37964784+avail Mem . )
M LHch  EATLAS B Alice W LISo-Yirge W Darkmatter-sencn @ Auger
O Life sciences W Running Jobs [ Load average [ Running LHC Jobs W CRUs
PID USER PR NI VIRT RES SHR S $%CPU $SMEM TIME+ COMMAND
82661 1igo000 20 0 5618756 396356 924 R 360.0 0.1 5:14.43 mksquashfs Total IPvE Traffic - daily

72615 1igo000 20 0 5626336 248516 816 R 90.0 0.1 5:44.11 mksquashfs
83257 1igo000 20 0 5611608 219300 852 s 90.0 0.1 1:17.66 mksquashfe

Bits/sec

traffic in bps

Tue 00: 00 Tue 12: 00 Wed 00: 80 wed 12: 00
0 Traffic
Pulling the_ python_ packages at ||n_e ra_te anq ES June 28, 2023, data from Nikhef NDPF stats & cricket (top),
downloading public python repositories ultimately S yg=ts SURFnet asd001b-jnx-01 to asd001b-jnx-04 (left),
Min = 194.6 Gbps AMS-IX SFlow https://stats.ams-ix.net/sflow/index.html (bottom)

AV

will trigger Cloudflare and flood SURFnet

Copyright (c) 2023 AMS-IX B.V. Updated: 28-Jun-2023 19:55:02 +0200




For example for HL-LHC, or SKA, more is needed > 2028 ...

 ‘Typical’ network is now mixed 400G-100G e —

* Push experiments to 800Gbps in metro area,
and a local (AMS) loop has been demonstrated

e next: 800 = 1600G AMS-GVA @ Home | BTG | BTG Services | INTUG | Innovatilab) Activteiten. | Lobby & Opinie. | Publicaties

-y

e NN e —— — : — Minister Adriaansens opent
B-R=R=R-0 5 & ¥ ¢ 4 : testomgeving voor volgende generatie
= 1 netwerktechnologieén

]

,,,,,,,

in Amsterdam is door minister Micky Adriaansens van Economische Zaken en Klimaat

fierotonde is een te: i SURF en Nikhef gaan experimenteran met nieuwe

id van 800 Gbit/s, wat meer dan 1000 keer sneller
rland. De i stelt

e doen naar de volgende generatie netwerkiechnologieén

pn onderzoek naar bandbreedte op het internet groeit. Onderzoekers willen steeds meer
wer de landsgrenzen heen met elkaar delen. De bandbi
ote hoeveelheden data snel te kunnen verwerken, is de verwachtir

. De innovatierotonde maakt het mogelijk om te experimenteren met nieuwe

Web screenshot: btg.org,
Images Nokia 7750-SR1x in Nikhef AMS H234b: Tristan Suerink
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Research data traffic looks like ... a DDoS to others ©

# Home = Menu

Home > Actueel > |CTeninformatievoorziening > De systemen testen dankzij een unieke samenwerking

Lees voor

De systemen testen dankzij een unieke samenwerking

Dinsdag 14 maart 2023 | Het laatste nieuws het eerst op NU.nl

Forse ddos-aanvallen en nerdgrapjes tijde.ns
nachtelijke oefening overheid

Door Rutger Otto

12 feb 2023 om 05:02
Update: een maand geleden

Op de
Een goqg
Examer|
Het begon in 2018. Een bijzondere Wat g
samenwerking tussen overheden, Vragen
internetproviders- en exchanges, Terug nj

ac

Belastingdienst

Zoeken

# Home

Betastingsdienst

Home > Aanslagen » lkhebeen DDoS aanslag ontvangen - wat nu?

Ik heb een DDoS aanslag op mijn netwerk ontvangen -
wat nu?

U ontvangt een DDoS aanslag op uw netwerk, bijvoorbeeld omdat u vergeten bent werkende
tegenmaatregelen te nemen. Er staat dan een geschat aantal pakketten per seconde op uw

monitoring.

ydemische instanties non-

werkentegennederland.nl

pr
duy
sin|
npla
vapen
alitie

Een goed begin

De voorbereidingen van de avond beginnen ver voordat de oefening gepland staat.

"4
team red

Elke organisatie bepaalt welke systemen ze willen aanvallen en hoe de aanval

voor de verdediging. Eén van de partijen die avond is Nikhef. Tristan, IT architect bij

Nikhef, geeft aan dat zij dit belangeloos doen, gedreven door een maatschappelijke

Image sources: belastingdienst.nl, rws.nl, nu.nl

-

«q Maastricht University

| DACS

motivatie.

Nikhef is het Nationaal instituut voor subatomaire fysica in Nederland. Het beschikt

over een gigantische bandbreedte, wat noodzakelijk is voor een dergelijke oefening

waarbij zeer veel data wordt verstuurd. Zij zijn onderdeel van de aanvallende teams er

uitgevoerd wordt. Het ‘red team’ is verantwoordelijk voor de aanvallen, het ‘blue tean|

Large-scale IT: w
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with packets being more destructive than bandwidth ...

Totale bandbreedte Rx Totale pakketjes Rx

1.32 Tb/s

https://wiki.nikhef.nl/grid/2Bpps_Machine - in preparation for the 2025 Resilience Exercise -

U2
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Access: Trust & Identity

More than one user, from ..
more than one organization, in
more than one country

% Maastricht University | Department of Advanced Computing Sciences



WLCG: when we met a global trust scaling issue

e 170sites
 ~50 countries & regions
e ~12000 users

SO ... just how many interactions ??

people photo: a small part of the CMS collaboration in 2017, Credit: CMS-PHO-PUBLIC-2017-004-3; site map: WLCG sites from Maarten Litmaath (CERN) 2021
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Scaling issues — credentials at each site does not work

N|E F state of Grid and the LHC computing in 2000

Guest/ students form (plea “ .
“ Fermilab For Office Use Only
ID: Action: ID Exp:
1. This form is completed in O work experic Insurance: Medical: Safety:
connection with
Computer: Stkrm: Family:
CERN/User Registration NON-473: Sensitive: Verifier: Date:
CERN COMPUTER CENTRE - U
hittp://cern.ch/it/docaments/ComputerUsage/Comp. Name:
‘ SWIETZER JOHN JAMES ‘
To be returned to the User Registration box at the er Tast First Middle
completed by a user who requires a computer accou
Department, and is not yet l:egistered in another gra University or Institution Name: Telephone:
‘ FLORIDA STATE UNIVERSITY 850-644-XXXX ‘
To be completed by the User:
Itis MANDATORY to provide the following infor ]
treated confidentially and only be used for ensurin, Experiment/Deparfment: —
. . Exp. / Dept. Spokesperson Home Institution Contact Contact Telephone
Supply name as registered by the Users’ O DO WOMERSLEY/WEERTS | SHARON HAGOPIAN 850-644-4777
FAMILY NAME(S): covieiiiicie e
Bl RS T N A M E (S ) & ettt ettt ettt et e e anes
SEX [M] [F] BIRTHDATE: Day........Month ......... Year ...............
HOME INSTITUTE/FIRME ..ot iiiie ittt ettt e e e ee e e e e anen e aen
NATIONALITY: ............ LWCERN SUPERVISOR. e
*CERN DEPARTMENT:. . ... *CERN ID NUMBER (as on CERN card)..............
b To be comBIeted bx the Group Administrator:
) Maastricht University | DACS Large-scale IT: worldwide LHC Computing and beyond (2025 ed)



Authentication — proving who are you

Authenticating to a single service is relatively simple
e per-service identity (username) and secrets (e.g. password or TOTP token)

* server-side: list of valid users and (hashed and hopefully salted) secrets
_ -

[root@kwark ~]# cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

alt=v-+T7=Nhalt-/cshin-/echin/halt
root:565s8ciAGhgLuv2bPQS$6EcskgtKvQ. rHbi f

davidg:$6$nDYcIez2Uaufbt1g$SR1hS/Qjn0qYQZK
marianne:$6$p3CeevGe]fNDgZj1S$HKHqQUTnt2 fEqQfkA/m5J30A0A0zSvgLCKOSQhPS
Passport image: cropped from original by Jon Tyson on Unsplash https://unsplash.com/photos/Hid-yhommOg
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Authorization — what you are allowed to do

soon needs specifying access rights to resources, based on an access policy

resource "http://cern.ch/authz/cel™ {

b mlght be Imp|ICIt or ad-hOC action "http://cern.ch/authz/actions/ce-submit" {
rule permit {
vo="atlas"
. in formal policy lan pilot-job="true" e
I?e ormal policy language } simplified Argus
like XACML (example: Argus PDP) rule deny { policy language —
: pilot-job="true" can map directly
 or be service-specific } to XACML 0
example: Linux sssd config )
ldap_gccess_order = filter,authorized service
ldap access filter = (| (memberOf=cn=gridSrvAdministrators, ou=DirectoryGroups,dc=farmnet,

dc=nikhef,dc=nl) (memberOf=cn=gridMWSecurityGroup,ocu=DirectoryGroups,dc=farmnet,dc=nikhef
dc=nl) (memberOf=cn=nDPFPrivilegedUsers, ou=DirectoryGroups,dc=farmnet,dc=nikhef,dc=nl))

Policy example: Argus system, https://argus-documentation.readthedocs.io/en/stable/misc/examples.html; service-specific: sssd.conf Idap auth_provider
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Authorization and access control

Access control is ultimately enforced by

the service provider
(unless data-level encryption is used, where
the data owner retains some control)

Other
Stakeholders

Resource

Process acting
an user's behalf

Authorization Policy
\ Architecture

Policy

Access Access Fv— s NG
granted by granted by f
site to Community Resource
tO user Site  Witributes
Palicy
Kerbe_ros P olicy and
Ictentity attributes Agiv:;r
PkliKerberos
1 Identity
Trans\gtiun
| Site admission-control Effective access SHERIEE Site/
policies Resource, 000 Authorization
Owiner (gg|ooo: SE Service/
oo[ERo0e0 POP

policy overlap diagram by Olle Mulmo, KTH for EGEE-I JRA3, policy pie: Open Grid Forum OGSA working group and Globus Alliance
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Authorization policy subjects

AuthZ policies need subject attributes (‘claims’)

* bound to an verifiable identity statement

- e.g.visa are strongly linked to a specific entity,
and asserted by a trusted party (by the service)

* be a bearer token

- scoped to a relying party, a service, or an action

e self-asserted
- quite useless unless backed by verifiable

evidence, like in self-sovereign identity schemes

Transport mechanisms (see also RFC2903)
* pushed alongside the service access,
* pulled from the source as needed, or
* pushed by the attribute source as an agent

" -
+ @ @ G‘EE) dans Paris

=
B % iledeFranpg@ fledeFra
E 0000283847 PAQTIE™ “EUR 190 cg ™

USA visa image source: https://2009-2017.state.gov/m/ds/rls/rpt/79785.htm ; RATP bearer token, issued for the Paris public transport system
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Scaling credentials: per service per user

Many start with credentials dedicated
to each service where you need access

 Number of to-be-protected credentials:

anservices) * anusers)

e usually creates a strong link to authorization:

different accounts for different roles, multiplying the
number of credentials per user

Image imspired by AARC NA2 training module “Authentication and Authorisation 101” — keychain image created by generative Al
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bilateral SSO: per service single identity source per ‘home’ organisation

#credentials required { _
— | e
rompreviousy N
k
(y(nservices) ﬂ(nusers) _
to
{users) A — | e
*k
O o) o
in first order at least _
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Enterprise (SAML) Single sign-on: browser redirect as login flow

User's 'home organisation’

5. ldentity provider posts |;| I000000000)

signed attribute assertions gpoon EE oooi

to the service provider goo e I] :

through the user's browser diremor',r
_.. of Users

' Login 3.Userisshownan | Identity Provider

authentication page

A

4. user enters
credentials e.g. types
username and password
2. redirected to the [dP of the organisation
that bought the (branded) service

(LT TT YT e TN ERr T

@

| 1. Attempt to access a service
>

User H

N aE R I I N R E IR NN NN RN EE AN NN NN EEENEAEEEEEIEEEEEEEEENEEEEEEEIEEEEIEEEESEEEEEEEEEEEEEEl Branded

Service Provider

% Maastricht University | DACS

X Clear Il Pause ERNNGE0]N RS dol w0 IRer-8 & Export & Import

https://commute.nikhef.nlf ~
hitps //commute. nlkhet niffavicon.ico

htlps /1550 nikher. nlfssofmc-dule phpfconsenvgetconsent'PStateld 9041?5317:1 2(
hitps:/isso.nikhef.nl/sso/resources/icons/favicon.ico
htlps 1is50. n||-<hef nlfssofmc-dule phpfconsenvgetconsent'?saveconsent 1&Statelc

https:ffcommute niknef. nlfcommutef'?auth nikhef-sso

Glossary

‘SAML’ is the “Security Assertion Mark-up Language”
an XML blob with information, usually digitally signed

| #7
/jor””s
s
/
W
— ~
D
HTTP  Parameters  SAML “_Surrlmary }g ,.u_)
version="2.89 PR Py
Issuelnstant="2825-82-28T11:49:842"

=
<saml:Issuershttps://sso.nikhef.nl/sso/saml2/idp/metadata.php</
SAML-tracer plugin by Tim van Dijen (SSC-ICT) et al.
https://github.com/simplesamlphp/SAML-tracer
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Under the hood, sends a (signed) XML document

<saml:Subject>
<saml :NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent">XXXXXXXXXXXXXKXXXXXXXXXKKXXXXXXXXXXXXXXX</saml :NameID>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml:SubjectConfirmationData NotOnOrAfter="2022-10-21T18:16:40Z"
Recipient="https://attribute-viewer.aai.switch.ch/Shibboleth.sso/SAML2/POST"
InResponseTo="_64cl0a60c382bdaeb328653d9d25951c" /></saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions NotBefore="2022-10-21T18:11:392"
NotOnOrAfter="2022-10-21T18:16:40Z2">
<saml :AudienceRestriction>
<saml:Audience>https://attribute-viewer.aai.switch.ch/shibboleth</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>

<saml :AuthnStatement AuthnInstant="2022—10—21T17:33:29<sam1:Attributestatement>

SessionNotOnOrAfter="2022-10-22T0 <saml:Attribute Name="urn:m?ce:dirzéttribute-def:cn" y
SessionIndex="_90£745£18£712b6a56 . NameFormaF— urn.ﬁas;s.n?mef.tc.?AML.Z.O.attrname-f?rmat.url >
<saml:AuthnContext> <saml:AttributeValue xsi:type="xs:string">David Groep</saml:AttributeValue>

<saml :AuthnContextClassRef>urn:oasis:names: tc:SAM| </saml:Attribute>

<saml :AuthenticatingAuthority>https://sso.nikhef. <saml:Attribute Name="urn:oid:2.5.4:3“ .
</saml : AuthnContext> NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

</saml:AuthnStatement> <saml:AttributeValue xsi:type="xs:string">David Groep</saml:AttributeValue>
</saml:Attribute>

<saml :Attribute Name="urn:mace:dir:attribute-def:eduPersonAffiliation"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml:AttributeValue xsi:type="xs:string">employee</saml:AttributeValue>
<saml:AttributeValue xsi:type="xs:string">member</saml:AttributeValue>
<saml:AttributeValue xsi:type="xs:string">faculty</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.1%
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OpenlID Connect and OAu

* Quite .well-known
(used by lots modern ‘non-enterprise’ SSO

e shows signs of its initial design objective:

Verify credentials
one source of identity (Openid Provider, ‘OP’), " T —— E

and many services (Relaying Parties, ‘RP’)

Show OpenlD Connect Client

% Maastricht University | DACS

Name hekel.nikhef.nl Verfy id Ken
Description Hekel using mod_auth_openidc -
Client id. _f6bfe81892e680=decfc3balecf1al5d141c0d106b (N ‘ PR or (475
Client secret _ SN ‘
wsA
Auth. source  saml2 Acc S e
Redirect URI https://hekel.nikhef.nl/rp/redirect_uri \ N
Qeyvic’. User RP

Scopes openid

profile

email

th2: the ‘modern’ way

) Access resource

v

Access your OP A
N4

Gjive. consent )

Access RP with access +oken and id +oken

Shown is the ‘implicit flow’, other flows possible. Image source: AARC NA2 training on AAI 101

See https://openid.net/ for protocols and standardization work
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PKI client certificates — user® client held credentials

You have seen https, but the same PKI Certificates can be used for clients, not servers ...

Certification
Authority

Broker, Gateway,

User .
or other user interface

End-service system

Trust Anchor
List {policy)

: g g
¥ = | —=— : challenge p———
H — L 1 — [ -response N £3703:52:c0:53: 0b:a6:af :2b: 4a:79:015:50:3b
F: " ! " % Signature Algorithm: sha384WithRSAEncryption
E [ H X = Issuer: C = NL, O = GEANT igi CN = GEANT i Pe 1ca4
....................... i A S feeeeennsnseenssssnnnnsned ¥ | erores ane 2 0000000 2022 e
Not After : May 2 23:59:59 2023 GMT
Subject: DC rg, DC = terena, DC = tcs, C = NL, O = Nikhef, CN = David
Groep davidg@nikhef.nl
. R Subject Public Key Info:
. . roxy for the subscriber service authenticates user Fublic Koy Algorithn: rsaEncryption
self-signed subscriber cert and 7 vf:r‘th identiy and by checking path i e
CA mor cenjﬁcare m[ecred rjvare ke . ) 00:£0:0d:c0:ff:ee:£0:0d: £0:0d:c0: ff:ee:£0:0d:
p p Y constraints (RFC3820) with known trust anchor e
Expo! t: 65537 (0x10001)
X509v3 extensions:
.. . . o pe . . . . X509v3 Key Usage: critical
RFC3820 ‘proxy’ certificates extend identity-certificate concept with (policy-restricted) delegation lgizi

-

«q Maastricht University

* think we found everyon

einthe world who could

deal with certificates: abo

Glicies:
Policy: 1.2.840.113612.5.2.2.5

ut (100 000)

peop|e
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Different tech also an AAA push concept: X.509 and a trust PKI

"

Version: 3 (0x2)

Serial Number:
34:f3:e3:5f£:c0:53:0b:a6:ef:2b:4a:79:01:b5:50:3b

Signature Algorithm: sha384WithRSAEncryption

Issuer: C = NL, O = GEANT Vereniging, CN = GEANT eScience Personal CA 4

Validity
Not Before: Apr
Not After : May

2 00:00:00 2022 GMT
2 23:59:59 2023 GMT

Subject: DC = org, DC = terena, DC = tcs, C = NL, O = Nikhef, CN = David Groep davidg@nikhef.nl

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (4096 bit)
Modulus:
00:£f0:0d:c0:ff:ee:f0:0d:£f0:0d:c0:ff:ee:£0:0d:

f£f:50:6d

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Extended Key Usage:
E-mail Protection, TLS Web Client Authentication
X509v3 Certificate Policies:
Policy: 1.2.840.113612.5.2.2.5
Maastricht University | DACS

You should be able to get an ‘IGTF-DOGWOOQD’
assurance certificate from RCauth.eu.

Go to https://rcdemo.nikhef.nl/ and select the
‘Basic demo’ and use ‘run non-VOMS' to get
and view your short-lived certificate

are back-channel interaction

:| | run non-voMms demo | |:_
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Identity wallets with VCs held by the user, are another

the user as a
credential Holder

Present your attestation

The Intemational Museurn of Contemporary
Art requests to know if you meet critetia of
being younger than 25 to receive the entry

discount
( = 11 (=P sososssossssoms Why do we need your data?
"alg": "ES256",
, Typ": "IWT Shared attestation
T T — pe Digitald
// WOTE: The example below uses a valid VC-IWT serializa Jane Doe
rt that duplicates the iss, nbf, jti, and sub field
v’ verifiable credential (ve) field. Relying Party
g
e { M MA@
~geontext™: [ Caltural inssitution

“https /w3 .0rg/ 2018/ credentials/vi®,
“hEtps: //www.w3.org/ 2018/ credentials/examples/v1”

Verification details
This s the required data that will be shared with the

relying party.

"http://example.edu/credentials/3732",

type”: [ 5 7
“ventFiablecredential®, ¥ Activate discrete mode
“UniversityDegrescredential®

1s AGE RANGE

"issuer”: "https://example.edu/issuers/565043", 25

<

“issuancebate”: "2010-01-17T00:00:002",
"eredentialsubject™:
"id": "did:example:ebfeb1f712ebc6flc276e12ec21”,
"degree”: {
"type™: "BachelorDegree”,
“name": “Bachelor of science and Arts”

)

[l
Delete
up to once per holder

@

(@

AT
Issue, once, a
verifiable credential

wallets
Present, each time, a

verifiable presentation

Check status,

leaking VC use

Issuer % —

Check status, _\\/ ir.‘ Verifiers

may preserve
holder privacy

Re
(up to once)

T
T
E3ET

Trusted Data Registry

Verify credential
repeatable

Flow diagram inspired by: Lifecycle Details (5.1), Verifiable Credentials Data Model v1.1, W3C Recommendation 03 March 2022, https://www.w3.org/TR/vc-data-model/
EU elD Wallet from https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-digital-identity_en

Appimage: European Commission, at https://ec.europa.eu/digital-building-blocks/sites/display/EUDIGITALIDENTITYWALLET/Security+and+Privacy
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Interoperable wallet federation example: life-long learning
time to think less institution-centric?

HOME PROJECT

EBSI Wave 2 (15 MS, 20 HEIls, 2 EUA)
Study

01 A student gets a diploma with a list of course units validated
from Erasmus (Transcript of Records Credential) (ES/BE/IT)

02 A student applies for a PhD with a Bachelor / Master degree from a

GEANT Association

Stichting Internet Domeinregistratie Nederland

foreign country (Bachelor/Master Diploma Credential) (RO/GR/FR) SURF BV
A student gets access to local discounts using student credential \Vezcozo BV

(European Student IDentity) (BE/ES)

04 A refugee presents an EQPR to a European Italian University to
apply for a Master (EQPR - CoE Refugee Passport) (IT/DE)

Work

05 A graduated citizen applies for a job with a Degree from a
foreign country (License to Practice Credential) (GR/CY)

Grow

06 A PhD student applies for specific courses in a foreign
country (Cross-border Micro-credentials) (FI/LT)

Dienst Uitvoering Onderwijs — Dutch Education Ministry

ladole  emy s =oms

\\\\ \\\ ]
Y @ ennes

Images from Lluis Arifio, for the DC4EU project. See e.g. https://www.dc4eu.eu/consortium/#netherlands ﬁ elDAS

-
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Can we scale better with a ‘federated’
Authentication and Authorisation Infrastructure (‘AAl’)

':-ﬂ S

with one service provided to
several organisations (universities)

%

ll

&£

N III

Looking at authentication first ...
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Where are you from??

& ItsLenny calls ®@ Private browsing - O

tps:/fwnana.reddit.com,r/itslenny/ 160 W Q, Search >

Log In

By continuing, you agree to our User Agreement and

acknowledge that you understand the Privac
Continue With Phone Number

Continue with Google

Continue With Apple
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Federation

portability of identity information across otherwise autonomous administrative domains

Service

Federation Identity

Organization \ Provider Prowides

Shibboleth IdP image and SAML2 auth flow by SWITCH (CH) — see also https://refeds.org/ on federation structure and (assurance and security) guidelines
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One simple federation you know: eduroam

service-specific trust

® eduroam top level
between organisations eduroam T
globally

.home visit

hierarchical RADIUS servers based Radius m Nl \Rede
an 802.1x secure exchange /77%'—\ _ A p —
over TLS or EAP-TTLS "“—) 4 1 o P\
tunneling your credentials o) L }"‘"“;ﬁdm:""“‘ "‘“‘:‘x:;"“"{“ J
back to your home institution —

RADIUS server then instructs WiFi access point/controller |

eduroam: Klaas Wieringa et al., image from https://eduroam.org/how/, GEANT ; RADIUS: RC2865 https://www.rfc-editor.org/rfc/rfc2865; see also freeradius.org
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Your favourite federated service?
mm SMART DEALS FOR EDUCATION & comocvwn: [ siasinca

Zoeken naar. -]
o
Dashboard
Softwarew  Hardwarev  Antivirusw  Edlearning~v  Online applicaties» ~ Thuiswe ~Persoonlike gegevens i
Bestellingen
Reviews
+ Exclusieve studentenkorting + Eenvoudig inloggen met onderwijsaccount NistwabHEF s thuisbezorgd + Klantscore 8,8 op Kiyoh
Inloggen
-
IiBws IBM SPSS 29
5 =5
] Ga aan de slag met jouw
- statistische analyse. Nu te
$PSS Statistcs bestellen voor €9.

4 B Studeren start bij SURFspot

Kies je voor een Apple

MacBook, Windows Ben jij creatief?
. Met Adobe C Cloud
laptop of refurbished? @ worden jouw creatieve

ideeén werkelijkheid.

SN

Gratis Windows 11

Upgrade direct gratis jouw
Windows 10 laptop naar
Windows 11 education.

Gratis upgrade )

Bekijk de laptops>

https://surfspot.nl/
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Multilateral federation and entity meta-data

LLT Py Lo

Your Federation

Downstream eduGAIN
Metadata

MDS meta-data flow: https://wiki.geant.org/display/eduGAIN/Metadata+Flow+in+eduGAIN
eduGAIN meta-data https://mds.edugain.org/edugain-v2.xml ; table excerpt from

https://technical.edugain.org/entities showing only R&S IdPs, i.e. those supporting research ...

% Maastricht University | DACS

Listing of all entities. (1572), 42 federations
4| 29 Mayls University
Entity 1D: https://kimlik 28mayis edu trisimplesami/sami2/idpimetadata php
Eniity categories: Data Protection Code of Gonduct v1; REFEDS Research and Scholarship

Registrar. YETKIM
Org: Istanbul 29 Mayis University
[T A°STAR - Agency for Science, Technology and Research
Entity ID: https-//a-star php
Entity categories: REFEDS Research and Scholarship
Registrar: Singapore Access Federation - SGAF
Org: ASTAR - Agency for Science, Technology and Research
TN AAF Virwal Home
Entity 1D: hitps fivho.aaf edu auidp/shibboleth
Entity categories: REFEDS Research and Scholarship
SIRTFI: asserted
Registrar. AAF
Org: AAF Virtual Home
IIEN AARNet
Entity ID: hiips /ishibboleth aamel. edu aufidp/shibboleth
Entity categories: REFEDS Research and Scholarship
SIRTFI- asserted
Registrar. AAF
Org: Australian Academic and Research Network (AARNet) |
W Accessc
Entity D: hitps Naccess-ci crglidp
Entity categories: REFEDS Research and Scholarship; hitp://id incommon orglcategorylregistered-by-incommon
SIRTFI asserted
Regisirar. InCommen
Org: National Center for Supercomputing Applications
0 Aconet sttt Eccs |

Enity ID: hiips-//idp aco.netiidp/shibboleth

"

w

o

Entity categories: Data Protection Code of Conduct vi; REFEDS Research and Scholarship
Registrar: ACOnet Identity Federation
Org: ACOnet staff
AIRCentre
Engity I hitns-!ido aircentre

Entity details

Entity details

Entity details

Entity details

A

Entity details

Entity details

#credentials required?
from ﬁ(nusers) + ﬂ(nservices*nhome-orgs)
to © ﬁ(nusers) + ﬁ(nhome-orgs) + ﬂ(nservices)
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Federation and discovery can be different aspects

Nik[hef wationaat instituut voor subatomaire fysica

. Stop-denk kik
S hat stote. 1o

AI"I Accessto | HARICA | e

Enter your Nikhef username and password

raraam e vachtwoord in anderstaand formuber

FiHARICA S Choose Your Institution
Recent institutions
Login CERN Single Sign-On
Email addresstw oA N ii_éj:lﬁe‘ Nikhef >

Username

| o nikhefn
ceux qui connait comprendront

Password
Password

/7] CERN | |

| ®
WA
A — )7’/ cernch
orEot passwort -

Maastricht University

Or R !:n Maastricht University Bl
( Academic Login vastelaovend in Mestreech!
Add another institution # Edit | |
" ; . ” Multi Faztrnrrngx;ﬂ::r:rwrzztl‘nnr:‘ (Q/r\‘FA} is r:q:cwed du!ng login.
to proxy or not to proxy, that’s the question o o M e sl
An example cross-institutional service by HARICA, the GEANT TCS G5 provider, presenting a SeamlessAccess.org discovery page s ol g s R o i i rogin sty
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Full mesh or hub-n-spoke, with SAML meta-data

User's 'nome organisation’

T. Identity pro\.rider posts D0oODODODDODOD VvIL-tracer) - SAML-tracer — Mozilla Firefox

signed attribute assertions ODO0DOjpojogD OO0

to the service provider ooao 'E' on IJ X Clear |l Pause EQNGENQ]] & Export & Import
through the user's browser directorv hitps://sharemd nikhef.nl/ ~

.-. of users hﬂpsﬂsharemd nlkhefnlfme
= ; Identity Provider - 550 nod dc/authorize php?resy

5.Userisshownan__ | ponse_type=code&n

authentication page htlps m\rayf nikhef. nlfssofmodule php/discopower/disco. php'?entltyID htlps% SA%
https:/iwayf.nikhef.nl/sso/resourcesficons/favicon.ico

htlps fmrayf nikhef. nlfssofmodule ph pfdlscopowerﬂabllst

4, redirected to the IdP of the chosen home organisation f nikhef.n
6. user enters nikhef n
credentials e.g. types nikhef
username and password o nikhef niis
3. user figures gut | e e o snmesoms s kg st = P o) 3
; 9 htlps Jisso.nikhef. nlfssofmodule phpfconsenvgetconsent'?stateld 8902dd1 ?4fa=

what to choose from

a long list of arganisations " | 2. browser is redirected https://sso.nikhef.nl/sso/resources/ficons/favicon.ico

to a discovery service htlps Jisso.nikhef nl/sso/module. php/consent/getconsent?saveconsent=1&Statelc

GET hl‘lps J’fsharemd nIKhef nlf

:* ‘E' GET

https://sharemd.nikhef.nl/me
GET https://sharemd.nikhef.n/history
GET https://sharemd.nikhef.nl/build/ae93165204442cdb2d226a4bTa64b05ab3902c b
W
HTTP  Parameters  SAML  Summary
1. Attempt to access a service <samlp:Response xmlns:samlp="urn:oasis:names:tc:SAML:2.@:protocol” ~
:) xmlns:saml="urn:oasis:names:tc:SAML:2.8:assertion”
E ID="_b136258b1d867a8ele98f16a82%ad96c782c70a087" A
.................................................................................................... ' Service Provider

Access to the ShareMD service through token translation service SAML->0IDC with the simpleSAMLphp suite — simplesamlphp.org, sharemd.nikhef.nl

o3
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AAIl: different technologies, same federation idea

SAML - Security Assertion Markup Language WebSSO (‘SAML2Int’ federation)
- XML-formatted ‘attribute statements’ over web transport (usually POST)
- SAML-Metadata: list of entities with description of bindings with entityAttributes
PKI - Public Key Infrastructure
- trusted third party (a certification authority a.k.a. CA)
signs X.509 formatted certificates with name, issuer, serial number, and extensions
- CAs can sign end-entities as well as other CAs (hierarchically or by cross-signing)
- bridge CAs render a technical implementation of a shared policy (assurance)
- policy-bridges don’t sign anything, but curate distribution
(like browsers and operating systems based on CA/BF requirements, IGTF for research infras)
OpenlD Federation — Federating OpenID Connect parties
- federate end-points for OIDC Providers and Relying Parties (or OAuth2), with similar models

note: federation based on ‘ultimate trust’ domains (e.g. cross-realm Kerberos) also exists ...

See www.oasis.org for SAML; RFC5280 (tech) & RFC3247 (policy) for PKIX, https://igtf.net/ and https://cabforum.org;
OpenlD Connect Federation: https://openid.net/specs/openid-connect-federation-1_0.html
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Federation with user-centric AAl

A trusted authority giving the user
a ‘self-managed’ credential, like a passport

a personal authentication digital certificate
a verifiable credential in a wallet

verified (on-line and also offline)
at the original trusted issuer
or at an independent trusted verifier
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Federation: technological ... [[_]-.clg_-;tA' ,- B e e e 1arr roeration
. . or explicit policy
... or policy bridge - v

l ca-policy-egi-cam |
trust remains with the relying party .

can be bridged by either cross-signing (left) I s ] 'W-'

or by policy agreements (right) lca AEG,SI l | l ca-TCS | l | lca RCauthI l |

Cru:;s -cer Crossicert lﬁ

AusCln
CAUDIT
PKI

\

AAAAAA

ntroduction
CA CA/BROWSER FORUM
Apple Root Certificate Program
Crossicerts o

LS e

1 i (T3
- e
er '\.
i
i

Oéo

Left-hand image: 4 Bridges Forum, source: Scott Rea (then: Dartmouth University) —
Images: cabforum.org, WebTrust logo: from DigiCert.com; image MS root store, https://learn.microsoft.com/en- us/securlty/trusted root/program requirements
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Federation concept is technology agnostic

oo - oo o Here showing
rust Anchor A | | Trust Anchor B | .
-------- * OpenlD Federation
[ 1 I | .
o ) * SAML federation
| || |1 .
Y V-y-————- immmm——————— o ° BrldgePKI
OP | | Intermediate | | |
P Inermedtate d (‘ReallyOld™)
[ | | Intermediate |
e B I e s e
| | | I |
-—v- -v--. v--v. — | Tee-
RP | | RS | | OP | | I :
- oot e e ey
| | RP | -
|
|
------- V------. :
| Intermediate | —
&
L &
_____ ! I L
| | | )
YT VR VA,
| OP | | RP | | AS |

OpenlD Federation signing image by Roland Hedberg; text diagram from OpenlID Federation
spec https://openid.net/specs/openid-federation-1_0.html

DS meta-data flow: https://wiki.geant.org/display/eduGAIN/Metadata+Flow+in+eduGAIN
q Maastricht University | DACS

Metadadata
Distribution
Service

Upstream Federation
Metadata

Downstream eduGAIN

Metadata

—@

Cruss -cert

@\
Crossicerts \/>

\
1
s
r - \‘
5 ™

‘éo°
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https://openid.net/specs/openid-federation-1_0.html

OpenlD Federation

OIDC endpoints + trust policy data for registration
can be federated in a meta-data feed

* makes OIDC ‘federatable’ (plain oidc is single OP)

e as for PKIX, can be technlcal or pollcy bridge

e delegated metadata
makes ‘OIDC-fed’ scale
in webscale scenarios

Infra 1 (FedOp

e.g. EGI iv’ iv
> >

ation Orgamsation Organ|sation

dynamic registration or
scripted import into client library

im g

redirect_uris

grant_types
subject type

contacts
loga_wri

paolicy_uri
tos_uri

scope
claims
token_endpoint_auth_methad FO pub kﬁ)‘

ORGPURkeY ‘/&
szw b @

9

Image: Roland Hedberg, University of Umea

OpenlID Connect Fedrration:
’ i‘i’ i‘i’ https://openid.net/specs/openid-connect-federation-1_0.html
Clients Clients Clients
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‘Orthogonal’ sources of Authority

Institutions Institutions Institutions Institutions

SLSLSLLRRRBRY

&R,

Users
(researchers, students, ..

)

eeccecccccccccccccccccccccccccccccccccaccacaanan

i

------------------------
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Multiple sources of authority: the community

e authorization assertion providers (attribute authorities) use
the identifier(s) from authentication in their membership services

Community
Attributes 2

Community
Attributes |
for example: : ommuy
. . . Attributes 3
- community membership from an experiment /é'/

- affiliation status from home organisation

may be jointly needed to access sensitive data 6 % ﬁ

Access

that is subject to medical-ethical clearance Control

Decision

e source of authority for attributes is distributed

Resource level
Authorization
Systems
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A fundamental scaling issue remained unique to research
(and to joint venture business ...)

for identity and user data
‘n xm’ agreements remain(ed)

. \.
wr AT

Institute
or University

SP
Collaborative
Resource

4
— | 4‘\ ' at site
L\
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Managing complexities of federation & identity

WebFTS prototype
‘FIM4R’ in wLCG
Romain Wartel et al.

ELIXIR reference
architecture 2016

Slide adapted from Romain Mikael Linden et al.
Wartel, GDB Sept 2014

| Cloud ] [ Intranet I I Data archive |
T <

Relying services

+

ELIXIR AAI
™ Dataset authorisation
—"| management (REMS)
Group management (PERUN)

—+ Bona fide management
4 Attribute self-management

External authentication

Research

eduGAIN IdPs | | Commeon IdPs I

(e-infrastructures) Community
communities had either invented or they were composed of many services
their own ‘proxy’ model to abstract complexity each of which had to manage federation complexity

Community images: Romain Wartel, CERN; Mikael Linden, CSC; Lukas Hammerle, SWITCH

-
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Most trust flows from the (research) community

AARC Blueprint

_b Authenticated User

= = = = g  Authorisation Information Flow
Architecture Z2I25 vt nfomaton Fiow
L
User Identitiy W Y Y Y Y
- Natoral £ lin
[/ Step up \, F 5 o -~ .
N AuN »
S
L ™G
- ~
User Access Protocol e
Attribute Translation | Authorisation |
Services | ]
27N : I
| Reputation B IR I :
N Sencel | |
B -y --------- ---y
U — — - — —— - - I . :
SN 7 I 7 Token ™\ I ¥ |
1 | Translation | : —v T ]
——————————— a h ‘S-EMci ’ | 4 nCornnthunity N Infra Proxy
SN - ‘Pl P:Ii:umn( I rM
User s’ b i i
(" inform ) 1 |7 Repository | : Commymty Gene."c — |0|
S | o D Service Service
_________________ 0 A e et (R pm iRt [ RN g i Iy | L_J
| v :
U N —
End Services T T T T * : 1 1
g I
Attribute \ - l ¢
SR o= | = ) = (o) r!l .. -EEE I Infra
| | Service
| |
RS R i

AARC Blueprint Architecture (2019) AARC-G045 https://aarc-community.org/guidelines/aarc-g045/; stacked proxies: EOSC AAl Architecture
EOSC Authentication and Authorization Infrastructure (AAl), ISBN 978-92-76-28113-9, http://doi.org/10.2777/8702
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http://doi.org/10.2777/8702

Composite AAls: proxies beyond just the research infrastructures

Proxy model harmonizes IdPs from many sources

* edulD-style identifiers
- ‘life-long learning’ identifiers
- independent student identifier (the ESI) for
mobility & Erasmus-without-papers
- eduGAIN-alignment, but also a ‘provider of last resort’

* elDAS and government elD (e.g. DiglD)
- identity assurance step-up

* ORCID provides identifier portability through linking
- provides name linking and persistent attribution
- since it persists, also very useful to allow access
independent of home organisation throughout a carreer

Composite AAl image source: Christos Kanellopoulos (GEANT), Marcus Hardt (KIT)
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But institutional identity sources may make loops ®

CBIGTF

AP|EU|TAG

TERRAT] ‘

-
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European Open Science Cloud (EOSC)

AAl Ifgderat_ion

L]
" i
L]
"
L]
"

[
L]
"
L]
"

:mun.aq-:

IIJ- EYT s el s

’

]

:

]

1

i._

H

]

'

i -

Identity assurance brings the true value:
authenticators are aplenty, and ‘MFA’

far less interesting than vetted identities.

But HEI home IdPs seem reluctant to provide it ...

user identity comes ‘with the user’ from outside,
mediated by the research community, ORCID,
or from the home member state involved

Image: EOSC AAl for the EOSC Core and Exchange Federation for the EOSC European

Node by Christos Kanellopoulos, Nicolas Liampotis, David Groep (June 2023)
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EOSC - it’s a federation yet again

Image: EOSC AAl for the
EOSC Core and Exchange Federation
for the EOSC European Node

entity

~ . ldentity |cg
- Seurces

I e_Eg]tity,Sourcgs

g

EliE

EOSC Node
Proxy
EOSC Node
Proxy
| eosc Node

Proxy

EOSC Node

Proxy

Christos Kanellopoulos, Nicolas Liampotis, David Groep (June 2023)
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Example: SURF Research Cloud Secure Supercomputing

@I, Research Cloud Dashboard  Profile  Wallet Catalog v Help

Welcome to your SURF research cloud dashboard
A Quick actions

Create new workspace

Start here to create everything you need for 3 workspace.

_,/\" CREATE NEW

-
=
7}
=
[
Wor » g
c
(] v F [°H
b -
Workspaces Q= 4+ @ w o @& O
Cad a9
Filty 29
@ Encrypted Mounting SANE Tinker Webinar Project s ©wy
= SR X <
Access &) i oy =
2
[ Myworkspaces 5
@
SANE linux data owner portal L @ SANE data server [ Deleted workspaces v
bz i | o
Collaborative organisations.
Access 5] rgar
g5 Cemosvmpon 1154 "

eduGAIN EIRconexr =

Create new storage

Start here to create everything you need for storage

SAML

Account Registry

oclee

SURF SRAM architecture, Raoul Teeuwen et al. from

https://servicedesk.surf.nl/wiki/display/IAM/Dienstbeschrijving+SURF+Research+Access+Management
SURF Research Cloud capture: from Introduction to SANE (Secure ANalysis Environment)

webinar February 2024, by Martin Brandt et al., SURF

https://www.surf.nl/themas/onderzoeksinfrastructuur/sane-veilige-omgeving-voor-analyse-van-gevoelige-data
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When many proxies from different groups come together

e proxies with each group

* inter-federate SP/IdP interfaces

* each federation can add own
policy and entity filtering

Federation

3 7-7"‘-
3
g2
:

|
I r
! ‘:
I " —
i N ’E;)sc'/;Af } /,
I
Example i |
European Open Science Cloud (EOSC) i
|
|
|
I

AAl based on federations and proxies

b

Participation l
=N
. /—3

Christos Kanellopoulos (GEANT) for the EOSC AAI Federation in “The EOSC Core”, https://eoscfuture.eu/wp-content/uploads/2022/04/EQSC-Core.pdf
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Also building blocks for your student identity, Erasmus+, and EWP

MyAID Architecture

e Provides an Authentication Proxy for

the core Erasmus+ services (Online

Learning Agreement, Dashboard,
PhD Hub and the Erasmus+ App).

e Supports authentication via
eduGAIN, elIDAS and Google

\&'MyAcademiclD

C23 - D025 ed) 132



The AARC Blueprint — a very digestible architecture ... so

Photo credit: Marcus Hardt
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Putting it
back together again

Common patterns in scalability
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Make and treat computing as the research instrument it is today
— institutionally and globally

EuroHPC

PRACE il
as well as JP’s HPCI,

US’s AccessCl, &c of course!

There are today as much
part of science

i

Institutional: N N ) .
as detectors are to physics
e.g. FSE CSLab, DSRI, National Infrastructure phy

SURF Snellius HPC and: users should move
seamlessly between tiers

Photos: Nikhef NDPF, DelftBlue/TUDelft, SURF Data Repository, Snellius, SURF @ DigitalRealty; EuroHPC images: EuroHPC, LUMI Consortium, Jules Verne consortium
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Education labs are much like ad-hoc research as well

Organisation Al endpoints for organisations using an organisation AP token v
/fapi/collaborations/vl Posta new collaboration. post_api_collaborations_vi @@
DELETE fapifcollaborations/vl/ Delete delete_api_collaborations_vi__co_ident a
{co_identifier} collaboration. ifier_
T /api/collaborations/vi/ Update callaboration put_api_collaborations_vl__co_iden i
e {co_identifier}/members membership. tifier__members

/api/collaborations/v1/

Delete .
T3 (co_identifier)/members/ collaboration oeate api_collaborations vl "co el o
e e ntifier_masbers_user_uid_

user_ui .
T /api/collaborations/v1/ Updat put_api_collaborations_vi__co_ident

{co_identifier}/units collaboration units.  ifier_units &

17| /api/collaborations_services/vl/  Comwectservios  put_api_collaborations services vie g
e connect_collaboration_service fo collaboration.  onnect_collaboration_service
i

/fapi/collaborations_services/vl/  Disconnect service put_api_collaborations_services_vi_

4 disconnect_collaboration_service fiom collaboralion. discomnect_collaboration_servica &
Photo by sunrise University on Unsplash; network diagram: FSE CSLab, Maastricht Umversnty, SRAM API: https://sram.surf.nl/apidocs/
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A global infrastructure

I LDAP - GlueCEUniquell
File Edit Navigate

Search LDAP Window Help

= - @9 - &S o
4% LDAR Browser @ | =15

Knef.nl:281

sselnikhef.nk2811/nordugrid-torque-long7, Mds-Vo-name=NIKHEF-ELPROD, Mds-Vo-name=local,o= grid - BDII top-level (Nikhef) - Apache Directory Studic

DN: GlueCEUniquelD= dissel.nikhef.nk2811/nc = = | 3¢ % |

ihef.

<
CooCoo

Mds-Vo-name=NCBI-CI5
Mds-Vo-name=NCG-INGRID-PT
Mds-Vo-name=NCP-LCG2
Mds-Vo-name=NDGF-TI

Mds-Vo-name=NIHAM
Mds-Vo-name=NIKHEF-ELPROD (49)

@ hefnl dugrid.
@ hef.nl dugrid.

(=] L
(7 GlueSiteUniquelD=NIKHEF-ELPROD
() GlueCEUniquelD=brug.nikhe..rdugrid-torque-alice7 (1)
[ GlueCEUniquelD=brug.nikhe...ordugrid-torque-atlas (1)
[ GlueCEUniquelD=brug.nikhe...dugrid-torque-gratis7 (1)
() GlueCEUniquelD=brug.nikhe..rdugrid-torque-infra7 (1)
() GlueCEUniquelD=brug.nikhe...ordugrid-torque-Ich7 (1)
[ GlueVOViewLocallD=dteam
I

>

Attribute Description
objectClass
objectClass
objeetClass
v GlueCEAccessControlBaseRule (13 values)
GlueCEAccessControlBaseRule
GlueCEAccessControlBaseRule
GlueCEAccessControlBaseRule
GlueCEACcessControlBaseRule
GlueCFAccessControlBaseRule
GlueCEAccessControlBaseRule
GlueCEACcessC

Value

GluelnformationService (aux.
GlueKey (auxiliary)
GlueSchemaVersion (auxiliar...

nl
VOichem.biggrid.nl
VO:drihm.eu
VO:dune

GlueCEACcessControlBaseRule
GlueCEAccessControlBaseRule
GlueCEAccessControlBaseRule
GlueCEAccessControlBaseRule:

VOsofar
VOsprojects.nl

v
VO:tutor

= GlueCEHostingCluster (1)
GlueCEInfol RMSType (1)

= GlueCEPolicyMax Totallobs |
GluelnformationService URL
GlueCEInfolobManager (1)
GlueCEPolicyPriority (1)
GlueCElnfol RMSVersion (1)
GlueCEStateWorstResponse
GlueCEStateWaitinglobs (1)
GlueCEStateFreelobSiots (1)
GlueCEStateRunninglobs (1
GlueCEInfoGatekeeperPort (|
GlueCEName (1)

= GlueCEImplementationNar
GlueCEPalicyMarRunningc
= GlueCEInfoGRAMVersion (1]
objectClass (9)

(=] rdugrid-torque-long GlueCEAccessControlBaseRule VO:virgo X GlueCEStateStatus (1)

[ Gluecl ikhe...11/nordugrid-torque- I GlueCEAC Vi biggrid.nl GlueCEAccessControlBaseR

[ Glueci ikhe...\/nordug q GlueCEUniquelD disseLnikhe£nl:2811/nordugr.. GlueCEPolicyAssignediobs]

o G khe../ a ie 1 GlueschemaVersionMaor (1

0 Gl khe...11/nordugrid-torque-sh GlueSchemaVersionMinor 2 GlueSchemaVersionMinor (|

[ Gluecs ihe...I/nordugrid-torque-short7 GlueCECapability CPUSCalingReferencesidd=2400 GlueCEUniquelD (1)

O 6lu kh que-sp GlueCEHostingCluster disselnikhef.nl = GlueCEStateEstimatedResp]

o G khe../ g GlueCEimplementationName ARC-CE GlueCEInfoTotalCRUs (1)

(3 Gluect k... /nordugrid-torque-ai GlueCEinfoC khef.nl:2811/jo. GlueCEInfoContactString (1

[ Gluec: k.11 q GlueCEInfoGatekeeperPort 2811 GlueCEnfoHostName (1)

7 Gh Ko que-gratis7 GlueCEInfoGRAMVersion o GlueCEPolicyMaxWallClock]

J Gl k...|fnordugrid-torq 7 GlueCEInfoHostName dissel.nikhef.nl GlueCEStateTotallobs (1)

[ Gluecs k...1l/nordugrid-torque- Ihch GlueCEInfolobManager are GlueForeignkey (1)

© Glu ..811/nordugric-torque-long GlueCEInfol AMSType torque GlueCECapabilty (1)

() GlueCEUniquelD=dissel.nik..ordugrid-torque-long7 (1) GlueCEInfol RMSVersion 4210 = GlueCePolicyMaxCPUTIme
Clec " i TatalCDIL o

‘an infrastructure with components

matched to application need’
* systems architecture: compute (HTC clusters),
networking, storage, and application structure

* in a balanced and {energy,cost}-efficient setup

BerkeleyDB Information System for EGI, from top-level BDII at Idap://bdii03.nikhef.nl:2170/0=grid; Earth visualization: https://dashb-earth.cern.ch/, Google Earth

2
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So: did we solve this inherently-cross-domain issue ... ?

Home asout -~ Tiers sTRY Even WLCG alone today comprises
over 900 000 CPU cores,

2.9 Exabyte of near-line storage,
1330 Petabye of disk storage,
12 200 users, 110 nationalities,
ll 170 institutes in over 70 countries
| which is some definition of ‘works’

Authentication and authorization ‘AAI’
infrastructures enable research every day

But building an interoperable system enabling
multi-domain distributed computing remains
a challenge ... even for a single company

n Infrastructures ...



https://wlcg-public.web.cern.ch/about
https://wlcg.web.cern.ch/using-wlcg/monitoring-visualisation/monthly-stats

Look for the common pattern ...

e |t’s all about balanced systems
- systems are like congested highways: no use solving just one bottleneck
- and the bottlenecks may be inside the system as well as in interconnects

* Horizontal scaling, and be as stateless as possible
- although persistent storage obviously has to retain some state ©
- edge scales horizontally, and scaling from 2+ is much easier than from 1- 2

* Scaling collaboration and trust federation is as complex as scaling systems
- composing services across administrative domains is ubiquitous
- but beyond a certain size, (¢(100), you will find need for some policy and review

And: you can move problems around, but it’s hard to actually solve them!
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Nik[hef ... since some things are fun, but not quite that scalable ...

2O NE

"

\

Liquid CO, cooling test bench,
; gl 24.33% overclocked
”;i ‘ Ly using CineBench R20

4!”

*Nix
'il'-

" best sustained, i.e. without LN2...
P In a Nikhef-AMD collaboration

FREQUENCY HARDWARE COOLING  HW

| Splave 54002 AMD Ryzen Threadrip| LN2 Opts

- Alex@ro AM LN2 Opts
[$ >

Hiwa 50506 Al el rea LN2 Opts

% g g 4 - »
re [ B 2 S » % - ; EE  keeph8n 5000.4 AM rea N2 Opts
y 5. Nikhef 600 AMD Ryzen Threadrip sS Opts
£ > <

T Suerink; K de Roo: https://hwbot.org/submission/453934nikhef_cinebench _benchmate _ryzen_threadripper_3970x_20022_pts




Q&A

or enjoy the remained of today ...

David Groep, david.groep@maastrichtuniversity.nl

https://www.nikhef.nl/~davidg/presentations/
@ https://orcid.org/0000-0003-1026-6606

Nik|hef
U2

 Maastricht University | Department of Advanced Computing Sciences




Distributed collaborative services
a more technical example with RCauth.eu

Credential translation in the AARC BPA QARC o AARC Blucprint Achitecture
... building RCauth.eu )

Leveraging federation and collaboration
for ubiquitous research credentials (G| Accsemoroc.

SERVICES

By Token B
ITranslation l

' Service '
SEamay
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Bridges and Token Translation Services
TCS - for users that manage to grasp the idea

ECTIGD

User’s A i "
Federation .. Identity m ,(>Q ds) Digital Certificate Enroliment
Organization Mappin
~ g p p g SURFconext - Profile Overview Name "
S LEi Ty
User’'s harticati '_’_l__
Identity authentlcgtlin Organization — My Profile | My Apps | Exit
Attributes ~ SURFoonex + Apps at. It a private key is generated a
-------------------------------- N Nikhef nikhef.nl ) _
- N . You have given permission to share profile inform:
certificate M etk AR amnlEa ServicelA
; cA request - " * CERTcentral | Digicart
rtificate————— , The following atiributes are released to this Service Pi
“-....._Secure, authenticated sessiop’_un_.---“'_" e o gt:::u“
TTmeeecraaemecceeaaaanemaret T ey S © Generate ECC
E-mailaddress davidg@nikhef.nl le) Upload SR
First name David
° . . . i . um orgites
TCS is a SAML Service Provider (today by Sectigo)
Institution user ID _ davidg@nikhef.nl etk
to eduGAIN: where eligible authenticated users obtain T
client certificates for access to many research services

A globally recognized identity for all employees & students (they are automatically eligible!).

GEANT Trusted Certificate Service - https://ca.dutchgrid.nl/tcs/,
https://cert-manager.com/customer/surfnet/idp/clientgeant, https://www.geant.org/Services/Trust_identity_and_security/Pages/TCS.aspx

-
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Seamless in-line token translation services from
‘SAMU to PKIX e

Community Science Portal \ IGTF accredited
r—— PKIX Authorit
gsiftp:/ /prometheus.desy.de: / P
—— it R Ao
A o ( — s
Infrastructure Master 1

Portal Credential

Store
\ \ Caulh {4.au The abit & Labed Rimisiweite sunl Calliabis lam Audlorali aliads 1A Savwa e hos Foai iges

User Home Org m REFEDS R&S

or Infrastructure IdP \\] Sirtfi Trust S ———
see also https://rcdemo.nikhef.nl/ \ Policy Filtering WAYF to EdUGAlN
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Unique certificated from FIM via eduPerson and REFEDS R&S

Sources of naming and uniqueness, that work today

e eduPersonPrincipalName — scoped point-in-time unique identifier, which could be,
but usually is not, privacy preserving: “davidg@nikhef.nl”, “P70081609@maastrichtuniversity.nl”

 eduPersonTargetedID — scoped transient non-reassigned identifier, like
urn:geant:nikhef.nl:nikidm:idp:sso!27c8d63ed42c84af2875e2984

e subject-id - a scoped persistent non-reassigned identifier, which should be privacy-preserving:
4417751265a6e8b228f9@nikhef.nl

Plus the (domain-name based) schacHomeOrganisation and a ‘representation of the real name’

/DC=eu/DC=rcauth/DC=rcauth-clients/O=orgdisplayname/CN=commonName +unigeness

uniqueness will added to commonName via hashing of ePPN, ePTID, subject-id, so that
an enquiry via the issuer allows unique identification of the vetted entity”
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The ‘back side’ of a typical RCauth portal data flow

@ Engish

RCauth The white-label Research and Collaboration
au 8 Authentication CA Service for Europe

store ooy | resce | e || Lo e Hehernds | Poreuga | - Ramana- | spen

Sweden Switzerland UK Australa Brazil Canada InCommon India Japan
KOrean ACCess Federation New Zealand Oman Pakistan South Africa Sri Lanka Other countries

Academisch Ziekenhuis Maastricht

Fundacon BCMaterials - Basque Center for Materials, Appiicationsand Nanostructures

D E I E ga t I D’ n American Museum of Natural History - Richard Gider Graduate School

Parsed ID Token:

stdClass Object
[typ] => JuT
[kid] => E@1796EA@36756493560981731B9B116
[alg] => RS256

)

stdClass Object

[sub] => P7@@816@9%@unimaas.nl
[idp] => http://login.maastrichtuniversity.nl/adfs/services/trust

International Fusian Matenals Iradiation Faciity DEMO Onented Neutran Source
S E W E r Maastricht School of Management

Maastricht University

Max Planck Institute for Psycholinguistics

. ICA

I
e backend

[eduPersonTargetedID] => http://login.maastrichtuniversity.nl/adfs|
[idp_display_name] => Maastricht University

[cert_subject_dn] => CN=Groep\, David (DACS) KWwWAnhI4psmiGTw 1,0=|
[name] => Groep, David (DACS)
[eduPersonPrincipalName] => P70081609@unimaas.nl
[given_name] => David

[family name] => Groep

[email] => david.groep@maastrichtuniversity.nl
[iss] => https://aai.egi.eu/mp-oa2-server

Proxy information:

subject : /DC=eu/DC=rcauth/DC=rcauth-clients/0O=maastrichtuniversity.nl/CN=Groep, David (DACS) KWwWAnhI4psmiGTw 1/CN=208760481/CN=466908503
issuer : /DC=eu/DC=rcauth/DC=rcauth-clients/0O=maastrichtuniversity.nl/CN=Groep, David (DACS) KWwWAnhI4psmiGTw 1/CN=208760481

identity : /DC=eu/DC=rcauth/DC=rcauth-clients/0O=maastrichtuniversity.nl/CN=Groep, David (DACS) KWwWAnhI4psmiGTw 1/CN=208760481

type : RFC compliant proxy

strength : 20848 bits

path ; [tmp/x509%up wiTATKFE

% Maastricht University
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With a single, yet fully compliant, ‘Heath Robinson’ CA
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A single-site locally-highly-available RCauth at Nikhef Amsterdam

Most ‘fault-prone’ components are

- Intel NUC (single power supply)

- HSM (can lock itself down, and the USB connection is prone to oxidation)

- DS front-end servers (physical hardware, albeit with redundant disks and powersupplies)

Eliminated
SPOFs first
using ‘local HA

"

Maastricht University

Master Portal
(User Agents and
Credential Stores) oIbC
trusted client OpeniD “
+ CSR AuthZ Server b’DQ
| <
§ | OpenssL
CA Issuance Server K7 RO
on-line front system . :
(Delegation Service) s :'\
R \ Inbound only
¥ . ol CA Issuance Server HFroy sevice pert
3P filter and "\ on-line front system ‘ 3 Vs
(implicit) WAYF } — (Delegation Service) = " Opersst
KCP-NG WM
SEEU;E;E;EES CA signing system

l nms'
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Since we do not like SPOFs ...

Distributed High Availability setup
across the 3 sites
design for minimal effort

readily-available techniques
L3 VPN (OpenVPN) or L2 VPC
Linux HAProxy

"

Maastricht Univ.

STFC (OXF)

el

France Switzerland

Gibraltar

pratected low-latency L2 VPC

+  hbalancing forwarding domain

+  connected both OIDC DS
frontends as well as DS/WAYF

*  inter-site database sync

(2R

T
L3 1P AS1104 .

BGP failover or IP anycast (or multiple DNS RRs)

&

A131p 755403

Vi S
A L31PAS786

" VPCme h \\/

SN, mesh K
A pat N

D

S2

Deterministic weighted L2 load balaning ebtables
across currently enabled and available instances

——

-

Hamburg  es

AMS

B Nikhef (AviS) [N

Czechia

Nap
Naples

B GRNET (ATH) [t

http(s)
D5 0IDC STFC
s ™
ICA front interface

(delegation service)

Latvia HSM pin entry

~Bydgosac

= s . s httpis) A
gsf‘;;_ai_ s [ Nikhef ° }’“% osoinc Q GRNET DS}_‘;SK_G*.
i k ICA frant interface | Filtering IS 4 A
Filtering || | \eieapgnsenieel | WAYF I iz | I Filtering
h : (delegation service)
WAYF \ WAYF
st pin ety
- - .
ssh inbound
Py A inerfoce push issued certs HSM pi entry
s ‘
deea | WML GAIN Mybroxy ICA interface
. entity MD
' ™ '
T - Openss.___|
eduGAIN s mewsi— HSM || aguGaIN
. N ~ .

entity MD & h entity MD

\
1

|® @ FIMS IdPs|
‘ 4
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A transparent multi-site setup is needed for the user

User

e connects to HA proxy at {wayf,pilot-ica-g1}.rcauth.eu
* HA proxy sends users to “closest” working service
e primarily forward to its own DS when available

| y

Straightforward proven solution is IP anycast

= 0
o
>C
5 5
o 2
a 3
> c

If a HA loses its
backend DS, can still
route to another DS
over VPC/VPN backend

wherever the user is, the service is at
« 2a07:8504:01a0::1
« or forlegacy IP users at 145.116.216.1

X X )

selected imagery: Mischa Sallé, Jens Jensen, Nicolas Liampotis
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Anvcast: when the same place exists many times

So we used

« 3 (for now: 2) sites

. one VM at each site
exposing 2a07:8504:01a0::1

*  smallest v6 subnet (/48)

. bird + a service probe

. each site’s own ASN

e some IRR DB editing

. IPv4 is similar, with a /24

and some monitoring

routing image: SIDNIabs - https://www.sidnlabs.nl/en/news-and-blogs/the-bgp-tuner-intuitive-management-applied-to-dns-anycast-infrastructure
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Getting 2a07:8504:1a0::/48 out there

Last 6 hours

AS1104

AS1103

Tier 1 ISPs

AS1239 T AS12956

AS3257 ASB453

ASB461 AS1299

v ASB762 AS174
AS2603

AS3491 ||| As3356
» AS3209

AS6830 AS2914

Last 6 hours

- | AS6453

AS3209
AS5408 AS21320 _—f‘ﬂemlsps
» ASG830
ol AS1299
»  AS12956
» AS3491
AS3257 |_—™ AS3356
AS2914
AS1104 »  AS1103 »| ASE461
ASGT62
»| AS1239

y

AS5511

route maps: bgp.tools for 2a07:8504:1a0::/48 — IPv4 for 145.116.216.0/24 is similar — imagery from November 2022

"

Maastricht University

| DACS
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And you get reasonable load balancing in Europe for

free F | 2
g : .

ATVIA.

® s
ITHUANIA
.

BELARUS -~

Y |
. ROMANIA
! .

./ BULGA

'l

i

| uj3

TURKMENIS]

IRAN ‘
RIPE Nee

ALGERIA | \ L Leaflet | Tiles © Esri — Esri, DeLorme, NAVTEQ

<20 ms: 46 | <30 ms: 59 <100ms: 113 | <200 ms: 91 | <300 ms: 26 | >300ms: 5

map: RIPE NCC RIPE Atlas - 500 probes, distributed across Europe (https://atlas.ripe.net/measurements/50949024/)

o3
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Shortest path, also when mixing with the default-free zone

[root@kwark “1# traceroute -IA 145.116. 216. 1
traceroute to 145.116.216.1 (145.116.216.1), 30 hops max, 60 byte packets
1 cmbr. connected. by. freedominter. net =
(185. 93. 175. 234) [AS206238]
2 connected. by. freedom. nl
(185. 93. 175. 240) [AS206238]
3 et-0-0-0-1002. corel. fi001. nl. freedomnet. nl

(185.93. 175. 208) [AS206238]
4 as1104. frys—ix.net (185.1.203.66) [*]
5 parkwachter. nikhef. nl

(192. 16. 186. 141) [AS1104]
6 gw-anyc-01. rcauth. eu 7 REm

(145.116.216.1) [AS786/AS5408/AS1104] E%%—

S| YY) o @ e S5 | LB
rcauth.eu HA proxy /@ = oo s3] @ ZZZZ .

Route from home to RCauth.eu, from my home Freedom Internet ISP :”'-;jh Nik|hef AS1104 @ ”“ ol
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RCauth demonstrator

RCauth is an AARC BPA token translation service that forges X.509
end-user certificates that are managed in a central portal for you
(the portal is ‘elevator.nikhef.nl’)

Qualified users are all those in eduGAIN with basic assurance
(Sirtfi version 1 + Research & Scholarship entity categories), and
everyone in a Dutch SURF ‘Annex IX institution — such as UM

Your end-entity certificate is globally IGTF trusted under the
‘Identifier Only Trust Assurance’ (IOTA) profile
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RCauth do-it-yourself demo

e Go to https://rcdemo.nikhef.nl/
e select “Basic Demo”

* Enable browser Inspector (F12) on the network tab,
(and start the SAML tracer extension if you have it)

ger T Netwerk  {} style Editor (@) Performance

e  Run the “non-VOMS demo”

*  From eduGAIN, select “Maastricht University”

-

A A R C Authentication and Authorisation for

MasterPortal demo clients

Please follow one of the two links below for demonstrations of the ClLogon
If you need to register in the VO, send a brief mail with your DN (use the B

« Basic demo: Shaws the basic OIDC flow + demo portal integration ¢

g»Erowse a dCache storage element
. GetProxy demo: Command-line access tokens in a one-liner

2. EGI Master Portal
3. RCauth online CA and its filtering WAYF
4. home IdP or IdP proxy

Steps 2. and 3. are back-channel interactions between this "VO portal’ and the Master Port

| download script | | run non-vOMS demo |l | run demo using fixed IdP | | run VOMS demo |
<?php
RCauth The white-label Research and Collaboration Endeh
Atk Authentication CA Service for Europe
eduGAIN | Research and e-Infrastructures | Austria | Belgium | Czech = Denmark | France
Germany = Greece  Ireland | Italy  Lithuania = The Netherands  Portugal = Romania  Spain
Sweden | Switzerland | UK | Australia | Brazil = Canada | InCommon | India | Japan

q Maastricht University | DACS Large-scale IT: w

Korean Access Federation ~ New Zealand ~ Pakistan ~ South Africa S

Maastricht University

Max Planck Institute for Psycholinguistics

Maastricht un

er

The RCauth WAYF s pert of the RCauth CA service. For support, please contact the help desk of your own hor

T 1= T Y 7


https://rcdemo.nikhef.nl/

Rca Uth . SAM L tO U M, bUt OI DC for y0u r™ vadiherwhitadabekReseasshondGolabenmtionds
credential management service e e )

e Approve transfer in OIDC flow & see your PKI X.509 user cert! | v cmne o conce

* Review the network interactions with
- engine.surfconext.nl
- login.maastrichtuniversity.nl
- pilot-cal.rcauth.eu
- elevator.nikhef.nl (this is the credential
management service where your
long-term private key is)

e What is the difference in the POSTs?
* Canyou see the difference in the
SAML and the OIDC flow?

% Maastricht University | DACS

RCauth.eu Online CA consent page

If you approve, please accept, otherwise, cancel.

Remember

Master Portal Information:

Name: Nikhef MasterPortal
Description:  Nikhef MasterPortal

URL: https://www.nikhef.nl/

Information that will be sent to the Master Portal:

sub : P70081509@unimaas.nl

B G P
aBMALkQAOS smbNx+PW7fOoNbf zReS TGt 7DayYqekEQ/ yvvxHBO008xX f 20w+ rmPCEA

Proxy information:

subject  : /DC=eu/DC=rcauth/DC=rcauth-clients/0=maastrichtuniversity.nl/CN=Groep, David (DACS) KWwWANhIApsmiGTw 1/CN=1435128199/CN=318189164
issuer : /DC=eu/DC=rcauth/DC=rcauth-clients/O=maastrichtuniversity.nl/CN=Groep, David (DACS) KWwWAnhI4psmiGTw 1/CN=1435128199
identity : /DC=eu/DC=rcauth/DC=rcauth-clients/O=maastrichtuniversity.nl/CN=Groep, David (DACS) KWwWWANhIApsmiGTw 1/CN=1435128199
type : RFC compliant proxy
strength : 2e48 bits
path i /tmp/x5@9up_uLK91hN
timeleft : 12:00:00
key usage : Digital Signature, Key Encipherment, Data Encipherment
Certificate:
Data:
Version: 3 (@x2)
serial Mumber: 318189164 (@x12f72e6c)
signature Algorithm: shaz25eWithRSAEncryption
Issuer: DC=eu, DC=rcauth, DC=rcauth-clients, O=maastrichtuniversity.nl, CnN=Groep, David (DACS) KwwwWAnhI4psmiGTw 1, CN=1435128199
validity
Hot Before: Nov 2 12:04:47 2024 GMT
Not After : Nov 3 00:09:47 2024 GMT
Subject: DC=eu, DC=rcauth, DC=rcauth-clients, O=maastrichtuniversity.nl, CN=Groep, David (DACS) KWwiWAnhI4psmiGTw 1, CN=1435128199, CN=]|
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RSA Crypto

Just in case ... you cannot factor ‘55’
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Establishing trust at a distance

Remote trust needs cryptography in some way

Client authentication

* pre-shared secrets, may be salted hashed on service side

* required: secure one-way hash function

* need a protected channel between identifiable end-points

Mutual authentication

* eithers need a lot of shared keys, a trusted third party (TTP), or mesh validation (WoT)
e with the TTP and multiple services comes the need for crypto

e across administrative domains, key distribution is the larger challenge

The cryptography used can be either symmetric or asymmetric, ‘public key’
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Asymmetric crypto: RSA interlude needed?
(en)

(d,n)
Alice®®

&
- Ee n(m) = me mod(n) -
Dg.n(c) = cd mod(n)
| *

n=pq

m = D(E(m)) = E(D(m)) (reversibility)
if and only if de =1 mod(#(p,q))

where #p.q) = (p-1)(9-1)
and (p-1) prime relative to e

Rivest, Shamir and Adleman, Communications of the ACM 21 (2), 120-126
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6-bit RSA (note: this might be broken quickly ...)

 Take a (small) valuee =3

* Generate a set of primes (p,q), each with a length of k/2 bits, with (p-1)
prime relative to e.
(p,q) = (11,5)

* 0(p,q) = (11-1)(5-1) = 40; n=pq=55

 find d, in this case 27 [3*%27 =81 =1 mod(40)]

* Public Key: (3,55) E. ,(m) = me mod(n)
 Private Key: (27,55) Dy n(c) = ¢ mod(n)
m = D(E(m)) = E(D(m))
ifa.o. if de =1 mod(#p,q))
where  ¢(p,q) = (p-1)(g-1)
D
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Message exchange

Encryption:

* Bob thinks of a plaintext m(<n) = 18

* Encrypt with Alice’s public key (3,55)

* =E;,55(18)=18°mod(55) = 5832 mod(55) = 2

* send message “2”

Decryption: E. n(M) = mé¢ mod(n)
e Alice gets “2” Dg n(€) = ¢4 mod(n)

* she knows private key (27,55) m = D(E(m)) = E(D(m))
E,.s5(2) = 227 mod(55) = 18 | if a.o0. if de =1 mod(4(p,q))
’ where  ¢(p,q) = (p-1)(9-1)

If you just have (3,55), it’s hard to get the 27...
but also: the maximum plaintext is limited by the modulus length
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The most used asymmetric crypto application

Asymmetric crypto underpins
the transport layer security
of all of the web today U

 ASN.1 syntax data with
X.509 (RFC5280) structure
* mostly RSA or Elliptic Curves (EC)

maastrichtuniversity.nl

< Connection security for www.maastrichtuniversity.nl

E] You are securely connected to this site. ity
-

Verified by: GEANT Vereniging

Muore information

Certificate

www.maastrichtuniversity.nl GEANT OVRSACA 4 USERTrust RSA Certification Authority

e used to negotiate a
(symmetric) bulk cipher (typically AES)

then used to protect channel to usually
unauthenticated client application (browser)

% Maastricht University | DACS
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Other ancillary materials

Following slides are provided here
merely as generic background

% Maastricht University | Department of Advanced Computing Sciences



Open Systems Interconnection model (OSI model)

Layer Function
7 Application High-level protocols (resource sharing, remote file access)
6 Presentation Translation of data between a networking service and an application
Host
layers 5 e Managing communication sessions, i.e., continuous exchange of information
=S in the form of multiple back-and-forth transmissions between two nodes
4 Tl Reliable transmission of data segments
il elelns between points on a network
3 Network Addressing, routing and traffic control

Transmission of data frames between two nodes connected by a physical
layer

Data link

0OSI X.200 layering model, ITU-T (CCITT), https://www.itu.int/rec/T-REC-X.200; image adapted from https://en.wikipedia.org/wiki/OSI_model
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https://en.wikipedia.org/wiki/Application_layer
https://en.wikipedia.org/wiki/Presentation_layer
https://en.wikipedia.org/wiki/Session_layer
https://en.wikipedia.org/wiki/Transport_layer
https://en.wikipedia.org/wiki/Network_layer
https://en.wikipedia.org/wiki/Data_link_layer
https://en.wikipedia.org/wiki/Physical_layer

OSI vs Internet Protocol Architecture model

Application Application

94N32931YdJy [02030.1d 12UJU]

__________________________________________________

Standard bodies: W3C )
OASIS

\4

Presentation Collective

uonedlddy

Resource

Session

PSR

Standard body: IETF \: Connectivity Transport
Internet

Transport

_—————

Network

__________________________________________________

Link

Data Link Standard body: IEEE

Physical
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Private (direct) peerings to distribute traffic load

LGRINGNLNOGNET

BAEKERIT01-V4 BYTEPARK1-V4 CHROMNOS1-V4 FIEEIG-V4

\\\
- . \
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MASSAR-V4

BIT1-V4 ASSTT77 | MASSAR, CH
AS844103 | BAKKER-IT-AS, NL

AB8283 | COLOCLUE-AS
HNetwerkvareniging Coloclue, AB57866 | FUSDI-AS, NL
Amsterdam, Natherlands, NL

A834927 | [FOG-GMBH, CH

AS20493 | WEDARE wd6 NET
BV,NL

AS1104 | NIKHEF Nikhef, NL

4

AS12839 | KL-BIT BIT BV, ML ABS298 |IPNG, CH

194.171.96.0/21

Image sources: NLNOG RING map https://Ig.ring.nlnog.net/
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RFC2904 authorization models: three AuthZ flows

W

/a,rms . ‘m /—7 pr |
[;72/ o) I - 7

N SN
e i — o]

‘push’ ‘pull’ ‘agent’

Authorization models: AAA Authorization Framework, RFC2904, Vollbrecht et al.
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OAuth2 & JWTs: assertions can be quite detailed

¢ echo $AT | jwt

# Payload

{
"wlcg.ver™: "1.0",
"sub": "alb98335-9649-4fb0-961d-5a49celB8d49",
"aud™: "https://wlcg.cern.ch/jwt/vl/any”,
"nbf": 1593884542,
"scope": "storage.read:/ storage.modify:/",
"iss™: "https://wlcg.cloud.cnaf.infn.it/",
"exp™: 1593008142,
"iat": 1593004542,
"jti": "da@a2f89-3cbf-42a7-9403-8b43d814551d",

"client_id": "edfactbl-f59d-44d0-9eb6-a745ac52f462"

}

OAuth2 Access Token following the WLCG AuthZ WG Profile, from: https://wlcg-authz-wg.github.io/wlcg-authz-docs/token-based-authorization/
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Example flow in the European Open Science Cloud

e board Providers Documentation & David Groep Logout

Review your information that will be shared.

EOQSC Portal will receive

o ] ®
& . s o e R “TRE Allresou... v My EOSC Marketplace
By maastricht University My projects

U F

Favourite resources

Profile

IMarketplace API
2
EFl OPEN ACCESS

3oeqpaa) apinold

CHOOSE YOUR ACADEMIC/SOCIAL ACCOUNT

m o osmian A PeduTEAMS aa Checkin

| Ask a question about this resource?

EURDPEAN DPEN My EOSC
AMMNESIA Allrese... v
“2  sriEnce cLoUD a Markatplace
| or

Profile Link Accounts

maastricht]

o AMNESIA

Academisch Ziekenhuis Maastricht

Language « SAML "Groep, David (DACS)" remove

P Ananymize your datasets Maastricht School of Management
[ Organisation: OpenAIRE

Maastricht University
100/5) Qreviens

+SSO to other services

EOSC Portal & Marketplace Amnesia service by the OpenAIRE e-infrastructure, EOSC Helpdesk: Zammad hosted by KIT https://eosc-helpdesk.eosc-portal.eu
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http://manyworldstheory.com/2013/10/03/the-9-kinds-of-physics-seminar/



http://manyworldstheory.files.wordpress.com/2013/10/typical.jpg
http://manyworldstheory.files.wordpress.com/2013/10/ideal.jpg
http://manyworldstheory.files.wordpress.com/2013/10/theorist.jpg
http://manyworldstheory.files.wordpress.com/2013/10/experimentalist.jpg
http://manyworldstheory.files.wordpress.com/2013/10/undergrad.jpg
http://manyworldstheory.files.wordpress.com/2013/10/guest.jpg
http://manyworldstheory.files.wordpress.com/2013/10/nobel.jpg
http://manyworldstheory.files.wordpress.com/2013/10/poetry.jpg
http://manyworldstheory.files.wordpress.com/2013/10/politician.jpg

Nulla folia post hoc sunt

Thanks for watching!

“En daarmee, geachte luisteraars, laat ik u over aan
de verpozing die uw babbelklant u gemeenlijk pleegt te bieden.”

<

% Maastricht University | Department of Advanced Computing Sciences



	Slide 1: Computing Infrastructures for Research & the Worldwide LHC Computing Grid
	Slide 2
	Slide 3: Exploding data? the Large Hadron Collider at CERN
	Slide 4
	Slide 5: So ‘big science’ needs some computing …
	Slide 6: Processing at scale for data intensive science
	Slide 7: Volume versus complexity
	Slide 8: Not in one place: the worldwide LHC Computing Grid
	Slide 9: Scaling computing infrastructure – a common need
	Slide 10: This is a tour of {a,one} large-scale IT landscape
	Slide 11: What you should be able to do by the end of today
	Slide 12: For a global large-scale IT system, we need to
	Slide 13: Start with …  a green field approach
	Slide 14: From field to facility
	Slide 15: You got the power!
	Slide 16: Converting electricity into … chilled air & heat
	Slide 17: Data centres: where we put large-scale IT
	Slide 18: Virtual and cloud services rely on this physical ‘stuff’ 
	Slide 19: Different types of large scale compute resources
	Slide 20: Single CPU scaling stopped around 2004
	Slide 21: Fix the thing that didn’t scale well, CPU frequency??
	Slide 22: … since you then need this around it …
	Slide 23: Step one: scale inside one system
	Slide 24: CPU design changes may fit application, or not
	Slide 25: Scaling up, more examples
	Slide 26: Accelerators – general purpose GPUs 
	Slide 27: GPU enhanced system, with 4 ‘partitionable’ GPUs (L40)
	Slide 28: Aiming to remove the data access bottleneck
	Slide 29: Hybrid SOCs and heterogeneous architectures
	Slide 30: but there is also a serious issue here …
	Slide 31: The energy bottleneck: architecture figure of merit
	Slide 32: How to get this heat out … in liquid form, maybe?
	Slide 33: And if large-scale IT does not quite fit … ahum …
	Slide 34: Scaling up – beyond one lone motherboard
	Slide 35: Several scalable computing models
	Slide 36: compute farms: ‘milking’ computer clusters
	Slide 37: Cluster computing and ‘conveniently parallel’ HTC
	Slide 38: Batch system platform
	Slide 39: Scalable submission: HTCondor
	Slide 41: Estimated Response Time (and predicting it?)
	Slide 42: Occupancy: service level differs per intended target audience
	Slide 43: Local analysis clusters ‘Tier-3 / Tier-2 computing’
	Slide 44: But … fancy an interactive (console) install?
	Slide 46: On the way to ‘Software  Defined Infrastructure’ …
	Slide 53: Scaling things ‘… as a service’
	Slide 54: Moving the management boundary
	Slide 55: Infrastructure as a Service example: DACS FSE CSLab
	Slide 56: What is a ‘service’: on Service Management Systems
	Slide 57: Service portfolios – what do you offer, and to whom
	Slide 58: A service catalog is still built on systems & networks
	Slide 59: Common interfaces to the different clouds?
	Slide 60: Standard interfaces for compute and data?
	Slide 61: DIRAC: spanning heterogeneous resource models
	Slide 62: An overlay network of containers Nobody wants a cloud per-se … what folk want is a solution …
	Slide 63: Containerised workloads: between ‘PaaS’ and ‘SaaS’
	Slide 64: On leaky abstractions and circular dependencies
	Slide 65: Putting more than one together
	Slide 66: High throughput computing is in the end about data
	Slide 67: ‘Elephant streams in a packet-switched internet’
	Slide 68: A quick look at internet routing …
	Slide 69: Many paths to Rome … i.e. to your server
	Slide 70: Where do internet packets go anyway?
	Slide 71: Announcing routes: the Border Gateway Protocol
	Slide 72: Typical data traffic to and from the processing cluster
	Slide 73: Network is more than just what it says on the tin
	Slide 74: The cat video that destroyed it all …
	Slide 75: LHCOPN – distributing raw data
	Slide 76: LHCOPN – traffic levels for data transfer (DC24)
	Slide 77: LHCone
	Slide 78: ‘ScienceDMZ’
	Slide 79: Just one random autonomous system: AS1104
	Slide 80: Exercising the network – sensor data and events
	Slide 81: Scaling data access: ‘system-aware design’ at application layer
	Slide 82: And some traffic is triggered by researchers scaling up  ‘accidentally’ from a laptop to a cluster without too much thought
	Slide 83: For example for HL-LHC, or SKA, more is needed > 2028 …
	Slide 84: Research data traffic looks like … a DDoS to others 
	Slide 85: with packets being more destructive than bandwidth …
	Slide 86: Access: Trust & Identity
	Slide 87: WLCG: when we met a global trust scaling issue
	Slide 88: Scaling issues – credentials at each site does not work
	Slide 89: Authentication – proving who are you
	Slide 90: Authorization – what you are allowed to do
	Slide 91: Authorization and access control
	Slide 92: Authorization policy subjects
	Slide 93: Scaling credentials: per service per user
	Slide 94: bilateral SSO: per service single identity source per ‘home’ organisation
	Slide 95: Enterprise (SAML) Single sign-on: browser redirect as login flow
	Slide 96: Under the hood, sends a (signed) XML document
	Slide 97: OpenID Connect and OAuth2: the ‘modern’ way
	Slide 98: PKI client certificates – user* client held credentials
	Slide 99: Different tech also an AAA push concept: X.509 and a trust PKI
	Slide 100: Identity wallets with VCs held by the user, are another
	Slide 101: Interoperable wallet federation example: life-long learning time to think less institution-centric?
	Slide 102: Can we scale better with a ‘federated’ Authentication and Authorisation Infrastructure (‘AAI’)
	Slide 103: Where are you from??
	Slide 104: Federation
	Slide 105: One simple federation you know: eduroam
	Slide 106: Your favourite federated service? 
	Slide 107: Multilateral federation and entity meta-data 
	Slide 109: Federation and discovery can be different aspects
	Slide 110: Full mesh or hub-n-spoke, with SAML meta-data
	Slide 113: AAI: different technologies, same federation idea
	Slide 114: Federation with user-centric AAI
	Slide 116: Federation: technological …  … or policy bridge
	Slide 117: Federation concept is technology agnostic
	Slide 118: OpenID Federation
	Slide 119: ‘Orthogonal’ sources of Authority
	Slide 120: Multiple sources of authority: the community
	Slide 121: A fundamental scaling issue remained unique to research  (and to joint venture business …)
	Slide 122: Managing complexities of federation & identity
	Slide 123: Most trust flows from the (research) community
	Slide 124: Composite AAIs: proxies beyond just the research infrastructures 
	Slide 125: But institutional identity sources may make loops 
	Slide 128: European Open Science Cloud (EOSC) AAI Federation
	Slide 129: EOSC – it’s a federation yet again
	Slide 130: Example: SURF Research Cloud Secure Supercomputing
	Slide 131: When many proxies from different groups come together 
	Slide 132: Also building blocks for your student identity, Erasmus+, and EWP
	Slide 133: The AARC Blueprint – a very digestible architecture … so
	Slide 134: Putting it  back together again
	Slide 135: Make and treat computing as the research instrument it is today – institutionally and globally
	Slide 136: Education labs are much like ad-hoc research as well collaboration 
	Slide 137: A global infrastructure
	Slide 138: So: did we solve this inherently-cross-domain issue … ?
	Slide 139: Look for the common pattern …
	Slide 140
	Slide 141: Q&A
	Slide 142: Distributed collaborative services a more technical example with RCauth.eu
	Slide 143: Bridges and Token Translation Services TCS - for users that manage to grasp the idea
	Slide 144: Seamless in-line token translation services from ‘SAML’ to PKIX 
	Slide 145: Unique certificated from FIM via eduPerson and REFEDS R&S
	Slide 146: The ‘back side’ of a typical RCauth portal data flow
	Slide 147: With a single, yet fully compliant, ‘Heath Robinson’ CA
	Slide 148: A single-site locally-highly-available RCauth at Nikhef Amsterdam
	Slide 149: Since we do not like SPOFs …
	Slide 150: A transparent multi-site setup is needed for the user
	Slide 151: Anycast: when the same place exists many times 
	Slide 152: Getting 2a07:8504:1a0::/48 out there
	Slide 153: And you get reasonable load balancing in Europe for free
	Slide 154: Shortest path, also when mixing with the default-free zone
	Slide 155: RCauth demonstrator
	Slide 156: RCauth do-it-yourself demo
	Slide 157: RCauth: SAML to UM, but OIDC for your  credential management service
	Slide 158: RSA Crypto
	Slide 159: Establishing trust at a distance
	Slide 160: Asymmetric crypto: RSA interlude needed?
	Slide 161: 6-bit RSA (note: this might be broken quickly …)
	Slide 162: Message exchange
	Slide 163: The most used asymmetric crypto application
	Slide 164: Other ancillary materials
	Slide 165: Open Systems Interconnection model (OSI model)
	Slide 166: OSI vs Internet Protocol Architecture model
	Slide 167: Private (direct) peerings to distribute traffic load
	Slide 168: RFC2904 authorization models: three AuthZ flows
	Slide 169: OAuth2 & JWTs: assertions can be quite detailed
	Slide 170: Example flow in the European Open Science Cloud
	Slide 171
	Slide 172: Nulla folia post hoc sunt

