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Our world, made of particles and fields
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Einstein Telescope projected in the

EMR region, image: Marco Kraan
GW150914 event: £
gw-astronomy collaborations, LIGO @
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Data at the Large Hadron Collider at CERN
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P. Higgs, Phys. Rev. Lett. 13,508 iz
16823 characters, 165kByte PDF /

Peter Higgs and Francois Englert at the 2013 Nobel
prize press conference, Stockholm. Photo: Bengt
Nyman, https://www.flickr.com/photos/97469566@N00




WLCG and Dutch National Infrastructure

11 global Tier-1 centres for CERN’s LHC

 ‘NL-T1’ part of the Dutch National Infrastructure
coordinated by SURF :

* |ocated at SURF and Nikhef

« shared across research domains:
GWIs, WIs, and other instruments

i

LHC Computing Grid YJ,‘
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Source: NDPF Statistics overview, https://www.nikhef.nl/pdp/doc/stats/ GRISview images: Jeff Templon period: March 2021 .. October 2022; cluster nodes: ‘Lotenfeest’
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> 170 institutes in
> 42 countries & economies
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COMPUTING ~ 2,000,000 CORES
ON-LINE DISKS  >400 PB :
ARCHIVAL > 600 PB Nik]hef



From a simple federation: eduroam global WiFi ...

Service-specific “WiFi” federation
trust between organisations, globally o

local organization grants access
based on your home credentials L
s

institution.home|
Radius Radius

There are now multiple such federations,
such as govroam {

eduroam: Klaas Wieringa et al., image from https://feduroam.org/how/, GEANT ; RADIUS: RC2865 https://www.rfc-editor.org/rfc/rfc2865; see also freeradius.org
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... to a global service federation for research and education

Service

Federation Provider

Identity
Provider

CONEXT ) ‘ i
IdP Dashboard Services y

Home All services

@ Connected services @ All services
Filters caa  All services [ searchservices... Q J

Showing 178 of 1218 services

Name Vendor
Service connected -
(& ELIXIR research infrastructure AAI ELIXIR CZ
[0 Yes (158)
Droco R EOSC Association AAI EOSC Association
Offered by my institution - G E0sC Portal EGI
O Yes(2)
Onewrs ERASMUS Service (acc environment) eduTEAMS Service
< EuDATB2ACCESS Forschungszentrum Jiilich GmbH
Federation source (i PN
[ SURFeonext (44) L Eurac Research CLARIN Centre CLARIN ERIC
D eduGAIN (134)
Entree (0) g . . National Infrastructures for Research and
<& Europe Login Service Technology - GRNET
eduGAIN Entity Category o Figshare and 4TU ResearchData Figshare LLP

%

Images: SURFconext IdP dashboard by SURF, showing some services tagged with REFEDS R&S; eduGAIN map: GEANT, https://technical.edugain.org/status
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When something happens to it: federated incident response

Default Fed as proxy
Fed-1

Support request situation
Fed-2

eduGAIN
CSIRT

No direct Coordinating
team - Participant
Communication

Direct Coordinating team - end
entity Communication

eduGain
Support
I

il GARR

| CERT
[ [ [ ]/
SW'TfH’M M SURFconext IDEM
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SWITCH-AA URTE [ &
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- Joint operational trust baseline for the global R&E federations [ e
« Supplemented by sectoral policy guidance

» focus on infrastructure and data integrity, confidentiality, availability

images: AARC Sirtfi vl exercise (Hannah Short), eduGAIN security TTX (Sven Gabriel, eduGAIN CSIRT); joint with GN5-1 EnCo
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“JeduGAIN | CSIRT
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Security Service Challenges: exercise finding & removing
malware and spyware In global collaboration
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Site 4 hes 3 bots.

-1 bot at Site §
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~1 bot at Site 7
Site 7 has 3 bots.

=1 bot at Site 10

Command

e —

Screenshots: Oscar Koeroo et al., Nikhef, for EGI SSC5
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Data Centres — housing and connectivity




Typical data traffic to and from our processing cluster
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Source: Nikhef cricket graphs period January 2023 — May 2024 — aggregated (research) traffic to external peers from deelqfx — https://cricket.nikhef.nl/
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Getting to CERN from the Netherlands
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See https://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/historical.html for more historic maps ; right-hand image: SURFnet2, 1990
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The Nikhef data centre — at the end of the 1980s

Gould, Sun, and DEC systems,
taking several racks each

* 500 m2 floor area

* Raised floor: +60cm

walls are ‘movable’
to accommodate expansion

Nikhef room H1.37 — terminal station on the raised data floor of the computer room (H1.40, behind the glass-panel walls)



IBR-LAN at Nikhef

222777771

International Backbone Router Local Area Network “IBR-LAN” at Nikhef, room H1.40 as seen in 1996. Right: H1.39 with nikhefh.nikhef.nl racks and early DAS-2 system

Nik|hef
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Today’s data centre at Nikhef

Nikhef ‘science’ data centre H234b
* 47 racks and ~350 kW
* hosts Nikhef, CERN, GW, and
- SURF research data
» strengthens connectivity at
NikhefHousing

‘NikhefHousing’ data centre

« from once just 2 racks in a spare space
e to now > ~400 racks

« many different connectivity parties

e connectivity only, but not hosting




Data centre installation management

« three 400kW active/free cooling
chillers installed in 2009

« data floor: grown to ~400 racks

« additional electricity generator set
added in 2009

» Aquifer Thermal Energy Storage
(ATES) system in 2010

Image: Floris Bieshaar, Nikhef



Power in ... and energy out ...

Three generators

« A-Feed 1250 kVA (pictured under load while testing)
« B-Feed 1700 kVA

* C-Feed 1250 KVA added with the current expansion

Separate redundant UPS for each

Heat re-use:
aquifer thermal energy storage
re-use heat to warm our building (pretty warm)

AND feed more heat to student housing opposite
nominal ‘PUE’ ~ 1.21

Generator image source: Floris Bieshaar. MacGillevrylaan sketch: Science Park Amsterdam



What happens Inside a data centre .

Yet ‘connectivity’ housing and
‘hosting’ are also quite different

« NikhefHousing (H140) has
connectivity parties only, and
does not host any content

* what you will be seeing on tour is
network equipment,
shipping data, but not keeping
anything

(H234b has our science data, only)

No single connectivity data centre is a single point of failure:
Internet protocols are engineered to re-route traffic



But some are faster than

Nik[hef

INOUSTRY
Subatomic Physics

CHALLENGES

Increasing data throughput with higher
1/0 and memory bandwidth

SOUmoN

Deploy AMD EPYC™ 75029 and 77020 CPUS,
and AMD Radeon nstinct™ MISO GPUs

RESTS

Faster processing and the abifty to
hamess GPU-accelerated machine
leaming to cope with rapily expanding.
experimental data volume

AMD TECHNOLOGY AT A GLANCE

AMD EPYC 7502P processors with 32 ores
AMD EPYC 7702 processors with 64 cores:
AMD Radeon Instinct Mis0 GPUs.

AMD + NIKHEF CASE STUDY

Nikhef empowers subatomic
physics research with AMD EPYC™
CPUs and Radeon Instinct™ GPUs
Deepening our understanding of the universe

with AMD EPYC CPU-powered and Radeon
Instinct GPU-accelerated servers.

AMDDU
EPYC

y
are as much about the computing power

e are at CERN: the
ATUAS, h HCb,and ALICE experiments. There

@ FUNGIBLE

are at . At the P covering
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throw at this quest, the more that can be
discovered. This ed the team to AMD EPYC™
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i bout fve s the IC it incese the
‘number of colisions detected by about
f

it G W e 1 says Ao, This s tht the

required and the solution price that afigned

with their budget.

Data-hungry science

increasing amount of data. Ifwe look at the
‘growth of storage space and compute capacity
over time. then we do not expect to even gt

Companies Double Current Performance Record, Set

experiments, but al of them require a

dose 0. factor
fora flacbudger. We nesd o dealwith that,

the New Bar at 6.55 Million Read IOPS

“About 100 scientific st
explains Aai. “These staf

aff work at Nikhef,"
ff usually work on

fprchorsbod h m
AMD EPYC processorsand GRU acekeration

‘experiments Nikhef s involved in.

the
hunger for growing am processing abilty.

Test with superfast 800 Gbit
internet between Amsterdam and
CERN successful

Nokia and SURF have successfully tested an 800 Gbit/s data connection between
Nikhef in Amsterdam and CERN in Geneva. Such a connection is needed to transmit
data from the upcoming high-luminosity LHC accelerator.

The test used existing fiber-optic connections through Belgium and France toward
Geneva in Switzerland over a total distance of 1,648 kilometers. An 800 Gbit/s
connection is about a thousand times faster than the Internet connection in an average
household

Nokia’s latest photonic technology, the sixth-generation super-coherent Photonic
Service Engine (SPE-6s), was deployed in the tests, along with 16QUM-shaped
modulation. The results of the tests will be announced in more detail next week at a
Nokia expert conference in Athens.

Data hub

Image: Minister of Economic Affairs M. Adriaansens launched the Innovation Hub with Nikhef, SURF, Nokia and NL-ix, January 2023. Composite image from https://www.surf.nl/nieuws/minister-adriaansens-lanceert-testomgeving-voor-supersnelle-netwerktechnologie
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Our science data flows are somebody else’s DDoS attack

?&i" Belastingdienst
Ly
#A Home

# Home = Menu

Zoeken

Home > Actueel > ICTeninformatievoorziening > De systemen testen dankzij een unieke samenwerking

Lees voor

Op de:

De systemen testen dankzij een unieke samenwerking

Een god

Dinsdag 14 maart 2023 | Het laatste nieuws het eerst op NU.nl Examer]

v Betastingsdienst

Home » Aanslagen > Ikheb een DDoS aanslag ontvangen - wat nu?

Ik heb een DDoS aanslag op mijn netwerk ontvangen -
wat nu?

U ontvangt een DDoS aanslag op uw netwerk, bijvoorbeeld omdat u vergeten bent werkende

tegenmaatregelen te nemen. Er staat dan een geschat aantal pakketten per seconde op uw

monitoring.|

OTUeeTOTe T

Wat g

Vragen over dit artikel?
- T

Het ‘red team’ is verantwoordelijk voor de
aanvallen, het ‘blue team’ voor de
verdediging. Een van de partijen die aan de

Forse ddos-aanvallen en nerdgrapjes tijde}\s
nachtelijke oefening overheid

avond meedoet is Nikhef #l. Tristan, IT

Door Rutger Otto
rehitect hii Mikhef oeaft aan “dat zii dit

Bandbreedte Pakketjes

12 feb 2023 om 05:02
Update: een maand geleden

=

Image sources: belastingdienst.nl, rws.nl, nu.nl, werkentegennederland.nl
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Maastricht University

Thanks, and enjoy Nikhef

AASARS

David Groep

Nik|hef .



¥ Traceroute measurement to linuxsoft.cern.ch (multihomed)

.
G ettl I l g General Information Probes Map TraceMON IF € Results
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O Braunschweig

. Frankfurt am Main

Nirnberg

RIPE NCC

2K NETWORK COORDINATION CINTRE

Data: TraceMON IPmap from RIPE NCC Atlas atlas.ripe.net measurement 9249079
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