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The AARC ‘legacy’ — the AARC community G"'ANT ::

Architecture

J WISE -communit \

I GTF’ REFED

* Blueprint BPA and the Proxy gudelines

* Application Integration
* AEGIS and a lively FIM4R

Alignment with & between range of

policy development groups dedicated to interoperation J FIM4R j AEGIS
* WISE-community
* IGTF .

= Collaboration EOSCH-GN4
* REFEDS e - L —
* FIM4R e —
* GN4 EnCo eSGE N? ] T T

e l national, domain and community groups

* EOSCH-ISM - . . . : .
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So much to do, so few people, ...

» Sirtfi & the Registry

 Communications Challenges

» Attribute Authority operations

* SCl evolution and its assessment to support trust

* Acceptable Use Policy

* Assurance profiles: adoption & suitability in high-risk cases

* Policy Development Kit evolution

Data Protection guidance for global research collaboration
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Sirtfi is there today — 561 parties (406 IdPs) joined, in 28 federations GEANT
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Sirtfi Contacts by Type - May 2018
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S |ncident Response - SIR;I‘prI

e Assure confidentiality of information exchanged
e |dentify trusted contacts
e Guarantee a response during collaboration

Organisation SP/ Other Federation Individual Organisation IT  Organisation NREN CERT
IdP Operators Security
IAM Online Europe

IAM Online Europe webinars are broug https://refeds-org/sl RTFI RE

- | ] 3espanse Trust Framework for Federated Identity (Sirtfi) aims to enable the coordination of incident response
v = | . m nisations. This assurance framework comprises a list of assertions which an organisation can attest in order
’\ 8 | N § -. impliant. Visit our Wiki to discover how your organisation can prepare itself for Federated Incident Response
W m - ®m
2 A i Group has been active since 2014 and combines expertise in operational security and incident response pol-
iamonlineEU 001 Sirtfi " " P Y ponsep
FEDS community. Work to publish and implement the Sirtfi Trust Framework is supported by the AARC
lamOnline
38 views * 4 days ago
Benefits Sirtfiv 1.0 FAQs
Networks Why should | join? What are the Benefits? View the Sirtfi Framework Need help?

=
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graphics source: AARC2 DNA3.2 Report on Incident Response in FIM; data: technical.edugain.org


https://www.youtube.com/channel/UCussxbcR_OxG1e_kRp0pjpA/featured

Promoting Sirtfi: through REFEDS and communities

G'ANT:)

Sirtfi ‘encouragement’

* the tool certainly raises attention ©

* lack-of-Sirtfi (and R&S) is non-trivial to
diagnose — other causes may interfere

Sirtfi Dashboard Metadata

The Security Incident Response Trust
Framework for Federated Identity SIRTFI

Do you rsed St Lok for your hame onganisstion below and cick 1o emal [ty
them a reques.
‘W more inkormation’ Vish the S Homepags.

Aritatie University of Thessaloriki

ASTRON

M A P

g
H
B
H
g

https://sirtfi.cern.ch/

Sirtfi+ registry

* enabling more entities to express Sirtfi
* allow sharing of implicit trust between communities?
* tool requirements (lead by Laura et al.)

Incident Response procedures for R&E Fed
* AARC-I051 white paper guidance (based on challenges)
* Good resource: SANS Incident Handlers Handbook

* Refer to SANS incident handling

notes for a check on how our proposed preparations
stack up against the SANS recommendation.

*  What should be added?
*  What should be removed?

*  What should be altered? Make comments/edits in the doc.

* handbook approach to the IR in R&E Feds
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https://sirtfi.cern.ch/

Testing incident response coordination

WISE Community:

Security Communication Challenges
Coordination WG (SCCC-WG)
~

Can we coordinate our collective R&E response?
Communication guidelines to help timely resolution? AARC
* Two ‘challenges’: March 2018 and December 2018

( INFNUser l I

One Serwce Provider discovers a compromlsed user and alerts the
Identity Provider of this user. Additional affected services are identified
and ,hould be able to see activity by the Identlty in thelr logs.

o Ry
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o I l \ CERN
‘x\ Market @‘
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eduGain il GARR
Support | -
SWITCH SURFconext IDEM
L t t Nikhef t
CERN LIGO RCAuth INFN

parties involved in response challenge

Report-outs see https://wiki.geant.org/display/AARC/Sirtfi+Communications+Challenges%2C+AARC2-TNA3.1
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SCCCIWG G"ANT< )

WISE Community:
Security Communication Challenges
Coordination WG (SCCC-WG)

Introduction and background

Maintaining trust between different infrastructures and domains depends largely on predictable
responses by all parties involved. Many frameworks —e.g. SCI and Sirtfi — and groups such as the
coordinated e-Infrastructures, the IGTF, and REFEDS, all promote mechanisms to publish security
contact information, and have either explicit or implicit expectations on their remit, responsiveness,

and level af canfidentialitv maintained However it ic a well-recaoniced fact that data that ic nnt
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Operational security focus in the BPA: beyond just the IdPs AARC  =E ANT

AARC Blueprint Architecture

——> Unauthenticated User

G
Community membership ot Store and manage ephemeral user
management directories and credentials
attribute authorities * trusted credential stores
integrity of membership e e O [ e protection at rest
identification, naming and o J
traceability L |\ E==(ED rey . e —— — - — — — — —

site and service security IGTF Guidelines on

N
| 4 community )

protection on the network N — e Trusted Credential Stores
assertion integrity i e _‘;‘T” (pre-existing)

!
I
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Attribute

]
Authories s ) = () ) = = —J
& &S

Guidelines for Secure Operation of Attribute Authorities and other issuers
of access-granting statements
(AARC-1048, in collaboration with IGTF AAOPS)
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AARC-G048: keeping users & communities protected, moving across models G’%NTQ

trusted delegation of response from communities to operators,
and from services to communities in recognizing their assertions

Structured around concept of “AA Operators”,

operating “Attribute Authorities” (technological entities),

on behalf of, one or more, Communities

3.3. Attribute Assertions

CBIGTF

AP|EU|TAG

———————————
Guidelines for Secure Operation of Attribute
Authorities and other issuers of access-
granting statements

2018-11-22

Publication Date -
David Groep:David Kefll %=

Authors.
Paetow,Maarten Kremers

Document Code AARC-G048

AARC

1. Assertions provided by an AA must be integrity-protected. They must be signed by
the identified AA, or be transmitted over an integrity-protected channel where the
server has been authenticated, and preferably both.

Push model

3.4.1.

Key Management

[ 1. Akey used to protect assertions should be dedicated to assertion protection functions. |

Where the protocol supports it, enable protection also of the messages conveyed over the
established channel.
Good examples: SAML Attribute Query should enable message signing and use TLS.

Pull model

As a good example: LDAP should enable TLS protection of the channel

Networks - Services - People www.geant.org

Push model

If the AA both signs assertions and provides functionality over protected channels, the
keys used to sign assertions shall be different from those protecting those channels.

Pull model

The key of the AA must be used solely for protecting connections to its protocol endpoint
and ensure an integrity protected and mutually authenticated channel.




AAOPS - engaging with the community AAls and AASPs

usual targets to assess feasibility of the framework
* WLCG

e Checkin

* eduTEAMS

then evolve, expand, or explain and give as guidance to all communities?

Networks - Services - People www.geant.org
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SCI — assessment, policy development, AUP, PDK

SClIv2 paper itself discussed assessment — start it!

Level 0..3 or “Justifiable exclusion”

Policy Development Kit

Community Membership Management (o ]
Policy

Community Operations Security Policy

1 Intro: »anc

This oty i
[R1) This poley
st ba ool

Policy on the Processing of Personal Data

This poliy

Comrmunity and

oo 2 Defini

Community wil

Introduction| et i

<insert name>

72N Prepared By:

<insert name>

- an

https://wiki.geant.org/display/WISE/SCI

V2-WG+documents

Y T==7
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Value X

051 - Security Person/Team

HREF!

0852 - Risk Management Process

#REF!

053 - Security Plan (architecture, policies, controls)

2.0

053.1 - Authentication

u¥l] 0S53.2 - Dynamic Response

053.3 - Access Control

053.4 - Physical and Network Security

0S3.5 - Risk Mitigation

il 053.6 - Confidentiality

0S3.7 - Integrity and Availability

053.8 - Disaster Recovery

0S3.9 - Compliance Mechanisms

054 - Security Patching

0S4.1 - Patching Process

054.2 - Patching Records and Communication

@
-

0.7

P18 056 - Intrusion Detection

PIA 057 - Regulate Access (including suspension)

@0
[N

p2:8 0S8 - Contact Information

NCO A Carmback |l
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http://wise-community.org/sci/
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Assurance: REFEDS RAF, RAF adoption, ... GEANT :)

REFEDS Assurance Framework REFEDS > REFEDS - P y———
RAF - FAQ and Supporting materials

Test SPs
To manage risks related to the access control of their services, the Relying Parties of the research and education federations need to make decisions on how much to trust the asser-
. . ® SWITCHaal's attribute test service displays the RAF values eduPersonAssurance attribute) your dP releases
tions made by the Identity Providers and their back-end Credential Service Providers. This document introduces the REFEDS Assurance Framework for assurance and its expression us-
ing common identity federation protocols. FAQ

* Q: Does RAF impose requirements on user authentication?
@ * A: No, you may consider using RAF together with authentication profiles like REFEDS MFA/SFA.
Benefits RAF v1.0 FAQs :

Why should | join? What are the Benefits? View the Assurance Framework Need help?

* We have the framework, we have a few good use cases (ClLogon Silver, BBMRI)
* How to break the deadlock for adoption?

* More guidance, both on the IdP side (how) and SP side (why should | require,request it)?

Networks - Services - People www.geant.org 12



Example: Acceptable Authentication Assurance
— enabling flexible user communities by mapping assurance elements

ID proven?
() ——ﬁi BIRCH ] = E—;ﬁ-\

j\' /7 \ D vetting gA>—

matloma{

___—;;l ommunity
’ldel/\t commumty - .W\amagewxemt
’ = ID proven?

O EH

1S
v
Q
NS

1]

j{ —>\poGwoop) > Ak /

Identity vetting can be done

* when credentialing the user

* on enrolling the user in a community

e.g. LIGO LSC always does researcher vetting, and Assurance Policy
accommodates linkage in either place — still meeting SP trust needs
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Community guidance: GDPR, privacy notices, implementation guidance

GEANT

-Q\AGC

Implementers Guide to the WISE Baseline
Acceptable Use Policy
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Data Protection Impact Assessment - an
initial guide for communities

Fubication Date 0130430

Authors: Urbs Stevanovic; David Groep:ian Netzon;Stefan Paetow \Wofgang Pempe
oo azsgrment deterea

Oocument Code: AARC-G042

© GEANT on behat of the AARC project.

The researcn
Frogramme under Grant Agreement No. 730341 (AARC2).
Abstract

(personal) data proecrion as

Genen Dam

Powders it ieverage
Eocamcal, € conidirs persona Gaa CoeCd 25 83T o 45 . FVSSTLCLRE [k ay 135 reig 0
the researcn aara se,
Sanctntis Outs Pralacia Inpact Axtesevias PO} e P conest The aunars present

executon
This document does ot ConSIRAS 03 SCE In any SDECAX ASTCTon.

Duta Protection impact Assessment - an intis gude:
for communtes (ARC-GO42)

Pupishes 20180430 1

(AARC

Preliminary Policy Recommendations for the
LS AAI (application to R&S and CoCo)

Fubication Date 20180301 (Rnai)
Authors:

e Reterence: AR5 SAA-POIC-FEComMmenations Socx
oot penang
Oocument Cade: ARCG00

© GEANT o behat of the AARC project.

research ieading o
Frogramme under Grant Agreement No. 730341 (ANRC2)
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AARC-community.org: AARC forever! G '%TQ

o ® https://aarc-community.org

AARC

About AARC +~ Architecture + Policy Development Kit

AARC: Authentication

for now just a reverse proxy for aarc-project.eu ...

Networks - Services - People

www.geant.org
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Thank you

davidg@nikhef.nl

GEANT :
Networks - Services - People
www.geant.org
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