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Meanwhile in Europe ...

@ 51 plenary proceedings AARC
Ygridpma ‘consolidate & diversify’
TCS Elliptic Curves BPA Policy Guidelines
ongoing SCI work items — Assurance Profiles
AUP and Policy riskd®sed
Development Kit wait for the ISGC presentation! en
SCCC JWG — ensuring Secure Operations

communications channels for AAs & proxies

3 EUROPEAN OPEN
== SCIENCE CLOUD

European Open Science Cloud —
AAIl for heterogeneous
connected services

EOSC Trust & Security
a risk-based approach
with a stong core
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IGTF EMEA area membership evolution @, pma

* Europe: GEANT TCS and CZ, DE, DK(+FI+IS+NO+SE), FR, GR, HR, HU, NL,
PL, PT, RO, SI, SK; AM, GE, MD, ME, MK, RS RU TR, UA UK

* Middle East: AE, IR, PK - -
* Africa: DZ, KE, MA = g L

 CERN, RCauth.eu,
DigitalTrust (AE)

Emphasis on collaboration
across the whole T&I space |

P
ARBS
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Membership and other changes @, zpma

* |dentity providers: both reduction and growth

— RCauth.eu distributed operations (GRNET, STFC, Nikhef)
using a shared key (and some smart border-guard-proof distribution mechanisms)

— TCS Gen 4 now operational — although with some rough edges
— INFN discontinued (with unavailable CRL)

| [ Specitic Policies and Practice
TR-Grid CA (Turkey) [Feyza Eryol CA TRGrid (accredited classic). CERT CRL 2005-08-29 [2016-01-20 2016-01-20

| tAuthonty member) concerns: ca@agrid.org.tr (0.2yr)
(TACAR OK) A2 31 9E C8 90 AF DO GO FA44A 6931 F2 EG D2 DEIVEC 10:F0
Generic CP and CPS statements

Licia Florio CP and CPS are not relevant 2004-04-01 |2015-09-09
(277707CC) About TERENA: hitp://www.terena.org/

e Self-audit review

— Cosmin Nistor as review coordinator

2000-12-04 2016-01-20 2014-01-14
(2.2yr)

— Self-audits are slacking a bit — fewer CAs ... minel
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(TCS) EVOLUTION — AND ECC CERTS

IGTF and EUGridPMA development - APGridPMA March 2021 meeting 24 March 2021



15 years of TCS and going strong ...

driven by public web trust, with the eScience use cases very much in mind

« NREN (GEANT constituency) relies on public trust, OV, today still EV, but also eIDAS

« In a way that scales to 45 countries and ~100k active certificates today, increasing steadily
« and also ~10k organisations, most of which cannot deal with certificates ... nor with change
* now going to its 4th iteration: GlobalSign, Comodo, DigiCert, ... and now Sectigo again

15t CfP SCS G1 2nd CFP and start
(GlobalSign) of TCS eScience TCS G4 CfP
with Comodo

TF-EMC2 & S
concept

G4 Operational

TCS G3 with DigiCert
and eduGAIN

IGTF and EUGridPMA development - APGridPMA March 2021 meeting
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ECTIGO

dcp Digital Certificate Enrollment

Newly developed by Murray @ Sectigo

You have been authorized to enroll for a digital certificate. Please validate that your name and email

addresses are correct.

Picks profile and name form directly
Email davidg@nikhef.nl from prOdUCt type

Organization Nikhef

Please select the correct certificate profile and desired private key formal. If a private key is generated a

password is required to protect the download | N CI u d es e P P N as un | q ue I D

Certificale Profile

(O GEANT Personal Certificate
(® GEANT IGTF-MICS Personal IGTF MICS Robot Personal Certificaie” - provides secure client

O GEANT IGTF-MICS-Robot Personal authentication for software agents and processes running under your S u p p O rt . P 1 2 g e n e rati O n an d C S R . e

control, and authenticate these to e-infrastruciure services.

Private Key

OGeneralcRSA
(®) Generate ECC amm and EEnm ECC!

(O Upload CSR - No file chosen

IGTF and EUGridPMA development - APGridPMA March 2021 meeting




A new thing: ECC IGTF certs

« Although ECC certs were available in TCSG3 as well, it was
‘a well-hidden option’ and never advertised
and through the IGTF we never distributed the ECC variants of TCS G3

* New self-service portal for TCS G4 personal — since it generates key
pairs on the CA side — now makes ECC certificates very prominent, and
a first-class citizen of the ecosystem

e TCS G4 ECC intermediates, and the USERTrust ECC CA root, as
‘experimental’ CAs in the IGTF 1.106 release

IGTF and EUGridPMA development - APGridPMA March 2021 meeting \ iElI‘I ef



ECC certs In the main RP contexts

« Introduction of ECC anchors in 1.106 did not result in any issues

« at least voms-proxy-init in emi-ui >=3.7 does not explode, which is good™
(but the same In versions <=3.3 is known to get confused by them)

« Installing as extra trust anchors should be harmless, until a user trigger
one

IGTF and EUGridPMA development - APGridPMA March 2021 meeting



Validation remains challenging

Issue brought to new heights during enforced mass revocation in July 2020

Ryan Sleevi
Comment 6 * 2 months ago

The goal of the Web PKI is to ensure an agile ecosystem. The best

that it does not matter whether or not there is the security breach

_ _ _ https://bugzillq.mozilla.org/show_bug.cgi?id:16509.lO .
and since people like Ryan continue to exert influence over end-relying parties ...

(it would be nice if the goal of WebPKI were to have a secure ecosystem,
instead of thinking agility is a goal in and of itself ...)

and more useless agility is coming — in browser trust sphere, expect ~3mo validity!
— so there you need prepare for ACME if you (also) need web trust

IGTF and EUGridPMA development - APGridPMA March 2021 meeting Nik|[hef




Baseline Acceptable Use Policy
Policy Development Kit
From IGTF RAT CC to ‘Security Communications Challenge Coordination’ - SCCC

WISE SCI INTERWORKING AND POLICY

https://www.eugridpma.org/meetings/2021-02/

IGTF and EUGridPMA development - APGridPMA March 2021 meeting 24 March 2021
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. WISE

SCI - WISE AUP & PDK ~ WISE

.

The WISE Baseline Acceptable Use Policy and

Conditions of Use
Version 1, 25 Feb 2019

AUP officially published, adopted by many  David Kelsey et al.
* relying parties can in the scheme can o e o e s

Other Sources / Atribution [ Acknowledgements: "EGI Accepiable Use Policy and Conditions of Use”, used under
CC BY-MNC-54 4.0.The research leading to these results has received funding from the European Community's
Policy Area New Template Lead Participants o
A0 . 11" {coloured blue) indicate fext
L] qwnity, agency or infrastructure
I I y, u I y Top Level Infrastructure Policy IRIS (UK), EOSC-hub sred green) indicate text which is

Horizon 2020 Programme under Grant Agreement Mo, 730841 (AARCZ).
Yer text showld not be changed.

Data Protection Privacy Statement WLCG, IRIS

Data Protection Policy on the EGI, WLCG .
Processing of Personal 1ditions of Use
Data

defines the rules and conditions
processing, and storage of data)

: : Membership Community Policy IRIS, EOSC, GN4-3,
olicy Development Ki o'ty ey, o

oals and policies governing the
Membership Acceptable GN4-3, IGTF ¢ po g q
Authentication
Assurance

{ ) - it Y
 broad work on new ‘top leve th UK IRIS it
W W V W I Operational Security Incident Response eduGAIN, Sirtfi, GN4-3, lles or conditions, or references

EOSC & many opsec must not conflict with the clauses
groups hanged.=

L] L]

e self-assessment review guidance & cpeslonlsesuty | Seeepertors | EOSCNBIRS ity e pupcos and miton
... ____erusersincluding by not causing
harm to the Services; you have an obligation to collaborate in the resolution of issues arising

Implementer’s Guide

from your use of the Services.

wise-community.org/wise-baseline-aup/
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Communications Challenges — who picks up the call?

File Edit View Go Message Enigmail Tools Help

'-I-' Get Messages v _LI‘ Write

CJ Chat

Enigmail Good signature from Trusted Introduc

ti@trusted-introducer.org ¥¥
Tl Reaction Test [TI-X1 #107402165633
security@nikhef.nl

Dear TI Colleagues,

please take a short moment
by clicking on the URL bel
please contact someone tha
representative(s).

The time of your teams rea|
member associated with the
teams reaction will be rec

Please visit the following
https://up.trusted-introdu

Best regards,
the Trusted Introducer

,(2. Address Book

File Edit View

G..E'.H C  https://aarc-community.org

KL 1 bot ot e 20
. - '
- A .
 *1betasme i ) v
_ 4 *ibetasme ) '
20 hem 7 hetn ','

D Tag v
i [EGI #16469] Site Security Contact Communication Challe

Go Message Enigmail Tools
QChat

via RT <csirt@rt.egi.eu>

[EGI #16469] Site Security Contact Communicatios

Help

T ——v a3
*1 bt ot B 33

'-I-' Get Messages v & Write .&Address B

security@nikhef.nl

Dear security contact for ** NIKHEF-ELPROD **,

Why you have received this message

To verify the security contact data set in

What action is required
Confirm that this contact is still correct by

https://csirt-challenge.egi.eu/28285-fe775a375

Mo further action is required except for the above.
=== Additional information ===

The EGI Security Incident Response Procedure requires sites to respond
to requests from EGI CSIRT within 4 hours during an incident. For this
reason it is essential that the contact information in GOC-DB is kept
up to date and remains wvalid. Challenge emails such as this are used
occasionally to test this validity.

3
: fResponse Trust Framewaork

otBrity-Service Challenge Coordinat;o_ﬂ

=
: : ;::“:;;;. _ INFN User
Timeline
One Service Provider discovers a compromised user and alerts the
Day |Time Identity Provider of this user. Additional affected services are identified
(CEST)| and jhould be able to see activity by the Identity in their logs.
Mon 11:00 63 LIGO Wiki & E
INFN IdpP A VVIRI % eom—
day CERN
22nd I Market fT'\"l\_]
. LT
1500 | Zenodo| POt v
1544 | ORCID | SV [aI .Y e _
o I | Incommon EESURFconext
° L HEE o
e U
Nikhef
1556 | ORCID | CERN pro RCAuth s
1

More information and links to the procedure are available here -
https://wiki.egi.eu/wiki/EGI CSIRT:Incident reporting

[ o I
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Challenge elements — what is valued or expected might differ ... A{B_\RC

A single test and challenge can answer one or more of these questions

el

ability to J couﬁ'demtia(itg]
take action [ ' "

e ——,

timeliness }

[7 investigative capability

———

e

* when data available: infrastructure can set its own level of expectancy and gives deep trust
* assessment supported with community controls (suspension) gives a baseline compliance

Communications challenges build ‘confidence’ and trust — an important social aspect!

* different tests bring complementary results: responsiveness vs. ability act , or do forensics

* unless you run the test yourself, you may not be growing more trust in the entities tested

* for a ‘warm and fuzzy feeling of trust’, share results: but this is sociologically still challenging ...

(ﬁ.ﬁ. RC  https://aarc-community.org



Continued engagement and coordination: WISE SCCC JOINT WG

AARC

WISE Community:

Security Communication Challenges
Coordination WG (SCCC-WG)

Introduction and background

Maintaining trust between different infrastructures and domains depends largely on predictable
responses by all parties involved. Many frameworks —e.g. SCI and Sirtfi — and groups such as the
coordinated e-Infrastructures, the IGTF, and REFEDS, all promote mechanisms to publish security

contact information, and have either explicit or implicit expectations on their remit, responsiveness,

and level nf canfidentialitv maintained However it ic 2 well_ recnoniced fact that data that ic nat

WISE
51G-ISM
REFEDS
IGTF

{aane mosowecommnyr https://wiki.geant.org/display/WISE/SCCC-JWG



Subsidiary aim: make security contacts less ‘scary’ AARC

The most basic response is to (sorry!) click on a harmless link: making it a challenge to respond
‘as fast as possible’ — a bit like a competition

Ask also a very simple ‘question’ to raise awareness,

‘for security contacts, do you want to be (proactively) informed if we have
security information relevant to your organisation?’

esp. if the contact is the technical rep, i.e. there is no Sirtfi contact

‘vou got this message because there is no designated security contact for your
organisation. Would you want to receive security information, or who (if not you)
should be your security contact?

Are you aware of Sirtfi?’

And we can add some ads for Sirtfi, although having any kind of contact is better than none ...

16
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Would you like to be contacted? AA RC

1. Do you have a security contact listed for your organisation?
Is your CERT contact public?

! " @

SIRTFI

Security incicent Response Trust

2. Do you run (or control) an IdP, and do you support Sirtfi? e oy

3. What kind of communications would you like to receive there?

* information about incidents in connected services,
where your users are actively involved?

* information about incidents that are currently affecting institutions like yours
and are spreading and attacking you soon?

* information that people with an email address from your domain
are using non-federated services?

 communications challenges, to see whether you’re awake?
* surveys and questionnaires? ©

17
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WISE SCCC-WG - participate!

WISE Community:

Secu rlty Commn oastbosrd /... 7 scccwe
Coordination | Communications Challange planning

Introduction and backegr:

Maintaining trust between differeq

responses by all parties involved. N gody Last challenge  Campaign name  Next challenge  Campaign
coordinated e-Infrastructures, the

contact information, and have eith IGTF November 2015 October 2019 IGTF-RATC
and level of confidentiality maintai

verified becomes stale: security co EG| March 2019 SSC 19.03 (8)

infrastructure may later bounce, o Trusted Introducer  August 2019 Tl Reaction Test January 2018 Tl Reaction

One of the ways to ensure contact
compare their performance agains

Campaign information

Il ‘£ Al - Il 1 s ' N

IGTF-RATCC4-2019

Campaign

Period

Initiator contact
Target community
Target type

Target community size

Challenge format and depth

Current phase

Summary or report

IGTF-RATCC4-2019

October 2019

Interoperable Global Trust Federation IGTF (rat@:gtf.net)

IGTF Accredited Identity Providers

own constituency of accredited authorities

~90 entities, ~60 organisations, ~50 countries/economic areas

email to registered public contacts
expecting human response (by email reply) within policy timeframe

Completed, summary available

Preliminary result: 82% prompt (1 working day) response, follow-up ongeing

Campaigns can target different constituencies and may overlap, The description of the constituency given here should be sufficient for a K
detailed description or a list of addresses (which would be a privacy concern since this page is public),

ax L L 4w -y

Challenges can also probe to differe

"

WISE, SIGISM, REFEDS, Tl joint working group
see wise-community.org wiki and join!

https://wiki.geant.org/display/WISE/SCCC-JWG

(('!‘fq“c s Rarecommuni.ere co-chairs: Hannah Short (CERN) and David Groep (Nikhef)
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voPersonAffiliation — can you heuristically create one?

AARC: ABOUT PROXIES AND THE BPA

IGTF and EUGridPMA development - APGridPMA March 2021 meeting

24 March 2021
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Federated Access

Login to services often

via a service proxy
TERENA proxy was one of the

first, but it’'s a common pattern ..

“‘Where are you from”

discovery screen
showing entities from
the eduGAIN global
Interfederation

%)
»
eduGAIN

Login as member of:

. @ Nederlands~
3 voor subatomaire fysica

catie bij IGTF Certificate Proxy |[nloggen bij IGTF Certificate Proxy|

“LGo

UGo

GitLab

Sign

Username or email

Password

Homne »

[] Remember me

Sign in

Sign in with

Federated login

[l Remember me

Or, sign in with lfosim

https://logbooks.ifosim.org/

Vincamw

Forgot your passw Welcome

https://gitlab.nikhef.nl/ —

N i k h e f AM AT AU BE BR BY CA CH CL CN (0(0]

FI FR GE GL GR HR HU 1E IL IN IR

Nikhet \ MD MK MO MY MX NC NL NO oM PF
. IS ZA experimental NZ KG RO MT AL
= Sa Nany
HK FO
IOgbOOkS T jewijs zoeken
=4
BBMRI-ERIC
DARIAH

ationale des Chartes

Supérieure d'Arts et Métiers

- Istituto Agrario di San Michele all'Adige

EGI Foundation
Frantisek Krizik Grammar School and Primary School, s.r.o.

Hubrecht Institute & Westerdijk Fungal Biodiversity Institute (KNAW)

Institut Mines Telecom Business School & Telecom SudParis (new debug)
Mykolas Romeris University
Nuclear Research and consultancy Group
Observatoire de la Céte d'Azur
oldr3 Institut Mines Telecom Business School & Telecom SudParis https//wayfnlkhefnll
Pilsen City Library

Building Scalable e-Infrastructures for Research




Managing complexities of distributed identity sources

WebFTS prototype
‘FIM4AR’ in wLCG
i Romain Wartel et al.

O Architecture

ELIXIR reference
architecture

Mikael Linden et al.
Relying services

Slide agapted fram Roma
Wartel, GOB Sept 2014

leoa Jlwe - Y- [ |

lCloud l [Intnnﬂ ][Dln archive ]
= -

ELIXIR AA)

Credacitial 4 Dataset authorisation
1

translation , *| management (REMS)

.
ELIXIR '{C"WP management (PERUN) ]
l ELIXIR Proxy \dP ]‘ Directory { Bona fide management ]
-

'{ Attribute self-management l

External authentication

” Comman IdPs ] (e-infrastructures)

I eduGAIN WdPs

communities had either invented
their own ‘proxy’ model to abstract complexity

Building Scalable e-Infrastructures for Research

®
P =

: Y
2 ~ e-infrastructure
-----
] \
’ -
/

~
e -
----------‘

or they were composed of many services
each of which had to manage federation complexity




( AARC AARC Blueprint Architecture — 7 [
X User é e b m—mFoy

USER IDENTITY

e e
. Step up

| Aunn |
)

==\ gl

User inform
=gl

S
A
COMMUNITY ACCESS PROTOCOL Authenticated

User

ATTRIBUTE TRANSLATION AUTHORISATION
SERVICES

Discovery

g | Service

Reputation ,
Service

| —

e Community i
Authorisation
Policy
Repository

|
]

’ 4

™ “Token |
'Trans;la:mn
Service

User
inform

J

|
|
|
|
|
|
|
|
|

Altnbute
Authonties




All about the AARC BPA

Not sure how to begin with the AARC Blueprint Architecture? There are plenty of guidelnes Uurmmlgwn (e sw' s

available but it can be a minefield at first. Here you can find common questions matched to the relevant Bluepnnt m¢:;') AARC-GOOR i

Architecture component, along with links to guidelines that can help. . How should users link accounts, and how does that
affect Assuranca? AAHC- 0000

Getting Started: . How should services indicate that they would ke

o How should | design my infrastructure? What is the AARC Blueprint Architecture? AX

° How should | approach performing a Data Protection Impact Assessment? AARC-G042

° How should my infrastructure support Federated Security Incident Response? AARC-

Access Protocol Translation:
. Which best practices should | follow for my Token
Translation Services? AARC-GU0A
. How should | transiate from ‘denmy Federaﬂon
information to X509 cedtificates? AARC GO0

. How can | ensure that my proxy is able to
“accurately claim that it supports best practices in

AARC.GNS
. How should | express assurance information for
users when interacting with anather proxy?
AARCGIR1

Commuully Attribute Services:

How should attributes from multiple sources be
aggregated? AAGC G000

- Howuwuldlexmslhehmmimﬂuledauser?
AARC-GURE

. Whatmmbestpracmslornmnmg my
Altribute Authorities securely? AARC D040

. WhlchAcooptathsePollcyshouldlusob
facilitate interoperability? AARC 1044

(.\Aq" i AARC Blueprint Architecture

-t i
= =)=
&= ; | '
End Services:

o My service needs 10 act on behsif of the user - how
Mlmmmdebgaﬁonm
imparsonation? AARC G005

- Mymmno{wtbbased.howcanlusemugs

from the proxy? AARC-GO0T
. How should Services hint which KdP they would like
users fo use? AARC -G48

. Which Security practices should | follow? AARC-G014

e users o authenticate with multifactor

authentication, and how should my proxy forward
that information? AARC GO0

Assurance:
. How should assurance Wumwon of external
Identities be calculated? A AH -
. Whatcanlsayd:outasmoﬂmm
social media accounts? AARC G041
. How is assurance impacted by account linking?
AARC G009

. How should assurance lrlormaﬂon be shared with
other infrastructures? ~ AR L0
. Which Assurance Proﬂles shouid l use, there are

S0 many! AARC 08
Authorisation:
- How should | Qe .Lﬂr jon ink Hon

. How should group and role -nlormnuon be
exprassed to facilitate interoperability?

AARC-GO02
. How should resowoa capabllities be expressed?

AARCGOZ

What next? Are you looking for a kick start with
your policies? Take a look at the Policy
Development Toolkit which provides a set of
templates.

Certain guidelines are being adopted by the
AEGIS community to support interoperability
between infrastructures - consider prioritising
bes| practices.

these

IGTF and EUGridPMA development - APGridPMA March 2021 meeting




BPA Guidance

* Hannah Short made a great structured guide
to the AARC Blueprint Architecture

https://aarc-community.org/architecture/
e identifies relevant standards for each area
* links to the Policy Development Toolkit PDK

available from both FIM4R and AARC

AARC https://aarc-community.org

AARC Blueprint Architecture

The AARC Blueprint Archilecture (BPA] is & seL of softsvare building blocks that can be
used 1o implement federated access management solutions lor intérmational
resesrch collaborations. The Blueprint Architecture lets software architects and
technical decsion makers mix and mateh Lried and tested components 10 buiid

customesed solutions fed their requirements.

The final version consists of flive component layers grouped by Tunclional rofes:

User Identity. <ervices which provide electronic identities that can be vsed by
WLeTS participating i international research collaborations.

Community Attribute Services: components related Lo managing and providing

information [attribules) about users, Such a8 communily group memberships
and roles, an top of the information that might be provided directly by the
wientity providers from the User Identity Layer.

Access Protocol Translation: defines an administrative, policy and techmcal
boundary between the internal/eaternal services and resources.
Authorisation: conains elements Lo control the many ways usSers can access
services and resources

End-services: where (he external Seraces mieract with the olher elements of the

AAL

Not sure how to begin with the AARC Blueprint Architecture? There are plenty of

guidelines available but it can be & minefield at first. You probably want to star by

designing the high level approach of your nfrasizuciure based on the AARC Biuepring

Architecture, There are several general topics you should consider, such s Dats
Protection (AARC 2) and Federated Security Incident Respanse (AARC IDST), Here
you can find comman questions maiched Lo the relevant Blueprnnt Architeciure

compaonent, along with finks to guidelines thal can help.

Community Attribute Services:

How should attributes from multighe sources be aggregated? AARC 1

How should 1 gxpress the home mstitute of & user? AARC G025

What are the hest practices for running my Attribute Authorites securely?

AARC-GOSE

Which Acceptable Use Policy should 1 use 1o facilitate interoperabnlity? AARC
Q42

Authorisation:

How should | manage authorisation infermatian from multple sources?
AARC.GOOE

How should group and role information be expressed Lo [aclitate
mleroperability? ANRC.GOD2

How should rescurce tapabilities be expressed? AMRC-GO2T

End Services:

My service needs 1o acl on behall of the user - how should | handle credential
delegation and impersonation? AARC GO0S

My services are not web based how can | use identities from the proxy?
AARC-GOGT

How should Services hint which (dP they would ke users (o use? MRC-GO4S
Which Security pracuices should | follow? AARC-GO14

{Mgc ” AARC Blueprint Architecture —— 7
-~ SR St e,
S 00006060
> O
=)

User Identity:
How should 1integrate Social Meda identity Providers? AARC. GODE
How should usars link accounts, and how does thal affect Assurance? AART
Goog
How should services indicste that they would ke users (o authenticale with
mutifactar authentication, and how shoulkd my peoxy forward that
miormation? AAR

Assurance:

How should assurance information of external dentities be calculated? AARC
GO

What can | say aboul assurance of identities from social media accounts?
AARC-GOZY

How & assurance impagted by sccount inking? AARC-GIGY

How should assurance information be shared with other infrastrottures?
ARC.GO2%

Which Assurance Profiles should | use, there are 0 manyl AARC 1050

Access Protocol Transiation:

Which best practices shauld | follow Tor ry Token Translation Services? AARC

How should | translate fram ldentity Federation infermation Lo X.509
cerlificates? A G010

Proxies:

How can | ensure that my proxy is able to accurataly claim that it Supports
best practices in ientity Federation? A\RC Go1E
anathee proxy] AAICGE2] gkl 1
* How can my proxy sinplly the discovery process foe end-users? AARC G061

What next? Are you leoking for 2 Kick stan with your policies? Take a look at the
Policy Developrment Toolka which provides & set of tamplates,




Example guideline G056: can you see ‘through’ the proxy to the home org? AARC

Is the service dealing with a (university) researcher, a student, ...? QARC
Can the proxy infer some of this for the benefit of the SP?

2. When to construct origin affiliation
Inferring and constructing origin-affiliation

A proxy SHOULD NOT assert vPEA unless the service provider requests this attribute. If no information across infrastructures
origin ePSA attribute is provided, and no vPEA is requested by the service provider, then a
proxy MUST NOT construct a gratuitous vPEA.

If a service provider requests VPEA, but no ePSA is provided by the origin, a proxy SHOULD

infer or construct a vPEA, and if it does, MUST do so only in accordance with this Guideline. B N A i
* get the scope right (e.g. using trusted meta-data or DCV) SRS, i
. oo . oo .
* harmonise affiliation and ‘scoped’ affiliations g —

Conveying SMiation information fom ongin providers 3cross Nfrastruciures proxkes 25 defned in G025 is only
possidie i the ongin dentily provider refeases such Iformation. In case no eduPersonScopedATIiation is

* allow both automated and verified enrolment by the proxy R P,
should enable SPs to use and interpret voPersonExternalAffiliation et

Published 2021-01-12

(ﬁ..&ﬁ[ https://aarc-community.org 25



Since even ‘Identity assurance’ components are already complex
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Revising the Guidelines for Running a
Secure Membership Management Service and Proxy

ATTRIBUTE AUTHORITY OPERATIONS “REV 2”

IGTF and EUGridPMA development - APGridPMA March 2021 meeting 24 March 2021
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Policy guidance for proxy AAl components

"\

MFA Authentication/identity sources
RFC6238/4226 Sirtfi
FIPS140 (eduGAIN) baselining

IGTF AP Profiles
NIST SP800-63

NISTSP800-53

National federations
(eduGAIN)

L SEE eduGAIN sec. team workflow J
=
COMMUNITY ACCESS PROTOCOL G| 2090 - ——-"
x ATTRIBUTE TRANSLATION AUTHORISATIONI
Ephemeral credentials e | |
* trusted credential stores R e | i
. T [ = s e . . - | Policy l
e protection at rest | R |
S m— T - R
. et | Imansaion! p Service provider operations
| i Seice ) ISR
R e E e S e L BT 1SO27k
1 | [ . .
oo semces, 1 Sirtfi
Aurbuse ‘____*' ‘ ‘ ‘ i ‘ i | Infrastructure response plans

J

_________
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Operational security in the BPA: beyond IdPs and SPs

AARC Blueprint s g
Architecture L e o
User Identitiy v Y 3 Y Y hY
——— Natimjal

<3 00060060
Membership management \I/ N
( onsent )
attribute authorities . ‘ —

| Access Protocol Amhf;;gcrmd Fr—————— 9

Authorisation |

+ credential proxying eaziation

eputatio
Service

. . . N o —
* integrity of membership ey ,—-+‘ ......... -
GRS - - - - —-- -~ | :
* identification and naming S B !
¢ asserthn integrity l, ___________ :U:S[er: ,___L(\)Authséiis‘:a;ion(\

AA: OTHER 1 Inform | “\ Repository |

|
* traceability and Ioggmgf—___ - I R G Co TN
:EndServices : :
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|
|
|

Guidelines for Secure Operation of Attribute Authorities [ /... ‘. J
and other issuers of access-granting statements

(AARC-1048, in collaboration with IGTF AAOPS)

I
7

|
|
|
|
|
|
|
|
|
v |
Community |
|
|
|
|
|
|
|
|
|
|
|
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AARC-G048: protecting the proxies users and services

Guidelines for Secure Operation of Attribute

trusted delegation of response from communities to operators, Authorities and other issuers of access-
and from services to communities in recognizing their assertions |29 semens

Structured around concept of “AA Operators”,
operating “Attribute Authorities” (technological entities), i - —
on behalf of, one or more, Communities i cacs S T

Many recommendations already implemented ‘implicitly’ in proper centres —
 common software implements it: e.g. signing SAML assertions and JWTs

* agood data centre already has network monitoring and central logging in place

* since the proxy signed up to Sirtfi (didn’t you?) — so you collaborate in incident response
or best practice, and knowledge worth sharing

* like assigning a unique and lasting names, putting in transparency and sharing controls

e privacy notices and personal data protection are already mandatory

ﬂ“gp - 24 March 2021 IGTF and EUGridPMA development - APGridPMA March 2021 meeting
https://www.igtf.net/guidelines/aaops/ https://aarc-community. org/guldellnes/aarc goas/



Balancing generalisation and actionable guidance

2. In addition to Fhe-AA-shewtd-meeting its own regulatory obligations, the AA must
2 P(Oc‘es respect data protection requirements of the Infrastrueture-and-Community. It is

recommended His-may-mean-that AAs require client-side authentication, in
addition to the encryption of the messages and the communication channel. The

Through its personnel or by contractual measures, the-AA operator should ensure
approprlate controls are in place over the securlty context M-@pefa-tarshou'rd-

. The AA must be located in a physwally secure enwronment where access is
controlled and limited to specific trained personnel.

aa- data than requested by the RP.

registration-model, the protection put in place to prevent
data from the OpenlD Connect Provider (OP) is the

ge at the interstitial-user authentication point and asking
)m the user. This constitutes an implementation of ‘client

Implementers of AAs SHOULD use placement policies to ensure physical and/or virtual
separation of sensitive and non-sensitive services, containers, or VMs to reduce the risk of
cross-compromise. In all cases, the environment itself must be protected according to
current best practice, and a risk assessment of the environment should be performed| e.g.
based on the WISE SCI and Sirtfi requirements], taking into account both the integrity of the
AA as well as the requirements of the communities hosted on the AA and the relying parties

receiving attrihtae
- 24 March 2021 wiki.geant.org/display/AARC/Attribute+Authority+and+Proxy+operational+security




AARC Blueprint v—r

—_—

Architecture B
Usor identitiy * \' ' ' . '
= e
,A1~.‘ |.A;j [ H;mml @ ? @ ? ?
| uthi {eduGAN)
) !

User Access Protocol S ‘
Attribute Transiation Authorisation |
Services |

AARC BPA ‘Community First” model and the EOSC
Weaving participants, services, and infrastructures |
An ecosystem of fair services and data

AARC BLUEPRINT ARCHITECTURE AND THE
EUROPEAN OPEN SCIENCE CLOUD “EOSC”
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GEANT

Networks - Services - People
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European Open Science Cloud
Interconnecting SEANT) )

communities
m) National Institutes of Health
Qf_"b Turning Discovery Into Health

LSC  Es& '
Scientific =
Collaboration

{BARIAH-EU

Worldwide LHC Computing Grid

https://aarc-community.org/about/aeqis/

IGTF and EUGridPMA development - APGridPMA March 2021 meeting




An ecosystem more than just the infrastructure

Contsct Us  Portal Home Catslogue & Markstplace Providers Dashboard Login

_; EUROPEAN OPEN About Services & Resources Policy Use Cases Media For providers Subscnibe  Using the Portal Q
= SCIENCE CLOUD

Sharing & Discovery

EURDPEAN OPEN
Processing & Analysis —_-a SCIENCE CLOUD About Governance Services & Resources Policy EOSCinpractice Media For Provide

Data Management

o — e - -

Compute |
Asregator 22 [cmmcomose = |

Storage > -

Analytics (4) Showing 1- 50 of 50 results ltems per page: All

Application (5)

+

Networking

Training & Support upen [:[E] Compute (3) ;
Strutegl Consulting (2) AMNESIA 0(0) f""'

Security & "Anonymize your datasets™

QOperations I t‘ Data (s0) Anonymization
n nnvu ‘ g AMNESIA allows end users to anonymize sensitive data in order to share them with a
Help Desk Networking (g) broad audience. The service allows the user to guide the anonymization process and OPENAIRE
Have your say Operations (12) iz
Other (75 Q1 [] app 1O coMPARE @129
Security (12}
Software (21)
i & Gaoetwerk
Storage (3) French Tuna Atlos Spaotial Data Catalog 0(0)
ACCESS EOSC SERVICES & RESOURCE! BELERRIOGE
Training (15) “Catalog application to manage spatially referenced resources”

Connect spatial information communities and their data using a modern architecture,
which is at the same time powerful and low cost, based on International and Open

View more...

_Eq:/‘é] 0 [ ] ADDTOCOMPARE @0

A= [ () I

o | T
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Minimum Viable s. EOS

A
Great Expectations ... but what about requirements? = % (o
‘MVE — MINIMUM VIABLE EOSC’ =] [
Includes some Rules of Participation to aid security & trust
Core Exchange & Portal
- ‘distributed and participatory’ * ‘research-enabling services’
e ‘collaborative consensus’ * ‘national, regional, institutional,
* ‘interoperability standards, [...] and domain based, ... and commercial
implementation via best practices’ « ‘catalogue ...[for] research life cycle’

« it will be a mix, and in any case service providers will need to contribute T~
* Sirtfi shows that is not completely unrealistic SIRTFI

Tus
Framewoork for Federated Identity

Sirtfi = security incident response trust framework for federated identity — see refeds.org/sirtfi

IGTF and EUGridPMA development - APGridPMA March 2021 meeting




EOSC AAI Core Principles

In order to outline a globally viable, scalable and secure EOSC

AAl, the group defined the following three core principles, on | EOSC

which to base their work: Authentication

and Authorization
Infrastructure

. User experience is the only touchstone.
. All trust flows from communities.
. There is no centre in a distributed system.

“The human element was the starting point of our exploration. We
believe that providing a good user experience and making use of the
existing trust relations that users already have within their research
communities are the key factors for delivering a successful EOSC AAL”
[Klaas Wieringa, EOSC AAI TF chair]

ANNENENENRER )
f 2 BIEE MR MR r 2 :

RO T

doi:10.2777/8702 — ISBN 978-92-76-28113-9
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Linking the providers and users together

AARC BPA'’s ‘community-first' model does not cover all EOSC cases, e.qg.
Infrastructures acting as providers and suppliers and as attribute authority

You need to turn the EOSC entities into a federation In itself, with
carefully forged links to eduGAIN to prevent ‘user loop’ inconsistencies

¢_3_9_9

B National National National
Federation [l Federation A . u Federation Y Federation Z

[ “JeduGAIN ]

IGTF and EUGridPMA development - APGridPMA March 2021 meeting




Confusing the user ... and, yes, these paths all work ®

LOGIN

4 eduGAIN

RCauth

(o0
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GEANT

Networks - Services - People

‘Q a o
. - \\' 'll "l E
v ' 1
C EOSC AAl
E O S V Intoroperabilty Rules of Technical Support N OT A
Framework Participation Services
PROXY!!
e : ' f

Infra Proxy

R-infra Proxy o-infra Proxy National Proxy

Y
National
Infra Service

-~

Community
Service
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EOSC AAI Federation participation policy

from
peer federations

import the entities from
EOSC RP members
import compliant IdPs
apply ‘EOSC rules
adherence’ selection if
needed

EOSC AAI Connected

« Must meet the pertinent requirements of the

EOSC AAI Interoperability Framework

« and the security base line

e may register entities that they have not

registered in an (eduGAIN) peer federation

via EOSC
AAIl Federation

e enrol entities that meet the

requirements of the Rules of
Participation

e only as requested by RPs
o facilitate export to peers

IGTF and EUGridPMA development - APGridPMA March 2021 meeting

Linked to peer
federations (including
eduGAIN) - EOSC and
eduGAIN mutually
strengthen each other

Given the broad reach
of the EOSC, it may
well contain new
entities, both from the
private sector and from
International
collaborations and
research infrastructures




But now ... turtles all the way down

... how that new ‘EOSC’ federation needs policies and a base line

Membership of the EOSC AAI Federation MUST be requested to the Federation Operator by
each prospective member. In this request, the applicant MUST:

+ declare its intent to join the EOSC AAI Federation;
+ declare its participation in the EOSC and adherence to its Rules of Participation;

« commit to adherence to the pertinent technical requirements of the EQSC AAI
Interoperability Framework (technical baseline);

« commit to adherence to the security policy baseline of EQSC security operations;

+ provide contact information for administrative, technical, and security matters, each of
which Registered Representatives SHALL have least two contact entry points;

14

« Inspired by eduGAIN constitution and other sources
* leveraging existing trust frameworks
« and not repeating earlier mistakes so implement a baseline at the start

IGTF and EUGridPMA development - APGridPMA March 2021 meeting




A risk-based approach to service composition
Baselining and federated trust

Actionable security for the Core and Exchange-wide incidents

EOSC TRUST AND OPERATIONAL SECURITY

IGTF and EUGridPMA development - APGridPMA March 2021 meeting 24 March 2021
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A challnging Iandsape

Entities of all kinds  — diversity in the EOSC range
from data sets to storage to computing to publications & digital objects

An open ecosystem - rules of participation will favour low barrier to
entry regarding operational maturity, service management quality, &c

A diverse ecosystem - providers will come from e-Infrastructures,
from member states, from research infrastructures, and private sector

e

—

An interdependent ecosystem — aiming for cposability
and collective service design through an open, core AAIl federation

IGTF and EUGridPMA development - APGridPMA March 2021 meeting \ im'l ef



Back to Basics: the few tenets for the
EOSC ecosystem security

(1
’ -

A service provider should
do no harm to interests & assets of users
_ not expose other service providers
From promoting and NS in the EOSC ecosystem to enlarged risk
monitoring capabilities EEINEIEY®Y as a result of their participation in EOSC
to managing core risk . be transparent about its infosec maturity
e and risk to its customers and suppliers

| e —————

this will mean some mlnlmum reqwrements In the Rules of Part|C|pat|on

& : .‘.‘ !_ '?‘_~' Ty

Nik]|hef




Making the EOSC a trusted place

A

Risk-centric self-assessment framework
* based on federated InfoSec guidance including WISE SCI

Baselining security policies & common assurance
* AARC, REFEDS, IGTF, PDK & practical implementation measures

An incident coordination hub and a trust posture
* spanning providers and core, based on experience & exercises

Actionable operational response to incidents
* EOSC core expertise to support resolution of cross-provider issues

- »

Fostering trust through a known skills programme

WISE SCI: wise-community.org/sci * SO that your peers may have confidence in service provider abilities

AARC&c: aarc-community.org, refeds.org, igtf.net "
PDK: aarc-community.org/policies/policy-development-kit

IGTF and EUGridPMA development - APGridPMA March 2021 meeting




InfoSec risk assessment framework
for EOSC services based on

a federated evolution of WISE SCI and

a multi-tier maturity model,

also addressing data security and protection

uuuuu

risks ‘play out’ differently e £
In different infrastructures e NPT
more than storage or compute, but also nam
risks for (open) data and for reputation

ISR Adkdoional Rasinclign

Many risks are generic, some need context and
expertise to assess. Or are under regulated regime

M2 . Lighikty, Resp bilit LA PR22 - InCide ting
AR ot o iR

this spider diagram is fictional — idea by Urpo Kaila, CSC

Nik]|hef
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baseTlnlng 1S been Very effectlve :
s with Slrff for R&S and for INCommon-. .-

S 4 'IQ

et . SCl-based policy mapping
Good Practice 3l leverage common templates like the

policy implementation guidance \rﬁ]vé?nig‘é%eiptggﬁauzfnzg{'cy’ of

small number of assurance profiles P J
(REFEDS, IGTF, elDAS), AARC secure
. operations standards, AEGIS
recommendations, CSIRT capability

S

Technical guidance
e.g. expression of identity assurance

|

Rules of Participation
minimal set of capabilities — initially maybe just contact information, responsiveness, confidentiality

>0 Image credit: ZULT N 1 k h ef
https://www.youtube.com/watch?v=NRznoYC




Collaboration frameworks, processes, exercises — the basis of trust
since not everything can be done on personal trust and 'blind faith’

@ TF-CSIRT (Q?'
Trusted Introducer

£ APCERT

Pacéic G wier Emergancy Responss Team

- y_—
Y ‘
.. eo . '.“

CLAW 2020 - Crisis Management Workshop for the G EANT CLszmg

Co mmumy
.
— ﬂ’w
c l n Crisis Managemen! Workshop

BREAK BLASS for the GEANT Community
— 0  acwm
1 2 December 2020

L3
Secunty hckdent Response st
Framework for Federated identity

COMMUNITY

INFN User . I

One Service Provider discovers a compromised user and alerts the
Identity Provider of this user. Additional affected services are identified [ o eur Conmunicatians wOC 52T s
and ihould be able to see activity by the Identity in their logs. '

CER
VMarket |
..,
e
=

2SI lacnlc U\aaﬁ p

@ REN-ISAC

AfricaCERT

INFN 1dP

in promoting cyber security in Al
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e S - BN = S
Actionable Response coordination mvolvmg the Core
i g IS N - - - = 0

* We know we cannot address all needs, but we can make progress

‘inthe end, the same people do the same work, together,
and regardless of the project of funding label’

« EOSC core will itself be a significant hub T ——

l « tightly-knit team of experts R
looking after the security of the core At
« who can work collaboratively B

<META http-equiv="refresh” content="L,URL=/111= /|

with peer infrastructures and groups -

this team Is essential to glue together the information during incidents
— leveraging the trust built up before through engagement

52_



But is an EOSC-level mechanisms the only piece? .

we must leverage the ecosystem ...

/ff Structura
—4 | Biology/ @y {
N\
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Thus even generic capabillities will be widely distributed

EOSC ‘Portal’ and ecosystem (e-)Infrastructures, services, content
security for a loosely coupled ecosystem e service security & integrity, responsiveness,
 risk management for collective services compliance monitoring
« security baselining and trust marking  vulnerability management and
« coherence of response, pro-active security management
community readiness/collaboration, * Incident response and resolution
and information sharing within the infrastructure or service

resolution, forensics, resolution and
remediation for core and stakeholders

training and capability enhancement
EGI EUDAT

Core in EOSC-Future €%

GEANT
OpenAlRE
ServiceX

See also Trust Coordination for Research Collaboration in the EOSC era, February 2020, https://
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Common questions— open angers

Will any EOSC core drown?

. Or can the EOSC do better?

« a baseline policy bringing enough trust to keep an EOSC-like ecosystem secure?
« Wil service providers also act collectively in the common interest?

« does the AAl technical and policy baseline provide a sufficient incentive?

« will provider self-assessment and mitigation of key risks, be seen as ‘good value'?

UKL |

Pony)y

= And ... do the users care?
K and care enough to make trust and security worth the cost for service prOV|ders’>

U

T—— —

e e e ; ——
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Questions?

BUILDING A GLOBAL TRUST FABRIC

IGTF and EUGridPMA development - APGridPMA March 2021 meeting

24 March 2021
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