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Agenda “NA3” Policy and Best Practice Harmonisation

e Team and partners
Organisation e Objectives
e Use of Resources

e Operational Security and Incident Response
e Service-centric activities

e Researcher-centric activities

e Engagement and consultation

Achievements

Beyond e Leveraging persistent structures for sustainability
the project e e-Infrastructure support and collaboration

QM\ RC  http://aarc-project.eu
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Policy and best practice activity high-level objectives from our DoW AARC

“Minimise the number of divergent AAI policies and
empower identity providers, service providers and research communities
to identify interoperable policies”

Define a reference framework to enable different parties to compare
policies and assess policy compatibility

Create (baseline) policy requirements,
driven by the explicit needs of the research communities

Identify all necessary policy elements and
develop guidelines and assessment models to support communities
in establishing, adopting, or evolving their own policies

Q\p\nc http://aarc-project.eu 5



Activity Structure AARC
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Resources (1 May 2017 — 30 April 2018 — 30 April 2019) and deliveries

Cumulative:
Total:

3 of 3 deliverables in PY2

DNA3.2 — Report on Security Incident Response
DNA3.3 — Accounting and Traceability in Multi-Domain Service Provider Environments
DNA3.4 — Recommendations for e-Researcher-Centric Policies and Assurance

7 Guidelines and Informational documents (topical white papers) in AARC2
... the Policy Development Kit, WISE Baseline AUP implementation guide, guidance on using DPCoCo in
proxies, REFEDS Assurance Pilot, secure attribute authority operations, FIM4R community engagement,
eduGAIN Sirtfi communications challenge, reference incident response process, X-infrastructure assurance
expression, social-ID assurance guide, Data Protection Impact Assessment hints, untangling spaghetti ...

.Q\p\m: http://aarc-project.eu



Deliverable submission status

AARC

Report on the coordination of accounting data sharing amongst Infrastructures (initial): DNA3.1

Initial phase in PY1 focussed on giving guidance to the community on GDPR DPIA

Report on Security Incident Response (in FIM): DNA3.2 / D3.1

Operational security processes for R&E federations and protection of (BPA) proxies
Sirtfi readiness, and how trust groups can support federated incident response

Accounting and Traceability in Multi-Domain Service Provider Environments: DNA3.3 / D3.2

Supporting proxies and infrastructures in service delivery with privacy guidance on traceability
and accounting, policy suites, and frameworks to interwork at a global level for research infras

Recommendations for e-Researcher-Centric Policies and Assurance: DNA3.4 / D3.3

NN

Complementing policies centering on research communities and involving end-researchers:
assurance sourced from R&E federations and peer infrastructures, a global common Baseline
AUP to prevent interrupting research workflows, and engaging through the FIM4R v2 process

Q‘"“C e roiecies all substantially delivered on time, proviso some upload challenges to the portal



The evolved role for policy and best practices in AARC2 AARC

AARC2’s stronger use case * Policy Development Kit
driven & community focus * Consultancy role for communities & infrastructures

» work items address policy aspects of the architecture & implementation, e.g.,
AARC-G041 Assurance derived from social media
AARC-G048 Secure Operation of Attribute Authorities ...

* address pilots in SA1, communities, or Infrastructures, e.g.
AARC-G040 Policy Recommendations for the LS AAl (application to R&S and CoCo)
AARC-1044 Implementers Guide to the WISE Baseline Acceptable Use Policy

& ever closer collaboration with infrastructures in applying this harmonization

by construction NA3 work ‘homed’ in sustained forums: WISE, IGTF, REFEDS, FIM4R

Q\A RC  http://aarc-project.eu 5



A tour of the policy space in AARC2
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Policy and Best Practices Harmonisation A_ARC

Security Incident Response Trust Framework
SCCC: Security Service Challenge Coordination
O o) sevics e Attribute Authority Security, in the BPA model and beyond

Q\.’\RC http://aarc-project.eu o



Security Incident Response in the Federated World
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many countries & economic regions with an R&E identity federation

Fagi 47 {
e :

2' full of valuable resources | : . 2 202 o
(data, network, services) | @ e, s

Could we ensure that information is shared confidentially, and reputations protected?

Security Incident Response Trust Framework for Federated Identity

Sirtfi — based on Security for Collaborating Infrastructures (SCl) & FIM4R Recommendations

(qm‘«[c http://aarc-project.eu I
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Sirtfi is there today — 575 parties (420 IdPs) joined, in 28 federations 5| I:T -

Security Incident Response Trust

Framework for Federated Identity
Sirtfi Contacts by Type - May 2018
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The sociology of checking Sirtfi enablement ... AARC

Sirtfi ‘encouragement’ et oo e
* the tool certainly raises attention © The Security Incident Response Trust @
. . . .. Framework for Federated Identity SIRTFI
* lack-of-Sirtfi (and R&S) is non-trivial to Doy st et i s i
diagnose — other causes may interfere s =
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Sirtfi+ registry
* enabling more entities to express Sirtfi vy - PP ——
* sharing implicit trust between communities? P
* tool requirement

Q"‘“‘ Ppifearcprojecteu http://sirtfi.cern.ch/ 14
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Testing incident response coordination

* Can we coordinate our collective R&E response?
* Communication guidelines to help timely resolution?
* Two ‘challenges’: March 2018 and December 2018

Nikhe
Rcaer, - INFN User
One Service Provider discovers a compromised user and alerts the

Identity Provider of this user. Additional affected services are identified
and/ihould be able to see activity by the Identity in their logs.
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parties involved in response challenge

Report-outs see https://wiki.geant.org/display/AARC/Sirtfi+Communications+Challenges%2C+AARC2-TNA3.1
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2" challenge, December 2018: using the draft response templates

AARC

Malicious content hosted on Zenodo, uploaded with an ORCID account
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Detaily

* time delay between ‘malicious act’ and request for investigation (+3 days)

e spread over all time zones (.au, .ch, .nl, .uk, .us,

* new set of participant IdPs and federations

* initial mitigation within 4 hrs, but eduGAIN support desk gets it only on the 3™ day ...
e contact with affected user effective and appreciated
e TLP classification not used throughout, some entities initially missed

+ Disables the ORCID account
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Preparing the ground for REFEDS Sirtfi procedures: AARC-1051 AARC

Acknowledging that only reviewers read deliverables, response process from DNA3.2 issued as ...
AARC-I051 Guide to Federated Security Incident Response for Research Collaboration

Be Prepared _(mc
* Federated Entities Should Support Sirtfi

*  Community Proxies Should Adopt Interoperable Policies & Procedures
* Federations and Interfederations Should Adopt Common Procedures

* Leverage Templated Emails Guideto Federated Securkty incident
e Establish Secure Communication Channels in Advance

Act

* Scope T

* Goals A

* Responsibilities :__.."_'..‘.‘.','_“..“",.".‘.._...L..

*  Procedures: for IdPs & SPs, for coordinators, for eduGAIN e e

Report and Share

informational document and not a guideline since Sirtfi WG still needs

to get global endorsement, yet we need practical guidance right now!

(q,qnc http://aarc-project.eu
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Operational security focus in the BPA: beyond just the IdPs AARC

AARC Blueprint Unautenicaed User
= Architecture IIIIZ et
User Identitiy \ \
 commmymenseris ) [ D [ XX
Community membership S
management directories and
attribute authorities usee Bororiey P |
* integrity of membership ”:‘f‘_’\ "
* identification, naming and G )
traceability i |- e
* siteandservice security €& | y & |

* protection on the network
End Services

\-assertion integrity

Guidelines for Secure Operation of Attribute Authorities
and other issuers of access-granting statements
(AARC-1048, in collaboration with IGTF AAOPS)

Q\Q\Rc http://aarc-project.eu 18



Protecting the community membership data and its proxy AARC

* Intentionally targeted broader than just BPA-style communities, since operational security
spans data centres and infrastructures using other forms of AA membership management

* PRACE: ‘pull model’ directory-based communities
* BPA: encourages ‘push model’ attribute-carrying service requests

/Ila,rms{ 1”%””3]

v uam)
Usy
—
\\¢ -:). .
} C-e._) Qervie’
push model — the common BPA method pull model — common when using directories
(e.g. SAML AttributeStatement, VOMS AC) (e.g. LDAP in PRACE, GUMS in OSG)

AARC  http://aarc-project.eu o
( push and pull model diagrams as per RFC2904 — the 3" (agent) model is uncommon in research/collaboration scenarios except for provisioning



AARC-G048: keeping users & communities protected, moving across models

AARC

trusted delegation of response from communities to operators,
and from services to communities in recognizing their assertions

Structured around concept of “AA Operators”,
operating “Attribute Authorities” (technological entities),
on behalf of, one or more, Communities

3.3. Attribute Assertions

1. Assertions provided by an AA must be integrity-protected. They must be signed by
the identified AA, or be transmitted over an integrity-protected channel where the

server has been authenticated, and preferably both.

Push model

Guidelines for Secure Operation of Attribute
Authorities and other issuers of access-
granting statements

3.4.1.

Key Management

[ 1. Akey used to protect assertions should be dedicated to assertion protection functions. |

Where the protocol supports it, enable protection also of the messages conveyed over the
established channel.

ssage signing and use TLS.

l Pull model |
As a good example: LDAP should enable TLS protection of the channel |

Push model

If the AA both signs assertions and provides functionality over protected channels, the
keys used to sign assertions shall be different from those protecting those channels.

Pull model

.Q\p\ﬁc http://aarc-project.eu

https://www.igtf.net/guidelines/aaops/

The key of the AA must be used solely for protecting connections to its protocol endpoint
and ensure an integrity protected and mutually authenticated channel.




Main achievements in Operational Security (AARC

Sirtfi framework adoption and promotion = Sirtfi checking tool, and the Sirtfi+ Registry
Much increased awareness
(and some beneficial annoyance as well)

Sirtfi incident exercises and training =» Improved incident response in eduGAIN
Response guidelines on readiness and action

Communications challenge coordination = Commitment beyond WISE or Sirtfi for
challenge coordination in SIGISM & REFEDS

Attribute Authority Operations guidance =) Better protected community management in
the provisioning of data form BPA proxies

After | WISE Security Communication Challenge Coordination JWG

REFEDS Sirtfi, eduGAIN Security Capability, EGI CSIRT, EOSChub ISM, and the IGTF

QM\RC http://aarc-project.eu o



Policy and Best Practices Harmonisation A_ARC

Snctfi contributions to the Policy Development Kit
Data Minimisation at the proxy for access to services

Security for Collaboration among Infrastructures SCI:
assessment and peer review methodology

Q\p\nc http://aarc-project.eu >



©)
Snctfi

A policy framework for service providers groups and proxies in the BPA

P P

Hub/Bridge/Gateway

Scalable Negotiator for a Community
Trust Framework in Federated
Infrastructures (Snctfi)

linc), Waligang Pempe [DFN]. Viscset Hibatier (IMIS-CHNS), Mischs Sate
sy u

Rty
AARE P L8 26 e 2007

Mhdioet; Thes papn el syl med by it b by stk

v ey o
ot st i 4uch chod o vt 4 Sarvics Providss b Wty Providss
g

Allsnce: Thin bt i it Bt by Bt sl pinpasibl o

mana e
[re—

derived from SCIv2: framework on Security for Collaboration in Infrastructures via WISE

reference policies supporting Snctfi fulfiiment in the Policy Development Kit

(M\Rc http://aarc-project.eu >

graphic IdP-SP bridge: Lukas Hammerle and Ann Harding, SWITCH



Filling the framework: generic and community-targeted guidance AARC

e aarc-project.eu/quidelines
The AARC Guidelines complement the AARC Biuepint Archiecture (BPA) and the policy beat practices e —
w::::‘m_‘wﬂ-ﬂmwmmmuwmmwhmrmm ?.. :'T“m

The AARC help and ® and operate an A for research and ¥ “‘ 4

Snctfi covers both
paicy T service-centric and some
. o Foderated kdery researcher-centric policies
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Service-centric policies — key elements to our ‘PDK’

AARC

| more on the Policy Development Kit when we get to task 4! |

Top Level Infrastructure All Infrastructure This policy template defines the roles of
mepereeg INITASTrUCtUre Management Participants actors in the Research Infrastructure and
nmerind PoliCY (abides by) binds the policy set together

Acceptable Infrastructure Research This is a placeholder for the

Authentication Management Community, Infrastructure to determine rules for the

Assurance Services (abide acceptable assurance profiles of user

by) credentials.
Policy on the Infrastructure Research This document defines the obligations on
Processing of Management & Data Community, Infrastructure Participants when

Personal Data

Protection Contact

Services (abide
by)

processing personal data.

Service Infrastructure Services (abide This policy defines requirements for
% Operations Management by) running a service within the
‘ Security Policy Infrastructure.
Risk Infrastructure Infrastructure This table can be used as a starting point
Assessment Management, Services & Management for identifying whether a full Data
Security Contact (completes) Protection Impact Assessment is

required.

Q\ﬁ RC

http://aarc-project.eu
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Example: Acceptable Authentication Assurance AARC
— enabling flexible user communities by mapping assurance elements -

| roven?

O -—-—,b\ BIRCH ] SH—
] N

community service '
W commumtg— A anagement "’"""“‘—“
"'@ based %
2 - ID_proven?

LAEE—/

ji —s\poawoon)

Identity vetting can be done ol
* when credentialing the user

* on enrolling the user in a community

e.g. LIGO LSC always does researcher vetting, and Assurance Policy
accommodates linkage in either place — still meeting SP trust needs

Q\p\ RC  http://aarc-project.eu




©
Snctfi

Snctfi and DPCoCo jointly provide the transitive trust model

GDPR for BPA and multi-BPA proxy scenarios

Common attributes ‘enabling End User to access the Service(s)’
behind a BPA proxy (and its omnidirectional attributes) in Snctfi
is scoped to enable access — in conjunction with DPCoCo
allows release of attributes by IdPs and MMS services

DNA3.3 (D3.2) Accounting and Traceability in Multi-Domain Service Provider Environments
in fact collecting service-centric policy support also for the BPA proxy privacy implications

4.3 Protection and processing of Personal Data [DP]

| oo . I [« and, where y Coll of users, must bave policies
——{ GEANT Data Protection Code of Conduct 16 and procedures addressing the protection of the privacy of individual users. i.e. members of the
Explanatory memorandum Collections. with regard to the processing of their personal data (also known as Personally
Identifiable Informanon or PIT) callected as a result of their access to services provided by the
The Code of Conduct aims to provide guidance on how to process such personal data for Dfitrcoire
online management purposes in compliance with the requirements provided by the The Infrastuetire must:

GDPR.

[DP1] have a Data Protection Policy binding those Constiruents and Collections of Users

However, it is limited to the processing of Attributes which are released for enabling Wi pvoesk paitontlh dats to e pregeiats policy inatewack, g, te GEANT Dik Protesiica
z ;i i Code of Conduuct [6] o, for example, s recommended by AARC [7]

the End User to access the Service. That means processing activities of personal data for [DP2] ensure thar all Consrimants must provide, in a visible and accessible way, a Privacy

purposes other than enabling the End User to access the Service are not covered by the Policy covering their processing of personal data for purposes that are necessary for the safe and

Code of Conduct. Nevertheless, Service Provider Organisation can decide to commit to reliabls’ spirticn of - their- service, Somplime yrith 'the Tnfrasirictavi - policy (ar. policy

AEWOTK ). e avadabihty of a Privacy Foly template tor the Conmsfitients 1o W,
e 0P ol Jior athar Atisi i k). The availability of a Privacy Policy template for the € folla
the also tor other Attributes. —

provided by the Infrastrucnire, would help the casier production of such a policy.

Q\ARC http://aarc-project.eu

GN4 project work on DPCoCo: https://wiki.refeds.org/display/CODE/Code+of+Conduct+ver+2.0+project and SCI v2



SClv2 assessment and peer review — do you want to work with your peer? AARC

SCIv2 proposed assessment model

i Infrastructure Name:

Level 0: Not implemented for critical services;

Level 1: Implemented for all critical services, but not documented;

Level 2: Implemented and documented for all critical services;

Level 3: Implemented, documented & reviewed by a collaborating
Infrastructure or by an independent external body; W 027

“Justifiable exclusion”: feature not relevant for infrastructure. e itecture, policies, controls) 2l

tps://wiki.geant.org/display/WISE/SCIV2-WG+documents

Value X

Conclusions

: Physical and Network Security
£l 053.5 - Risk Mitigation
) 053.6 - Confidentiali
053.7 - Integrity and ilabilit Q@ 1 10
053.8 - Disaster Recovery }—
. .. . . 053.9 - Compliance Mechani |
* peer-review extends trust across similar organisations 054 Security Patching ng 10
054.1 - Patching Process

bl 054.2 - Patching Records and C ication
#5005 - Vulnerability Mgmt @ 1 07
FL8  055.1 - Vulnerability Process
pEl 055.2 - Dynamic
#I 056 - Intrusion Detection & 2
¥4 8 057 - Regulate Access [including ion) @ 1
»1:§ 058 - Contact Information l—
2o BT

FEF T

* self-assessment feasible, SCl model emphasises
proper elements for federated access

i

* transparency needed:
infrastructures weigh sub-elements differently!
(no global consensus yet on any weighting method ...)

Q"‘“C hupfearcproject.eu http://wise-community.org/sci/



Main achievements in Service-Centric Policy (AARC

Policy templates and guidance =) Increased interoperability

for infrastructures and services by adoption of Snctfi

Guidance in data protection in proxies =) Ease attribute release by communities

for infrastructures for research in BPA scenarios

SCIv2 Assessment =» Developed assessment model and

Security Collaboration among Infrastructures gained adoption in global WISE-community
Assessment model based on peer review =) Increased trust between infrastructures

for a broader community at lower cost

After | AEGIS (and WISE SCI WG & IGTF): supporting interworking infrastructures

AARC
GN4-3 EnCo: support communities in data protection & policy development kit

QM\RC http://aarc-project.eu 2



Policy and Best Practices Harmonisation

By registering as a user you declare that you have read, understood and will abide by the following

1. You shall only use the resources/services to perform work., or transmit or store data consistent with tf
you access.

20 oty Memtarstg Mansgemare. BEENOWIEdgement of support or citation far your use of the resources's|

= thatis unlawful and not (attempt to) breach

v Piality
bic keys or passwords).
bt and up to date:

Identity Assurance and Assurance Framework Mapping
Baseline Acceptable Use Policy and WISE
Policies for the Development Kit

AARC

Q\p\ RC  http://aarc-project.eu
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Assurance - standard profiles and ‘untangling spaghetti’ AARC

* REFEDS RAF profiles (feasible assurance from all over R&E federations — as far as we can!)
* inter-infrastructure profiles and relying-party oriented profiles (IGTF BIRCH, DOGWOQD)
* how to express social media assurance, for citizen science and in support of account linking

T . " AARC 5. Profiles....... 5
5:2@;;;: :e .‘;5 isosuﬁ;: assurance components for identibes denved & 51 REFEDS RAF Profiles 5
5.2.  Supplementary IGTF profiles for Infrastructures..... ...
[T 53. Supplementary specific profiles for Infrastructures...................._.....T
3. RAF component recommendations Lorg/assurand 54 Atibute freshness assurance component......... AARC-G021
The sbovs-iad coneideration ea 1o the followiing gikdance on assssing aswismice L.org/assurand_ 55 Implementation notes...........inter-infrastructure.adoption.s
component values: :
ition.selloalzfa skolfederation.se-2fa  [https://www.skolfederatio
The Infrastructure ID is based solely on a social | Assert profile AARC-Assam i.selpolicylassurancefal1 SWAMID-AL1 [https://www.sunet.se/swa
account, and no additional information has DO NOT assert any REFEDS RAF component A .
Cab oMkt bl io R ke b e ?.selpohcy!assurancelalz SWAMID-AL2 [https://www.sunet.se/swa
change the assurance ilrtﬁ Sirtfi [https://refeds.org/sirtfi]

f ed 11D, f z .
b | e AN juthn-assurance/aspen IGTF-ASPEN [https://www.igtf.net/ap/al
e RN er/ecicnon/Sesnc /e authn-assurance/birch IGTF-BIRCH [https://www.igtf.net/ap/at

TP — T S ——— e
https://igtf.net/ap/authn-assurance/cedar IGTF-CEDAR [https://www.igtf.net/ap/aL
https://igtf.net/ap/authn-assurance/dogwood IGTF-DOGWOOD [https://www.igtf.net/ap/at

.Q\p\ﬁc http://aarc-project.eu

https://www.iana.org/assignments/loa-profiles/ 3



Differentiated Assurance Profile —in eduGAIN and REFEDS

Specific definitive guidance to IdPs and Logical grouping and profiles
federations for the Infrastructures

|REFEDS Assurance framework 1 TAuthN profiles ;

* Uniqueness: at least ePUID or NamelD

Identifiers

* ID proofing: ‘low’ (good for local use),
‘medium’ (Kantara LoA2, IGTF BIRCH, elDAS low),
or ‘high’ (Kantara LoA3, elDAS substantial)

* Authenticator: in REFEDS separate profiles,
single (SFA) and multi-factor (MFA) authenticator

* Freshness: better than 1 month

H
1 1
1D proofing Attributes :: Authentication
1!
n
1

i
m whmm
Low Single-factor
(self-asserted) ;\.um ism authentication

Medium
(e.g. postal
credential delive

1D is unique,
personal and
traceable

ePPN is unique,
personal and
traceable

Multi-factor
authentication

Mwﬂﬂﬂm[l‘” 5

! ::

h

High o
{e.g. F2F) l:
H

II

i

'I

_______________________________________________________________

All assurance profiles assume
organizational-level authority, also used by the IdP for ‘real work’, good security practices

32

Q"“‘ medmrcretes http://refeds.org/assurance, https://refeds.org/profile/sfa, and https://refeds.org/profile/mfa




e-Infra & Research Infra: high-assurance use cases — does it stand the test?

AARC

Two representative use cases from the AARC Pilots

Sensitive data — assurance must stand up to scrutiny, and seen in conjunction with other sta

* Retrieval of data from medical data repository
BBMRI-ERIC Colorectal Cancer Cohort study data

* Processing personal data on secure computing infrastructures |:
BioBankCloud, TSD Trusted Sensitive Data, MOSLER platform

COLORECTAL CANCER COHORT -
ADOPT BEMRI-ERIC

Table 8: Minimum requirements for basic data types. Non-personal data is used to denote data the does not contain
any traces of privacy-sensitive data (e.g., data about operation of the biobank storage systems),

raw (non- pseudonynous practically
deindentifed) anonymous
Authentication and outhorization
Identity verification LoA = 2 LoA > 2 LoA =0
Authentication instance LoA >3 LoA > 2 loA>0 |
Assessing project & informed consent not available MANDATORY RECOMMENDED |
compliance for research

e g BEMES 83t s

raw (non-
deindentifed)

ndards
—

pseudonynous

Restricted access

high security high security

medium-low

Authentication and authorization

Data transfers and storage

Encrypted storage
Encrypted transfers

REQUIRED REQUIRED
REQUIRED REQUIRED

LoA > 3

security
DTA/MTA REQUIRED REQUIRED RECOMMENDED |
Authentication and authorization L LOA 2 2 LOA 2 2
Access log archive since last access ] > 10years | > 10 years | > 3years [

LoA = 2

-

(gmnc http://aa




REFEDS RAF Assurance in relation to Kantara, elDAS, and IGTF p

raw (non- pseudonynous
Value Description de [ ndent‘ifed)
SPREFIXG/IAR/low Identity proofing and credential issuance, renewal, and replacement qualify to any of Authentication and authorization
* sections 5.1.2-5.1.2.9 and section 5.1.3 of Kantara assurance level 1 [Kantara SAC] LoA 2 2 LoA 2 P
- CTF v ASPEN DT LoA > 3 LoA > 2

Example: self-asserted identity together with verified e-mail address, following sections sections 5.1.2-5.1.2.9 and section 5.1.3 of [Kantara SAC].

SPREFIXS/IAF/medium  |dentity proofing and credential issuance, renewal, and replacement qualify to any of

® sections 5.2.2-5.2.2.9, section 5.2.2.12 and section 5.2.3 of Kantara assurance level 2 [Kantara SAC]
* |GTF level BIRCH [IGTF]

® |GTF level CEDAR [IGTF]

* section 2.1.2, section 2.2.2 and section 2.2 4 of elDAS assurance level low [elDAS LoA]

Example: the person has sent a copy of their government issued photo-ID to the CSP and the CSP has had a remote live video conversation with them, as defined by [IGTF].

SPREFIXS/IAP/high Identity proofing and credential issuance, renewal, and replacement qualifies to any of

® section 5.3.2-5.3.2.9, section 5.3.2.12 and 5.3.3 of Kantara assurance level 3 [Kantara SAC]
* section 2.1.2, section 2.2.2 and section 2.2.4 of elDAS assurance level substantial [eIDAS LoA)

Example: the person has presented an identity document that is checked to be genuine and represent the claimed identity and steps have been taken to minimise the risk of
a lost, stolen, suspended, revoked or expired document, following sections 2.1.2, 2.2.2 and 2.2.4 of elDAS assurance level substantial [elDAS LoA].

.Q\A RC  http://aarc-project.eu 34



Untangling Assurance Spaghetti:
Comparison Guide to Identity Assurance Mappings for Infrastructures

IGTF Lawebs of Authentication Aswurance

5
3
i

Ot

AARC

AARC-1050
Comparison Guide to Identity A

ch http://aarc project.eu https://aarc-project.eu/guidelines/aarc-i050/
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Interpreting the graphs

IGTF Levels of Authentication Assurance

1D LoA name
| ASPEN || BIRCH || CEDAR || DOGWDOD|
on context and missing ‘breadcrumbs’] | (7 [ e wiasnen | : : :

. & E.‘:,‘:l H
components vs. profiles { T em—— |
implicit trust vs. completeness 2 [lsenter ssgnme 5 5 ':

-1 |
" : i : ;
=t 5 5
Identification Mcr?emialiw MII(IIE! : :
Kantara Idenbty Assurance Framework: - KIAF-1420 (DP-SAC) -
- - T % ] E Managemert of cregentials
IS | NN | N | i it Fall| i : :
i oot I H 17 systens security B | I i
im ? 5 | cradantia strength| ! | )
— it ||| | | & : ; : ;
‘:= ———| Credential validity : : : :
— ===mmm| | I\ e ———
e ——— = Site security ' i i i
B — —T e ]
|=—_ s : : : !
————idea e s =
e Pitlicaton andrepranoy, | ! !
— e Frwmammnﬂu*ﬂall(\y ! : :
| Compromise and dijaster recavery b | |
=y Other obligations : : : :

Figure 4.4: Alternafe requirement choices

(M\Rc http://aarc-project.eu
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About the mapping exercise — the AARC-1050 white paper

AARC

Answering the questions

* why are there so many Assurance Frameworks

* why are the academic and research ones different

* why is there more than one for each

* how do they compare? what are the unique features

We attempted to answer your request ... at TIHME and in AARC-1050!

* addressing different audiences:
IdP feasibility vs SP minimal requirements
» orthogonality vs component-suite approach (profiles)
» completeness vs community-focused:
leveraging common understanding,
... and forgetting the grains of rice on how we got there

\Q\ARC

Comparison Guide to Identity Assurance
Mappings for Infrastructures

Q\Q\RC http://aarc-project.eu
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Divergence and convergence — the AUP Alignment Study o

. ==}h orless or
s credentials.

=] one number for
|

Adds: EUDAT is not liable to any
compensation in case of lost data or loss
of service

sible for backing

Adds: Although efforts are made to
maintain confidentiality, no guarantees
are given. Expanded for Pl under
"Personal information and data orivacv”

;Q\ARC http://aarc-project.eu Image: Mozes en de tafelen der Wet, Rembrandt van Rijn, 1659 32



Scaling Acceptable Use Policy and data release

T g A s SEe) Gt P ot o Pe b P e Pe b P e
Pu e am et 3 e g el Ve e P gl e
Po it weul skl

impractical to present user
‘click-through’ screens on
each individual service

Community
conditions

Community specific -
i Community specific - "
terms & conditions Ve Rl Cluster-specific terms & conditions
terms & conditions

The LS AAI shall present an Acceptable Use Policy also on behalf of its connected
services and infrastructures.

The LS AAl operators shall present as the AUP:

* the aims and purp . Le. the h or ip goals of the Life
i R h Inf (in a few high-level sentences)
This text must be supplied by the Life Sci i

« the list of 11 (eleven) items from the Evolved JSPG AUP [JSPGAUPZ]
# anotice that enrolment into specific groups or subdivisions may require the user to
sign Yy terms and ith and
= thatin specific ci also specific services may ask the user to sign
additional conditions of use.
¥ Pe e cmraws merd, s g et s Bt eyt W v
e et s ey e CTunpes s feese Pt el b Fosdl © Pe | Gk

-

(q,qnc http://aarc-project.eu

https://wiki.geant.org/display/WISE/Baseline+Acceptable+Use+Policy+and+Conditions+of+Use
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AARC

Baseline AUP at WISE SCI
* shown only once to user during registration
* information on expected behaviour and restrictions
WisE * can optionally be augmented with

COMMUNITY

The WISE Baseline Acceptable Use Policy and
Conditions of Use
Version 1.0.1 (draft), 25 Feb 2019

Authors: Members of the WISE Community SC1 Working Group.
w-mai siiints wiie-community org

5 e by Ihe Buthaes and Mask Svaiabie UASK ickese DY EIAAL/BEOTITIONS O/ HEANIRL T -2 88 4 0
Ot Sowrtes | AnButon | Ackngtedgements EGI Accaptabie Une Poicy and Condtions of Use’. uaed under
SO BY-HC-54 4 0 The research 4adng 1o Nese el has receved lunding from the European Community's
Horizon 2020 Programme under Grant Agreement No. 73081 (AARLZ)

DRAFT WISE Baseline AUP template v1.0.1
Whan ysing the basaline AUP fex! baioy_cury beackats 7 1° ieolourad blus) indicate fex!

additional community or infrastructure specific clauses
but numbered clauses should not be changed

* registration point may be operated directly by research
community or by third party on community's behalf

Other information shown to user during registration

* Privacy Notice — information about processing & user rights

* Service Level Agreements — information about what user
can expect from the service in terms of ‘quality’

* Terms of Service — optional, with the ‘benefits’ to the user

Q"‘“C pfaarcprolect.eu https://wiki.geant.org/display/WISE/Baseline+Acceptable+Use+Policy+and+Conditions+of+Use
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WISE Baseline AUP — and how to apply it for your Infrastructure AARC

AARC-1044

* Includes the final WISE Baseline AUP text

* for both ‘community-first” and ‘user-first’
MMS services (attribute authorities)
* examples make it concrete 5.2. Example

The following example shows a
the appropnate Acceptable Use

3. The WISE Baseline AUP

The WISE Baseline AUP' in its preamble and final clauses, it given below. The blue text
elements should be substituted in-line, whereas the green elements are optional and need to
be provided only when needed, e.g. based on the guidance in this document.

Quick take-up by e-Infras ThB ACpatle Le ok o)

govern your access to and use

1 dat f th nd
(both global and national) oo iuiriaity

Acceptable Use Policy and Conditions of Use

This Acceptable Use Policy and Conditions of Use ("AUP") defines the rules and conditions that
govern your access to and use (including transmission. processing, and storage of data) of the
resources and services (*Services”) as granted by {community, agency, or infrastructure name} for
the purpose of {describe the stated goals and policies goveming the intended use}.

<To further define and limit what constitutes acceptable use, the community, agency, or
infrastructure may optionally add additional information, rules or conditions, or references thereto,
here or at the placeholder below. These additions must not conflict with the clauses 1-10 below,
whose wording and numbering must not be changed.>

) &

You shall only use the Services in a manner consistent with the purposes and limitations

electron-induced two-proten

foll Baseline AUP e

he3epp@nikhef.nl

security@nikhef.nl

Q\ARC http://aarc-project.eu

d ten clauses ...
The administrative contact for this AUP is:
The security contact for this AUP is:

The privacy statements (e.g. Privacy Naotices) are located at:
https://www.nikhef.nl/privacy

deacribed above yuu shﬂl show conﬂderahnn towards other users ml:iudlng by not causmg

41
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Examples in action: SURF Science Collaboration Zone, eduTEAMS, ...

iy
3@' Science Collaboration Zane

B Pages
9 g

Search

* Science Collaboration Zane Home
v SCZ Public Space
* Pilat partrers
* Technical averview of SC2

* Userfiow

d user documentation SCZ C
* Connecting services to the SCZ
* SCZ User Stories

* Attributes & identfiers

* Roadmap

¥ Demo

SCZ Privacy Palicy
* Collaboration Management Sy

5CZ Acceptable Use Policy

O Space tooks »

Dashboard / Science Collaboration Zone Home [/ SCZ Public Space

SCZ Acceptable Use Policy

This policy is based on the AARC Policy Development Kit AUP template.

SURF SCZ - Acceptable Use Policy

This palicy is efective from 2 April 2019,

Acceptable Use Policy and Conditions of Use

This Acceptable Use Policy and Conditions of Use ("AUP®) defines the rules and conditions that govern your access to and use {including transmission,
processing, and storage of data] of the resources and services {"Services™) as granted by SURF SCZ for the purpose of membership management of Dutch led
research collaborations and managing access to services connected to SURF SCZ for as far those services are needed for the research goals of the
collabaration.

oo E o =

~

£

10

. You shall only use the Services in a manner consistent with the policies and for the purposes described above, show consideration towards other users,

and collaborate in the resalution of isues arising lrom your use of the Sendees.

¥ou shall only use the Services for lawtul purposes and not breach, attempt to breach, nor circumvent administrative or securty controls.

ou thall respect property and y

ou hall protect your access credentials (e.g. passwords, private keys or multi-factor tokens): no intentionsl sharing i permitted.

‘fou shall keep your registered information correct and up to date.

You shall promptly report known or suspected security breaches, credential compromise. of misuse to the security contact stated below: and report any
compromised credentials to the relevant issuing authorities

Reliance on the Services shall only be to the extent specified by any applicable service level agreements listed below. Use without such agreements is at
your cwn risk,

Your personal data will be processed with the privacy below,

Your use of the Services may be restricted or far

compersation

If you viclate these rules, you may be liable for the consequences. which may include a report being made to your hame arganisation o to law
enforcement.

 or security reasons, without prior natice and without

The administrative contact for this AUP is: scz-support@surfnet.nl

AARC

Q\ARC http://aarc-project.eu
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Implementing Snctfi in community policies

Relevant to communities Community Membership Management

Policy Y g

and e-Infrastructures both Community Operations Security Polic
Giiiaios B1 Introdl {(\mc \ m
* what are the requisite policy elements Comminty ) T pcy e ol X
. i BB boriorond
and processes you need to define to oriieg "] Pooronve rromssig ot pernaon
. Thie: - policy [——— aten Fope—
manage a structured community? i e~ ‘
.~ Cuwmnfw mang @ Do fhe user has access tn s personal data?
Mambanshic e @ S This poficy s eflective from <inse dates
. . et 2 DEFINIY Moo s s ottt T
* which of these are required to access s o commry | o s
general-purpose e-Infrastructures? Y ] S ————
Introduction '""“m":h‘ %1@--rmb5w—1' = aw :,m
i Wwwmrmwmwww coorSeatng :
* which roles and responsibilities lie S Bl .
with the community ‘management’ 300m:| TP O s e vt 3 et 1
so that the BPA proxy model will scale out? . S e
;::\‘Mnnﬂmmﬂm

Q\Q\RC http://aarc-project.eu

in collaboration with EGI, GEANT, EOSC-Hub, EUDAT, WLCG, PRACE, HBP, and SURF



(AARC

Main achievements in Researcher-Centric Policy

Interoperable authentication assurance =) REFEDS RAF adoption shown to work &
across federations e.g. adopted in lieu of complex frameworks
also for high-assurance use cases by ClLogon Silver

‘1050” white paper on assurance frameworks =9 Untangled some assurance spaghetti

WISE Baseline Acceptable Use Policy =p Directly supported eduTEAMS and Checkin,
adopted in other places, both
nationally and thematically

Snctfi-compatible community policies = Fill the need of research communities for a
complete Policy Development Kit

After | WISE and REFEDS committed to supporting research communities in development

EOSCH ISM and GN43-EnCo: support communities in policy adoption and design

QM\ RC  http://aarc-project.eu



Policy and Best Practices Harmonisation A_ARC

AARC-55014 Security Incident Response Trust Framework for Federated Identity

it provkdes @ mechani £ identey irusted, Gparationaly Sacurs BchGAIN pCiants and facitate sflectvn ncilent mepane Cotaborian S C t f i

AMNRC-GD15 Scalable Negoti.:mr fora C:\‘.ImrHLIIWil.)«I Trust Framework In Federated Infrastructures

et irpmsrcxk KNS RN ANd POy IGUINMALE 10 Nalp AEMBISN is! Badkesn 80 InBENLETNS AN KNANY Yoviders At it 80 R

ey ——— Policy Development Kit
FIMA4R version 2
BT WISE SCI and SCCC-JWG

AARC-G0Z1 Exchange of specific assurance information between Infrastructures

Infrnginchurns and s o dnrasiructunes compare an ‘efecive’ BEsuTCe gl derived bom Bpversl BouTes, §

smsulling assuvanee asserfian ahlaiwed behuean infasiructures so bhad i need nol be re-compuled by a recisient

Q\p\nc http://aarc-project.eu s



Policy Development Kit ((AARC

AARC Policy Development Kit
Task Plan & Notes: hitps /iwiki geant orgidisplay/AARC/Policy+ Development+Kit
. . X Author list: U, Stevanovic, H. Short, D. Groep, |. Neilson, |. Mikhailava
* Bring together a consistent suite
. Introducti 2
* based on e-Infrastructure best practices o 2
in particular EGI, WLCG, and the JSPG e e :
. . Sirtfi T Framework
« cover all of the Snctfi requirements Roscarh 4nd Seckasy Enty ooy ‘
GEANT Data Protection Code of Conduct 5
AARC B!ueuml Architecture R N":: Level :
5 Ammea—— Policy 7
Privacy Statement Data Protection 7
‘ -b ¢ PP ¢ ¢ - Prvacy Sttmen .
[ 8] Membership Management B
% AUP C ity i g Palicy 8
\ o Use Policy 9
Q cceptable Authenticatior Acceptable Authentication Assurance E
5 Assurance Operational Security 10
e Incident Response Procedure 10
> (0 § o M Policy T 10
Sctfi| B || ———— L T =
; ‘ | —— Potcy Tempiate 2
— c A Use Pokcy Temp M
3 é é é é é é é“_ J Privacy Policy Templaie 22
¥ Incident Response Procedure 24
Additional Policies of Interest 25

(ﬂmac wormeoorces  EEIGTF https://igtf.net/snctfi ‘ https://aarc-community.org/policies/policy-development-kit/ ‘

AP EUITAG




Policy Development Kit

AARC

introduction video - training — 9 reference templates — continued improvement

Get Started with Policies

A moodle course is available to learn mare about Palicies for the AARC Blueprint Architecture and videos from this course are also available on the A4RC playlist an YouTube
GEANTLY,

A PDK proma video is alsa available to share.

Supporting dacuments are available below for download

Download Material

Show 100 ~ | entrles search: | |
Top Level Infrastructure Management Al Infrastructure This policy template defines the roles of actors in the Research Infrastructure Gaogle
Infrastructure Policy Participants (abides by} and binds the policy set together Dac
Inzident Respanse Infrastructure Management & Security Infrastnacture Security This template procedure provides a step-by-step breakdown of actions 1o take Gaogle
Procedure contact Conlact, Services following a security incident. Dac

(abides by}
Membership Infrastructure Management Regearch Community This policy template defines hew Research Communities should manage their Gaogle
Management Palicy (abides by) memkers, including regisiralion and expiration. Dac
Acceplable Infrastructure Management Research C This is a far the to determine rules for the acceptable  Google
Authentication Services (abide by) assurance profiles of user credentials. Dac
Assurance
Risk Assessmant Infrastructure Management, Services & Infrastructure This table can be used 25 a starting point for identifying whether a full Data Gaogle
Security Contact Management Protection Impact Assessment is required. Dac
(completes)
Dinlicws i the Infeacte it Mansnemnant £ Mats Dazeserh Pomeinie Thic darurnant dofinos the ahlinslinns an lnfescnelirs Dadisinants whon Rannla

joint work
with peers in

PN

wiLCGS
weos S
&&I| eoschub

Q\Q\RC http://aarc-project.eu

https://aarc-project.eu/policies/policy-development-kit/
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Templates and guidance on how to implement

AARC

Questl§ e Which identity providers are acceptable for your infrastructure? SAML |dentity
. Federation 1dPs? Social providers such as Google, Facebook etc?

. e
capability at their home organisation?
« Do your services, or a subset, require step-up (multi-factor) authentication?

The following chart can be used to help determine an appropriate assurance profile for you.
Refer also to AARC Guideline 21:

AARC Assam
IGTF Dogwood
RAF Cappuccino
IGTF Birch

Singhe factor

RAF Espresse

- Multifactor

Questions to ask yourself when defining this policy:

e How much certainty does your community require of the identity? Review each of the

,LD.LD.LLED.ES_](LEDDP‘-‘-Q vettina analitv_and

st Probection mpact Asssssmant . an
Inftad guiicle for commurities

http://aarc-project.eu

Q\.’\RC
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Adoption — by new (national) proxies, and: PDK seen as a ‘neutral go-to’

(e

SCZ TRUST-FRAMEWORK

Policles, data processor role etc

ilﬁl}lii FEHIFHIE

== But Brand Yer Cattle
e
== TS B || =

Policy Development Kit showing up without me prompting
in a Dutch collaborative science presentation ...
(slides: Raoul Teeuwen, January 2019)

And much more (do we want a list?):
* PDK adoption: by HDF, WLCG
* MMS services adopting AUP
* LSAAI R&S+DPCoCo
* EOSC-HUB and WLCG
policy framework revision
* AUP by many (even by a FH)
* FIM4R impact

49



Bringing Infrastructures Together — the WISE road

AARC

Activities

WISE Workshops

WISE meets regularty at workshops that are organised at least twice a year, with an extended one often coupled with another event,

and a smaller one just for the WISE mambers.

WISE Working Groups

The main work of the community happens through Working Groups. For a Working Group to exdst it must have a

Home  Activities +  Published

Vice Chair, and a concrete objective for the group. This objective may be, for example, a set of guidelines, a
training. Once the Waorking Group's objective has been achieved the group is either retired or a new objective shof

Active Working Groups:

Working Groups being created:

= Incident Response & Threat Intelligence Working Group (IRTI-WG)
= Security Communications Challenge Coordination Working Group (SCCC-WG)
# Security for High Speed Transmissions Working Group (S4HST-WG)

Coordinating Information Security P
for e-Infrastructures O 2%
* More than just the home of SCI CM.EEY

* Broad collaboration: steering group with
EGI, GEANT, EUDAT, PRACE, XSEDE, OSG, TrustedCl,
HBP, WLCG, LIGO, SURF, CERN, CSC, JSC, & Nikhef.

Q\ARC http://aarc-project.eu
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AARC

Example of WISE coordination — evolving the Sirtfi challenges

The first Sirtfi challenges were run ‘by AARC’ to establish the guidelines

But: many ‘logical’ candidates that could all run the test

... and all have an interest in knowing the result so to establish trust!
* eduGAIN

* GEANT.org

* any EOSC-HUB and e-Infrastructure CSIRT teams

* the IGTF (as it leverages federated identity in RCauth, TCS, ClLogon)

* each of the e-Infrastructures XSEDE, EGI, EUDAT, PRACE, OSG, HPCI, ...

* every research infra with an interest: WLCG, LSAAI, BBMRI, ELIXIR, ...

and any institution (or person) with access to https://mds.edugain.org/ can run them, of course!
‘so in a short while, all the email in the world will be on Sirtfi Incident Response tests??’

.Q\p\RC http://aarc-project.eu o



Challenge elements — what is valued or expected might differ ... A_ARC

A single test and challenge can answer one or more of these questions

ability to J confidentiality ‘
take action
— r investigative capability

e

timeliness

e

* when data available: infrastructure can set its own level of expectancy and gives deep trust
* assessment supported with community controls (suspension) gives a baseline compliance

Communications challenges build ‘confidence’ and trust — an important social aspect!

« different tests bring complementary results: responsiveness vs. ability act, or do forensics

* unless you run the test yourself, you may not be growing more trust in the entities tested

« for a ‘warm and fuzzy feeling of trust’, share results: but this is sociologically still challenging ...

Q\p\nc http://aarc-project.eu -



Continued engagement and coordination: WISE SCCC JOINT WG AARC

WISE Community:

Security Communication Challenges WISE
Coordination WG (SCCC-WG) SIG-ISM

Introduction and background REFEDS

Maintaining trust between different infrastructures and domains depends largely on predictable IGTF
responses by all parties involved. Many frameworks —e.g. SCI and Sirtfi — and groups such as the
coordinated e-Infrastructures, the IGTF, and REFEDS, all promote mechanisms to publish security
contact information, and have either explicit or implicit expectations on their remit, responsiveness,

53
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(AARC

Main achievements in Policy Development Coordination

Policy Development Kit =) Lasting resource for both
emerging and established communities

=) Supports alignment also of e-Infrastructures

=) Continuous evolution happening in practice:
security policy for WLCG, LIGO, and EOSCH

WISE and SCCC JWG coordination =» AARC brought together security coordination
(SIG-ISM, REFEDS, EOSCH-ISM) and articulated need across many domains

After | WISE: new working groups like the SCCC JWG, and evolution in SCI
FIM4R, GN4-3 EnCo, EOSCHUB-WP44, AEGIS, REFEDS, GN4-EOSCH-CA!

QM\ RC  http://aarc-project.eu



AARC

WISE SCI and SCCC
IGTF

REFEDS

SIG-ISM

FIMA4R
aarc-community.org

. ®
-5+ CEIGTF
i €
w ' s E Interoperable Global Trust Federation
AP|EU|TAG

COMMUNITY EOSC-hub
séanT )

NT
7~
% Reveos FIM4R

Q\p\ RC  http://aarc-project.eu
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Beyond the end of the world ... oh well, of AARC AARC

——

* Sirtfi & the Registry l WISE —COW\W\umity\

* Communications Challenges
l{ GTF‘ REFEDS
* Attribute Authority operations !
BETYV T AEQGIS

* SCl evolution and its assessment to support trust ' FIM4R

* Acceptable Use Policy rCo{ l[aboration EOSCH-G N/:(

mm——

* Assurance profiles: adoption & suitability in high-risk cases

* Policy Development Kit evolution national, domain and COVIV\W\MV\IH:g gréups

* Data Protection guidance for global research collaboration

.Q\p\ﬁc http://aarc-project.eu .



AARC Community — towards EOSChub, GEANT4-3, and the Research Infra’s

=y
GEANT

: GN4-3 Work Package 5 *
Pages

» Blog

B Calendars

PAGE TREE

* Meeting nates
* T0 - Work Package Coordination
¥ T1.1 - edurcam

* T3 - eduGAIN

* T2 - Trust and Identity incubator
* T3 - T&l Operations

¥ T4 - T&l Enabling Communities

= eSclence Global Engagement

3 Space tools “

Create

Dashboard / GN4-3 Trust and Identity Activity (WPS) / T4 - T&I Enabling Communities B

eScience Global Engagement

The “eScience Global Engagement’ of EnCo in the GEANT project s there to support those developments i
large, and do that by means of supporting the work in the existing forums such as WISE, FIM4R, IGTF, REFE

Assigned People  David Groep (coordinator), Maarten Kremers, Mikael Linden, Hannah Short, Uros St
but keep in mind that it - by design - engages far wader, expands on the AARC Policy
ocross the eduGAIN, EGI, EUDAT, EQSC, FIM4R, GEANT, IGTF, PRACE. REFEDS, and W

Communications  aarc-na3@lists.geant.org - for the cross-community global palicy and best practice

sirtfi@refeds arg - Security Incident Response trust framework on Federated Identit
the eduGAIN support desk)

vigtl net - editors of the o policy fra kand ¢
Federated Infrastructures”)

Overview of Activities
® Planned actiwities 2019

 SCCC - Security Communications Challenge Coordination Joint Working Group
® Assurance Profiles

SIRTFI

AR operation guidelines

Targeted advise on PDK implementation

FiM4R

Planned activities 2019

AARC

.Q\p\ﬁc http://aarc-project.eu

https://wiki.geant.org/display/gn43wp5/eScience+Global+Engagement
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aarc-community.org/policies

wiki.geant.org/display/AARC/AARC+Policy+Harmonisation

Thank you
Any Questions?

davidg@nikhef.nl

AARC

http://aarc-project.ew/
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