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How can policy help you ease collaboration?
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Responding to incidents — sharing relevant information AARC

* Sirtfi take-up at proper organizational level

. s Sirtfi Contacts by Type - May 2018
Beyond basic Sirtfi 10 -
. . 140
 federation-level engagement in process 120
100 93
e Sirtfi+ registry broadens global base s
60 39 6
* engagement in trust groups valuable 0
. 20 3 3 5 .
for federated collective response o — e — .
Organisation SP/ Other Federation Individual Organisation IT [ Organisation NREN CERT
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o Group Description Impact
Figure 2: Sirtfi contacts as listed in the edu( — d by contact type.
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from DNA3.2 Report on Security Incident Response and Cybersecurity in Federated Authentication Scenarios



... the rest we test ...
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AARC

In AARC2 we will further the work undertaken in AARC and provide a fram Ofganisations - SimUIation #2

Month
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?
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What

Incident Response Test Model for Organizations MNA3.3
Incident Simulation #1 Report

Incident Simulation #2 Report

Guideline on Incident Response for Federation Participants

Report on Security Incident Response DNA3.2

16-11-2018

https://aarc-prc| Collaboration

= Role Test 1
Incident Response Test Model for
Identity 1
1dP1
Deliverable MNAZ.Z.3
SP1
Contractual Date: i ora/signi
Actual Date: 16-11-20158
Grant Agreement Mo.: TIne
Work Package: Mad
Task ltem:
Lead Pariner: CERN SP3
- - nups. o usc. fifshibb
https://aarc-prc oleth
MWA Telescope AAF SP 5P2

https://wiki.mwatelesc

ope.org

Draft at https://| UK Fed
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Research

‘AARC-G051’, maybe ?

(@ RC https://aarc-project.eu
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JAS M
WISE SCCC WG WISE AARC

COMMUNITY

WISE Community:
Security Communication Challenges

Coordination WG (SCCC-WG)

Introduction and background

Maintaining trust between different infrastructures and domains depends largely on predictable
responses by all parties involved. Many frameworks — e.g. SClI and Sirtfi — and groups such as the
coordinated e-Infrastructures, the IGTF, and REFEDS, all promote mechanisms to publish security
contact information, and have either explicit or implicit expectations on their remit, responsiveness,

‘@‘RC htpsi/faarc-project.eu https://wise-community.org/events/ https://eventr.geant.org/events/3044



Attribute Authority Operations and ‘MMS assessment’ ((AA RC

Guidelines for Secure Operation of Attribute
Authorities and other issuers of access-
granting statements

3. Operational Guidelines

3.1. Naming

3.2. Attribute Management and Attribute Release

3.3. Attribute Assertions ,
3.4.  Operational requirements 3 3 Attribute ASSErtions Sio™ ™ 250, sue e stsscrs oo senorc e
3.4.1. Key Management reciomisanenemers

Document Code AARC-G048

3.4.2. Network Configuration

) ] 1. Assertions provided by an AA must be integrity-protected. They must be signed by
3.5. Site Security the identified AA, or be transmitted over an integrity-protected channel where the
3.6. Metadata publication server has been authenticated, and preferably both.
3.7. Assessments and auditability
3.8. Privacy and confidentiality | Push model _ _
) Where the protocol supports it, enable protection also of the messages conveyed over the
3.9. Compromise and established channel.
disaster recovery Good examples: SAML Attribute Query should enable message signing and use TLS.
4. Relying Party obligations
Pull model
As a good example: LDAP should enable TLS protection of the channel

@RC hitpsy//aarcprojectes  NEEPS://@arc-project.eu/guidelines/aarc-g048/ 6
https://www.eugridpma.org/guidelines/aaops/
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Traceability in Multi-Domain Service Provider Environments (“D3.2") AARC

All what we have, and what we ‘lump in’ here (since it has nowhere else to go)

* SCl v2 and the assessment methodology

* Managing the proxy: data minimization, why the proxy can release attributes and still be
data-minimalistic (“Interest of users to reduce the release of personal, as well as the
potential risks for the users info vs. the need of resources to have proper accounting and
security”)

* Policy Development Kit — how to help infrastructures meet their requirements on traceability
and much more

should G021 (“exchange of assurance information between infrastructures”) go here as well?

(@RC https://aarc-project.eu /
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Service policies: helping peer-reviewed self-assessment in SCl and more

2

SCI assessment framework is there

mapping to ISO 27k is quite rough, though ...

SCI-V1

https://wiki.geant.org/display/WISE/SCIV2-WG+documents
subsections _|

Operational Security [OS]

051 - Security Model

0S51.1 - Authentication

051.2 - Authorisation

051.3 - Access Control

0S1.4 - Confidentiality

081.5 - Integrity

051.6 - Availability

051.7 - Compliance Mechanisms
0S2 - Security Patching

0S2.1 - Patching Process

052.2 - Patching Records & Communication
0853 - Vulnerability Mgmt

053.1 - Vulnerability Process
053.2 - Dynamic Response

054 - Intrusion Detection

0S5 - Regulate Access

Completeness in definition in  SIRTFI v1.0 (dec

whitenaner

yes

yes

yes

yes
yes

20151

0s1

0S2

0S3

0s4
0S5

Infrastructure Name:

<insert name>

Prepared By:

<insert name>

Reviewed By:

<insert name>

Operational Security [0S] Maturity
Value X
U -8 0S1 - Security Person/Team #REF! [#
- Risk Management Process #REF! |#
- Security Plan (architecture, policies, contrals) 20 O

1SO 2700722013 3.1 - Authentication

3.2 - Dynamic Response

3.3 - Access Control

3.4 - Physical and Network Security

3.5 - Risk Mitigation

9. Access control 3.6 - Confidentiality

3.7 - Integrity and Availability

3.8 - Disaster Recovery

]

3.9 - Compliance Mechanisms

12.5 Control of operationa5,1 - Vulnerability Process

- Security Patching Q1 1.0 @ ganisation,
. 1should
4.1 - Patching Process oo
4.2 - Patching Records and Communication
- Vulnerability Mgmt ® 1 07 @
5.2 - Dynamic Response
- - p sion of key
- Intrusion Detection Q 2 S rmatric
H il . - - it
12.6 technical vulnerability- Regulate Access {including suspension) [ I it asers).
- Contact Information s vertingand
Q1 rantact | lear 3 the chain
. X X of custody
13. communication securit ABC 31 sufficient information must be recarded and  the process should ensure that any apalicant
archived such that the association of the in the future, claiming the same name, is
entity and the subject name can be confirmed indeed the same entity as the original
at a later date. applicant. This s also needed in arder to

9. access control

PKIX RFC 3647

- rendering

131

3.2,4.7,6.1.1,
6.1.2

3.2,55

AARC

Persistent registry {community
membership) implementation and
- |assessment hints
specific obligations are put on the
registry, so a persistent
organsiation is needed to take
care of these requirements. A
community may eutsouree such
obligations to & trusted third
party or operatar.
The {collection of) membership
management and assertion-
issuing systemns and services
constitutes the |ssuing Authority
The registration process shauld be
such that the apparent applicant
enrolled corresponds to the entity
that is supposed to be in the
registry.
The registration dataand any
issued assertions constitute the
‘credential of the user',
The registrar is responsible far all
vetting and must record this
information for as long as needed
{as long as the entity is in the

(@ RC https://aarc-project.eu

http://wise-community.org/sci/

https://wiki.eugridpma.org/Main/AssuranceAssessment

- |Hints 1



Policy Development Kit

Get Started with Policies

A moodle course is available to learn more about Policies for the AARC Blueprint Architecture and videos from this course are also available on the AARC playlist an YouTube

GEANTLy,

A PDE promo video is also available to share.

supporting dacuments are avallable below for download.

Download Material

Show 100 ~ | entries

Top Level
Infrastructure Policy

Incident Respanse
Procedure
Membership
Management Palicy
Acceptable
Authenticaticn

Assurance

Risk Azsessment

Dialiew e thie

Infrastructure Management

Infrastructure Management & Secunty
Cantact

Infrastructure Management

Infrastructure Management

Infrastructure Management, Services &
Security Contact

Infractrarbien Mansnesnont & Dok

Al Infrastroctune
Participants [abides by}

Infrastructure Security
Contact, Services
(ahides by)

Research Community
{abides by)

Research Community,
Services (abide by)

Infrastructure
hanagement
{completes)

Dasaarmh Mememnnite

Search: |

This policy template defines the roles of actors in the Research Infrastructune
ancl binds the policy set tagether

This temiplate procedure pravides a step-y-step breakdown af actions to take
follawing a security incident.

This policy template defines how Research Communities shauld manage their
memnbers, including registration and expiration.

This is a placeholder far the Infrastructure o determine rules far the acceptable

assurance profiles of user credentials.

This table can be used as a starting point for identifying whether a full Cata
Protection Impact Assessment is required.

Thi= Aeenenont defines tha shlinsticne an infractnaebors Dockicieoanbs wihan

introduction video — training — 9 reference templates — continuous improvement

Gaogle
Doc

Gaogle
Do
Gaogle
Do
Gaogle

Diac:

Gaogle
Diac

el

2

AARC

(@ RC https://aarc-project.eu

https://aarc-project.eu/policies/policy-development-kit/
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Supporting e-Researchers and communities (“D3.4") AARC

All what we have, and what we ‘lump in’ here (since it has nowhere else to go)

e Assurance

* Acceptable use policy and guidance

* FIM4R

(@RC https://aarc-project.eu 10



Assurance — standard profiles and ‘untangling spaghetti’ AARC

* REFEDS RAF profiles (feasible assurance from all over R&E federations — as far as we can!)
* inter-infrastructure profiles and relying-party oriented profiles (IGTF BIRCH, DOGWOOQOD)
* how to express social media assurance, for citizen science and in support of account linking

AARC-G041

5. Profiles... U .

Expression of REFEDS RAF assurance components for identities dernved AAR C
from social media accounts - 51. REFEDS RAF proﬁles . S 5
52 Supplementary IGTF proﬁles for Infrastructures... - 6
e 0.3, SUpplementary specific profiles for Infrastructures ... .7
3. RAF component recommendations Lorg/assuranc 54. Atribute freshness assurance component... .8
The above-listed consideration lead to the following guidance on asserting assurance 1.0rg/assuranc 55. Implementation notes.......... o] o pUt AARC GOZ]. here'-’ 8

component values:

ition.se/loa/2fa

skolfederation.se-2fa  [https://www.skolfederatio

The Infrastructure ID is based solely on a social | Assert profile AARC-Assam j.se!pollcy/assurance{al‘l SWAMID-AL1 [https://www.sunet.se/swa
account, and no additional information has DO NOT assert any REFEDS RAF component 1.se/policy/assurance/al2 SWAMID-AL2 [https://www.sunet.se/swa
been collected and no heuristics applied to values : - - -
change the assurance sirtfi Sirtfi [https://refeds.org/sirtfi]
The Infrastructure 1D is co-based on a social ID, | Assert profile AARC-Assam )
but there are linked identities, either provided ALSO assert authn-assu rance/aspen IGTF-ASPEN [httpS:HWWW'Igtf'net/apjaL
externally or based on information https://refeds.org/assurance/ID/unique suthn-assurance/birch IGTE-BIRCH [https:!!www.igtf.netfap!aL
indenendentlv obtained bv the broxv throueh
https://igtf.net/ap/authn-assurance/cedar IGTF-CEDAR [https://www.igtf.net/ap/at
https://igtf.net/ap/authn-assurance/dogwood IGTF-DOGWOOD [https://www.igtf.net/ap/at

(@ RC https://aarc-project.eu

11

https://www.iana.org/assignments/loa-profiles/



Untangling Assurance Spaghetti: AARC
Comparison Guide to Identity Assurance Mappings for Infrastructures

IGTF Levels of Authentication Assurance REFEDS Assurance Framework Kantara Identity Assurance Framewaork: - KLAF-1420 (0R-SAC) elDAS - electronic identification, authentication and trust services
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WISE Baseline AUP — and how to apply it for your Infrastructure AARC

AARC-1044
* Includes the final WISE Baseline AUP text

e for both ‘community-first” and ‘user-first’
MMS services (attribute authorities)

* examples make it concrete
5.2. Example

The following example shows a cc
the appropriate Acceptable Use P

Quick take-up by e-Infras
(bOth gIObal and national) This Acceptable Use Policy and

govern your access to and use (
data) of the resources and servi

he3epp@nikhef.nl

security@nikhef.nl

3. The WISE Baseline AUP

The WISE Baseline AUP' in its preamble and final clauses, it given below. The blue text
elements should be substituted in-line, whereas the green elements are optional and need to
be provided only when needed, e.g. based on the guidance in this document.

Acceptable Use Policy and Conditions of Use

This Acceptable Use Policy and Conditions of Use ("AUP”) defines the rules and conditions that
govem your access to and use (including transmission. processing, and storage of data) of the
resources and services ("Services") as granted by {community, agency, or infrastructure name} for
the purpose of {describe the stated goals and policies governing the intended use}.

<To further define and limit what constitutes acceptable use, the community, agency, or
infrastructure may optionally add additional information, rules or conditions, or references thereto,
here or at the placeholder below. These additions must not conflict with the clauses 1-10 below,
whose wording and numbering must not be changed.>

1. You shall only use the Services in a manner consistent with the purposes and limitations
described above; you shall show consideration towards other users including by not causing

the purpose of studying short-range nucleon-nucleon correlations by means of
electron-induced two-proton knockout from Helium-3.

... follows Baseline AUP standard ten clauses ...
The administrative contact for this AUP is:
The security contact for this AUP is:

The privacy statements (e.g. Privacy Notices) are located at:
https://www.nikhef.nl/privacy
(@RC https://aarc-project.eu

harm to the Services: vou have an obliaation to collaborate in the resolution of issues arisina

13




Our collective wisdom from AARC2

'AARC

AARCHD44 Implementers Guide to the WISE Baseline An:eptahle Usa Policy
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ASRC-G0AZ Data Protection Impact Assessment — an [nitial guide for communities
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ASRC-G047 Expression of REFEDS RAF azsurance components for identities derived from
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ALRC-G021 Exchange of specific assurance information betwaean Infrastructures
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AARC-1050 Comparison Guide to Identity Assurance Mappings for Infrastructures

Description of deliverables

DNA3.1 - Report on the coordination of accounting data sharing amongst Infrastructures (initial phase) - (M12)
DNA3.2 — Report on Secunty Incident Response and Cybersecurnity in Federated Authentication Scenarios (M22)
DNA3 .3 —Accounting and Traceability in Multi-Domain Service Provider Environments (M23)

DNA3 4 — Recommendations for e-Researcher-Centric Policies and Assurance (M24)

D3.1 : DNA3 2 - Report on Security Incident Response [22]

Report on Secunty Incident Response and Cybersecunty in Federated Authentication Scenarios

D3.2 : DNA3 3- Accounting and Traceability in Multi-Domain Service Provider Environments [23]

Accounting and Traceability in Multi-Domain Service Provider Environments

D3.3 : DNA3 4 - Recommendations for e-Researcher-Centric Policies and Assurance [24]
Recommendations for e-Researcher-Centric Policies and Assurance

D34 : DNA3.1 - Report on the coordination of accounting data sharing amongst Infrastructures (1mitial phase) [12]

This document assess privacy «rcre
ensure smooth and secure seru

Policy Development Kit
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What is the Policy Developrment Kit?

iz malzrial s prosided Woosappen . decea] nlesaveares i aduplog o enlenzing = poivy zel Uil iegalsbes U oersbon a0 vee o
Infraskraztars @ e with e 64830 Bluepar: Srebitechute. Tae pehzes anc B1znc b armadieg a skzrirg pone. sa that Research Irrastrasurss dorot hree b wo-roent the
Al =l

With o wide ronge of identity assurance frameworks to chaase from, the most appropriote choice of assurance profife for o use cose (on
the social end community context in which the assurance is necded) may be viewed os confusing. The choice of Coppucding or Espresso Ge-t Started Wl'th PD“CIE'S

Assom fram Uie AARC social media assurance, Birch arnd Dogwood from Uhe Inleroperable Global Trust Federalion, Sitver ond Bronze fre.. o,
Jrom balh Kanlaro and NIST SPE00-63 - alf of these mernil o policy mapping and comeanison framework, 1n Uis whilepaper, we Jdenlifly the Jmpf.'tja [rus{ assumplions {in research
and colfeboration framewarks, the REE identty federotions, general private sector fromeworks ana e-government schemes) and present o way of comparing these framewarks.

. mare information ...

(@ RC https://aarc-project.eu

srom coomrs ot E

plus all our AARC1 wisdom!
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and the AARC-GO051 incident response process draft?

Salhilinal werarnd sl herizelice



Since Milano - our final 6 months

(@ARC https://aarc-project.eu
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Some loose ends AARC

For the “service-centric” work a final touch is needed on how to apply the frameworks
and help interoperability

* Assessment methodology for SClI —and how is peer-reviewed self-assessment better then
pushing everyone through 1SO27k

* How to apply data minimization in attribute release from the membership services

For Assurance
* Do our high-assurance in REFEDS (“Espresso”) actually meet the target community need?

* Do we need to update G021 (“Exchange of specific assurance information between
Infrastructures”), which is also on Zenodo, before we close?

Incident Response: we should publish draft response procedure before the end (as ‘G051’)?

(@RC https://aarc-project.eu 16



Adoption — how to promote that for ourselves and the review?

2

AARC
And much more (do we want a list?):
* PDK adoption: by HDF, WLCG
But Brand Yer Cattle * MMS services adopting AUP
E L e i RN e LSAAI R&S+DPCoCo
_ = . + EOSC-HUB and WLCG
ST e @%

Policy Development Kit showing up without me prompting
in a Dutch collaborative science presentation ...

policy framework revision

AUP by many (even by a FH)
FIMA4R impact

o
(@ RC https://aarc-project.eu
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Beyond AARC — how can the good work continue and thrive? AARC

« EOSC-HUB: mainly WP4.4 “ISM”, WP5.1 “AAl”, and WP13 “Virtual Access” for RCauth
* GN4-3: T5.1.4 — eduGAIN security operations and readiness
* GN4-3: T5.4 — enabling communities

Without specific funding but endorsed by funded infrastructures & projects:
* |IGTF

 Collaboration Agreement GN4-* and EOSC-HUB

* WISE

e AEGIS

* REFEDS

* FIM4R

Complementary sources: national e-Infrastructures, domain funding, ESFRIs and EOSC projects
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Finding a home — some proposals AARC

Sirtfi
e already in a REFEDS WG (Sirtfi+)
* ‘response model’ to the extent it involves federations can go here as well

e actual incident response plus readiness challenges on federated ID side go with
new eduGAIN security capability

Communications challenges for security that involve also the Infrastructures
* WISE, specifically the new SCCC WG
* needs some love and care from all Infrastructures

Infrastructure-specific challenges remain infrastructure, but coordinated through SCCC
* like the IGTF RAT CC
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Finding a home — some proposals AARC

SCI Assessment

 WISE SCI WG, with assessment in the IGTF

e support through EOSC-HUB WP4.4 and GN4-3T5.4

* but obviously also from PRACE, XSEDE, GridPP, SURF, &c

Assurance Profiles — from federations to Infrastructures, and between R/E infrastructures
 the ‘feasible’ assurance and alignment with IdPs and federations belongs in REFEDS RAF
 assurance requirements of, and exchange of assurance between, infrastructures: in IGTF

AUP and Terms of Use
e the home is WISE SCI, but it needs care and nourishment from EOSCHUB and GN4-3
» extends beyond just WP4.4/T5.4 and involves e.g. also eduTEAMS, Checkin, B2ACCESS
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AARC

Finding a home — some proposals

Data Protection and GDPR - service centric policy support

* we should lean heavily on AndrewC and the TF-DPR, but more is needed

* risk-assessment methodology for infrastructures and communities

* consultancy role for new communities to enable use of the infrastructures -> mailing list?
* joint GN4-3 + EOSC-HUB + WLCG effort, homed (for lack of anything else) in AEGIS?

Tuning the policy development kit

* the WISE SCI WG can coordinate, but the effort should come from somewhere

* again GN4-3 + EOSC-HUB (EGI, EUDAT) seem the natural choice, with input from PRACE
» other sources have been very successful as well: HDF, GridPP, SURF

For the rest and new things needed, leverage GN-EOSCH collaboration agreement & AEGIS?
* one-on-one consulting with communities highly appreciated also beyond AEGIS,
but must be and be seen as neutral (maybe a FIM4R or WISE WG? or RDA?)
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AARC

From now on ...

* Coherency of vision and an umbrella for Collaborative policy work will be more challenging

» Exploit personal overlap in the various groups (and cross-membership of lists)

* Provide a forum for cross-fertilization through continued joint workshops
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Thank you
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