Getting your Extended Validation certificate from the Gen3 TCS
“DigiCert” re-issued

As announced by DigiCert on July 7" in

https://knowledge.digicert.com/alerts/DigiCert-ICA-Replacement

all certificates issued by our “TERENA SSL High Assurance CA 3” CA, the one used for all Extended
Validation certificates of the 3rd generation TCS, will be revoked on July 11th, i.e. this week-end
Saturday. Extended Validation is the certificate profuct that gets you either a ‘green address bar’ or
the name of your organisation immediately shown when the padlock is clicked in the browser.

If, by now, have ready access to the TCS Gen4 “Sectigo” service and can issue EV certificates there
(because an EV anchor is already in place), that is the preferred route. And anyway, you should — as a
backup plan —also get OV “GEANT OV Multi-domain” certificate replacements done.

But if you want EV and can complete this process, partially by hand, today or tomorrow, you can try
‘re-issuance’. As described by DigiCert, they offer (obviously free) replacements, that will be valid
also after Saturday. These certificates

e Must be “re-issued”

e Will get a new intermediate CA “DigiCert EV RSA CA G2”, so also the certificate chain file
must be replaced
for Nginx, this is thus also the second PEM blob in the certificate file
for Apache httpd, this is content of the SSLCertificateChainFile
for 1IS and other products, please see your documentation

e You must have up to 30min of patience
(and possibly longer if the EV validation for your organisation or your domains, has lapsed)

e You can re-use the same key pair (by using the same CSR)
e You can do this all also on behalf of any users and certificate owners in your organisation

e You must restart or reload services afterwards

Instructions from DigiCert
In a very concise way, DigiCert said it all:

What Action is Required?

1. Sign in to your account and locate if your certificate(s) are affected.
2. Reissue ("Replace" if you are still managing certificates on the MSSL/CWS portals) and re-install affected certificates before July 11.



Step by step guide

1. Login, with an Administrator account from your organization — the same one you used
before May 1%, at
https://www.digicert.com/account/login.php

2. Go to “Certificates” -> “Orders”
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3. You can search for your certificate by order ID, and order IDs affected were sent to you by
DigiCert (in the mail from Ruud-Maarten). Or look the hosts up by name.

Status Search

+ Show advanced search

Order # Date Common name Statu:

3303935 Quick View 13 Aug 2018 webmail.nikhef.nl Issuel

4. You can re-use the same CSR. That CSR is helpfully given on the order page, so klik on the
Q_rder number (n‘qt__the Quicl_;_ View), and find the CSR viewer:

webmail.nikhef.nl Issued 13 Aug 201817 Aug 2020
Certificate Details Certificate Actions «
Gemmon Name  webmail.nikhef.nl Serial Number  019B13BDCBSCTTOEN419377111762524

Check certificale installation (4
heck oertificate installation (3 CTLogging  Logged to public CT Logs @

SiNs  webmaiLrikhef.nl 2
mobi niknef.n (2
webmailz nikhef.nl [

26762ADOGOFES ] 5B EDSIEAOTOBCDAFEDNOT3037

ha256

mailman.nikhef.rl (2"
soqo nikhet.nl (2

ExtraMames 5 (currently using all 5

\  TERENA SSL High Assi
Purchased
Organization  Nikhef

CSA Included View
Amsterdam, NL

and click on “View” to see the CSR blob.

View CSR *

CSR Details
y al
webmail nikhef.nl RSA Stichting FOM
Organization Unit Key size Country
Nikhef 2048 HNL

Copy that into your clipboard buffer, by clicking once inside the text. Make sure you select
all (that’s the default anyway).



5. From the “Certificate Actions” button, select “Reissue Certificate”

Certificate Actions ~ m

Serial Number 019812 Send Certificate 76252A

CT Logging Lngge-l Reissue Certificate I

i Renew Certificate L
Thumbprint  26762A1 =E00073D37

Revoke Certificate
Signature Hash  sha256
Issuing CA TERENA SSL High Assurance CA 3
Validity 13 Aug 2018 - 17 Aug 2020

CSR  Included View

6. Inthe CSR text box, paste the CSR you copied in step #4:
EV Multi-Domain

Note

**+| et op***: na 30 april 2020 levert DigiCert geen certificaten meer aan SURFcertificaten. DigiCert certificaten blijven wel
geldig tot hun verloopdatum, ook als die na 1 mei 2020 valt.

Updates omtrent de migratie sturen wij aan ra@uw-il ing.nl. C: of dit adres bij jouw instelling actief is!

‘Add Your CSR ®
Click to upload a CSR or paste one below

zrac

* Common Name

S
but do not change the other fields. Otherwise, important subject altername names might be
lost, and you have an operational problem later.

7. Scroll to the bottom of the page. You can even type a reason for re-issuance in case you
want. Anyway, press “Request Reissue”

Reason for Reissue

Recovering from mass revocation

g. lost private key, new server, etc.)

Cancel Request Reissue

8. You get a dialog box to confirm the subjectAltName. Make sure that all names are there, no
names are added, and no names are lost:

Confirm Certificate Changes

@ Because no names have been removed, the existing certificate and any duplicates will not be revoked.

Changed Field Current Certificate Details Proposed New Certificate Details

Common Name webmail.nikhef.nl webmail.nikhef.nl

SANs webmail.nikhef.nl webmail.nikhef.nl
mobi.nikhef.nl mobi.nikhef.nl
webmail2.nikhef.nl webmail2.nikhef.nl
mailman.nikhef.nl mailman.nikhef.nl
sogo.nikhef.nl sogo.nikhef.nl

and the “Confirm Request”

9. (potentially, only in exceptional cases) At this point, a mail may be triggered to the
organisation/domain owner. Whether this happens depends on the validation status of the
org and domain. It might be automatic as well. Otherwise, catch the mail to the EV validation
user, as shown below, and approve it. It should not happen, but may.



|
Stichting Nederlandse Wetenschappelijk Onderzoek Instituten

Stichting Nederiandse Wetenschappeljk Ondarzoek Instituten

Acertificale has been requested for webmail.nikhef nl

Commen Name: webmail.nikhel.n|

SANs: webmail.niknef.nl.mobi.nikhef.nl.webmail2.nikhef.nl mailman.nikhef.nl sogo.nikhef.nl
Requested by: David Groep davidg@nikhet.nl

Requester Comments: Recovering from mass revocation

To review and approve this request, please visit
dicicart curs 0763

Thanks!

o R s T

10. You get the confirmation dialog that issuance is pending. Click on “View Order” to get the
sidebar status:

@ Order #22704883  x

O View Order + Submit your order
+ Upload CSR
+ Prove Control Over Domains @

-~

You've Completed

Approval
 Approved by David Groep

Request Information DigiCert Has Completed...
User + Verify Organization Details @
David Groep (davidg@nikhef.nl) Issue Certificate

Request Date

08 0u1 2020 23:37

Division Download Certificate As
Stichting Nederlandse Wetenschappelk

Onderzoek Insttuten 2 Send Certificate

It will be in “Issue Certificate” pending status:

DigiCert Has Completed...

+ Verify Organization Details ®
Issue Certificate

11. Please proceed to the full order page, by entering the order ID in the search box and “Go”ing

Status Search

12. Click on the order number, not on the “Quick View”:

+ Show advanced search

Order # - Date Common name

22704883 | Quick View 04 Mar 2020 www.eugridpma

13. Wait until it actually re-issues, which you can see by refreshing and looking for

S Certificate Actions Download Certificate As ~

ww.eugridpma.org Serial Number ~ 0726BB945AB8A2A5F0DD4BT2B28D -crt (best for Apache / Linux)
1eck certificate installation I:/ll

CTLogging  Logged to public CT Logs @ .p7b (best for Microsoft and Java)

ww.eugridpma.org [ More Options...
ey of4 Thumbprint  DA47CE2ACFACT AA3C629FEAA2BCDTCTDI o P 1o
ww.igtf.net [’

ww.eugridpma.info [f;' Signature Hash  sha256
ww.gridpma.org =

Issuing CA  DigiCert EV RSA CA G2

ww.gridpma.net B
Once re-issued, you and/or the original certificate requester also get the email with the

canonical ZIP file.

PLEASE wait until you actually see “DigiCert EV RSA CA G2” here.
This may take up to ~30 minutes, but could be as quick as 5 seconds.
If you continue before re-issuance is done, you get the old cert back. So, really ...




14. At this point, make sure you get both the new certificate as well as the new intermediary:

Individual Certificate Files

Certificate Intermediate Certificate Root Certificate
www.eugridpma.org DigiCert EV RSA CA G2 DigiCert Global Root G2
Download , Download Download

--——-BEGIN CERTIFICATE-—— = ]| - BEGIN CERTIFICATE-——— & | | ——-- BEGIN CERTIFICATE---—-
MITHOTCCBrmgAwIBAQIQBya7lFq40qXw3Utys MIIFPDCCBCSgAWIBAGIQAWePH++II1XYSKcOa MIIDjjCCAnagAWIBAQIQAZrx5qCRqaCTKGSXH
G9wOBAQSFADBR

DVQQGEWJVUZEVMBMGALUEChMMRG1na

vOBAQSFADBE 3uyIDANBgkqhkiGIwOBAQSFADBh
zEVMBMGA1UEChMMRG1na MQSWCQYDVQQGEWJIVUZEVMBMGALUEChMMRG1na
\YDVQQDEXVE UN1cnQgSW5jMRKWEWYDVQOLEXB3
0EGQOEGRZTWHhCNM ) AWN d3cuzGlnaWNlcnQuy29t HgYDVQQDEXAE:
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15. Install both of these in your favourite server software
you can in this case leave the key file unchanged, since the re-issued cert is based off the
same keypair.

And now go for the next certificate you need to replace.

You can do this also via the API — but no ready tool is available at this moment (if you build one,
please share it!)

What should go where?
In the SSLCertificateChain file, you should have the following content for the DigiCert EV RSA CA G2

MITIFPDCCBCSgAWIBAGIQAWePH++II1XYsKcOa3uyIDANBgkaghkiGO9wOBAQsFADBAh
MQOswCQYDVQQGEwWJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5JMRkwEFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAWHgYDVQQDExXdEaWdpQ2VydCBHbGO1YWwgUm9vdCBH
MjAeFw0yMDA3MDIxM]QyNTBaFw0zMDA3MDIxM]QyNTBaMEQxCzAJBGNVBAYTALVT
MRUWEWYDVQQKEwxEaWdpQ2VydCBJbmMxHjACBgNVBAMTEFURpZ21DZXJOIEVWIFJT
QSBDQSBHMjCCASIWDQYJK0ZIhvcNAQEBBQADggEPADCCAQoCggEBAKOeZsx/neTr
f4MXJz0OR2E£JTIDENS8AWUAUThy4gIOvp708LAAHX2h3bbf8wl+pGMSxaJK9ffDDCD
63FggFBgE9eTmo3RkgQhlu55a04LsXRLcK6crkBOO0OdjdonybmhrfGrtBgYvbRat
xenkv0Sg4frhR14wYh4dnWOLOVRGhbt1G50Q019zm9CgM1q7L1UdAE+6d3a5++ppfG
cnWLmbEVECLHPANb1+/iKauQpQlUIMi+wEBnjES5tK8Q778naXnF+DsedQJ7NE1i+b
QoonTHEz9ryeEcUHUQTv7nApa/zCges51XnlpMs4LZI3SVgbkTLj+RbBov/uiwTX
tkBEWawvZH8CAWEAAAOCAGswggIHMBOGAL1UADGOWBBRGT1C,/mGidW3sgddRZAX1T
ZpIyBjAfBgNVHSMEGDAWGBROI1QgGJIXm427mD/ r 6uRLtBhe POTAOBgNVHQ8BALSE
BAMCAYYWHQYDVRO1BBYWFAYIKwYBBQUHAWEGCCSGAQUFBWMCMBIGA1UJEWEB/wQI
MAYBAf8CAQAWNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzABhhhodHRwO18vb2Nz
cC5kaWdpY2VydC5jb20wewYDVROfBHQwcjJA30DWgM4YxaHROcDovL2NybDMuZGln
aWN1lcnQuY29tLORpZ21DZXJOR2xvYmMFsUm9vdEcyLmNybDA30DWgM4YxaHROcDov
L2NybDQuZGlnaWNlcnQuY29tLORpZ21DZXJOR2xvYMEsUmOvdEcyLmNybDCBzgYD
VROgBIHGMIHDMIHABgRVHSAAMIG3MCgGCCsGAQUFBwIBFhxodHRwczovL3d3dy5k
aWdpY2VydC593b20vQ1BTMIGKBggrBgEFBQCcCATB+DHxBbnkgdXN1IGImIHRoaXMg
Q2VydGlmaWNhdGUgY29uc3RpdHVOZXMgYWNjZXBOYW5])ZSBvZiB0aGUgUmVseWlu
ZyBQYXJ0eSBBZ3J1ZW11bnQgbG9jYXR1ZCBhdCBodHRwczovL3d3dy5kaWdpY2Vy
dC59b20venBhLXVhMAOGCSgGSIb3DQEBCWUAA4L IBAQBSMgrCdY2+09spnYNvwHiG
+91CJIbyELROUsoLwpzGpSdkHD7pVDDFIm3//B8Es+17T1o5Hat+HRDsvRr 7d3MEy
091XkkxLhKEgAPA2Ft2eZfPrTolc95PwSWnn3FZ8BhdGO4brTA4+zkPSKoMX1i / X+
WLBNN29Z/nbCS7H/gLGt7gViEVTIdU8x+H41/X1igZMUDavVmJ+B5d7cwSK7yOoQdf
O0IBGMASMp4LhMzo52rf//kXPEfE3wYIZVHqVuxx1InTkFYmffCX9/Lon7SWaGdg6Rc
k4RHhHLWtmz21TZ5CE021jDsGzCFGIP70T4g6Q80FC381rvdKIJ95¢cUxYzj4tn0T

This is done:

o for Apache httpd usually configured in ssl.conf, under

SSLCertificateFile /etc/pki/tls/tcsg3/cert-igtf.net.pem
SSLCertificateKeyFile /etc/pki/tls/tcsg3/key-igtf.net.pem
SSLCertificateChainFile /etc/pki/tls/tcsg3/chain-igtf.net.pem




with the re-issued certificate (“hostname.crt” in the zip file) going under the
SSLCertificateFile

This same structure also holds for e.g. postfix, and for cyrus imapd (where the intermediate
isin “tls_ca_file”)

for nginx, concatenate the ‘hostname.crt’ and the new DigiCertCA.crt file in this order
together as your new certificate for nginx

The same concatenation holds for OpenVPN servers

In some cases, the intermediate is in another place — see your software documentation.



