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Grid certificates

* The grid needs to know who you are
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Grid certificates

* The grid needs to know who you are

# Public certificate

e
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Keyholder is indeed
Jan Klaassen

----- BEGIN CERTIFICATE-----

MZIEdyCCA12gAwIBAgICCmcVDQYJIKoZxXxcNAQEFBQAwUjELMAKGAIUSBXMCTkwx
DzANBgN6BFoABK5JSOhFRj SDMDAGALIUEAXM6TKLLS8VGIG11ZG1l1bS1zZWNQWmL0
eSBjZXJGalzZbv2F0aW9uIGF1dGgwHhcNMDkwbvIXMDAWMDAWWhCNMTAWOTIXMTQy
NjM4WjBQMRmwzAYDVQQdDzgkdXRjaGdyaWQxDjAMBgNVBAoMBXVzZXJzMQ$zDQYD
VQQKDAZuaWtoZWYxGTAXBgNVBAMMEFdpbGx1bSB2YW4gRW5nZW4wgZ8wDQYJIKoZI
hvcNAQEBBQADgYOAMI/JAoGBAKF fKdXC2ybdKoSwWZeqWE+5dHFGU fqwe#8sI5XR
1XgByN96nA82/xx6DYW/QT14qUcHAYCx+7jFK7s0SD80axb0ZYoDeMmgj6cPyHaC
1L74tiouHD/AaltUKF/HQIijSnDkiOdm3mWk02GQWHffa7S5¢c+1lwcwB8rjtT2ry

EF

and

private key

(your secret!)

----- BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,26c639f0a01b0186

1DEdWeCQldFVZCsSAsBqC2+Tbo2DzQB0/4nFGDvka8GTysL7qU66 rFpwyq94qZib
0Dp71iG5ZxVAV/43Z2dUGYvkci037/6dArm3b0e/CruvgD9upeC4A40sUraoK4hMB
n/fs+yTN72NINPkGqGa571u6ToM+XEI8pp5L2zGhjUZxBFZ2iDh2t3GvcFYSDugA
bM90ueRhhONN57N7pnKsiEXoiU1Zw30/mSmIzaxHvWBIVEb5bXiJC/9asXJzGUSF
XCcMQDJGT35ELidAvwSWF7qrcHNVEFPe8gEqANOo3uhoaieNKuCNAP8OaiWnB3DjY .




Yesterday: web, scripts & openss L

@ User Registrationl- Mozilla Firefox CEE
¥ & ~ File Edit View History Delicious Tools Help s @ [[o[EIEEI ke https://ca.dutchgrid.nljreguest/ ~| »
[ @| User Registration ! 4 v

The DutchGrid Certifid $ sh makerequest.sh

IS TR NERTN R I Generating user request and private key in /user/jk/.globus
UL L VERLE Do NOT delete the private key in this directory $ cd ~/.glob
you can download ta your loc NOTICE: you are about to create the cryptographic ki © -groous . .
$ openssl pkcsl2 -export -in usercert.pem -inkey userkey.

Although it seems tedious, h . €ifi . Th i i ‘s hidl
i i i in your certificate. e private key is hig]
claim to be) is kept confident y P Y g -out your-new-packed-cert.pl2
Enter pass phrase for userkey.pem:

information! Do not share it with anyone anj{
o) il to the Certificati Authorit
y mai . © € e].: thica 101.1 v 9r1 y Enter Export Password:
Your private key is stored in a file named . .
Verifying - Enter Export Password:
$ chmod 0600 your-new-packed-cert.pl2

Requestor Information

Family name*

Given name(s)*

Place of birth(2) Generating a 1024 bit RSA private key
Date of birth(2) | |, ++++++ Mozilla Firefox
Country of citizenship* | +H++++ \ e T e s S Pfier o1 i - - <] Y
(nationality) writing new private key to '/user/jk/.globus/userke] @ Firefox Preferences BIE=E .
Passport or driver's license number Enter PEM pass phrase; — a " iyl h
11 4 . AL 3 -
Personal phone (2) Verifying - Enter PEM pass phrase: il = @ o9 = q:}
Professional affiliation ~ [EEEEEEE Main Tabs Content Applications Privacy Security
Organisation* Mailing [CA:medium] certificate request to the Dutc] —
Street address* General | Network | Update | Encryption
ZIP code* WARNING: the certificate request and your private ki{
. Protocols
Work phone* were NOT created in your /user/wvengen/.glj
e dress IF you want to use them with the Globus tof i Use SSL 3.0 M Use TLS 1.0
mail a ress . .
EDG middleware, you MUST place these files Certificates
Certificate Information yourself (including the signed certificate ST B SR e m‘mmmMImmﬁrgmt'-f- —
Certificate Type: be sent to you by the CA O select one au ertificate Manager _][3][x
Organization 1 Please preserve your private key, named /user/jk/.g| Your Certificates | People | Servers | Authorities | Others
Organizational Unit: This file is needed alongsi 5 5 View Certificat
gside with the public key y{ - ot : ; .
Fully qualified domain name ||, You have certificates from these organizations that identify you:
applicable ) o In the authentication pr¢ h d Certificate Name Security Device Serial Number Expires Or
Robot function description ( provide a proof-of-posse! DutchGrid Ce b NIKHEF
Your requested certificati may 11:1volve you providinf R q cA .
® Medium security, for use i below: SEFVEL O e
O Demo certification, for stu il
N DB0794988C190639DA58D2EF]
Request certification 7C99B262BF34D88064D2ABE7]
. . 11874E26200CD629ACBC13F8] 1 : Y
*** Fill in the registra] k & Help Backup All...

Date of birth | I



Today: jGridstart




Marme
NI' Jan Klaassen

Today: jGridstart

DutchGrid Certification Authorii

Fesermved for CA operdiions Lise

/0=dutchgrid/0=users/0=nikhef/CH=]an I{'Iaassenl
L]0 document valid [ PoP challenge bededd03a849

Surnarme
K1aassen

Civean narmmes
Jan

Place of Birth Date of birth

ldentity paper type, number, country

SOF number reoiomen

lor PP chrllfenge, see CA eree @l Iop o (orm)

Contact Information
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Today: jGridstart




Today: jGridstart

* Single intuitive user-interface
#* No need to use the command-line anymore
* Renewal Is just as easy

# jGridstart (DutchGrid CA)
800 jGridstart 1.1
Certificates  Actions View Help

* Dscar Koaroo Certificate of Oscar Koeroo

NIKHEF

\ Oscar Koeras (527 Your request has been accepted, you can now retrieve your certificate
Name: Oscar Koeroo
Organisation: DutchGrid, users, NIKHEF
Valid: pending
= Details
DM: fOo=dutchgrid/0=users/0=nikhef/CH=0scar Koeroco
Modulus: 8ecff98c0469ca974765...
Subject Hash: ed0al3a4
Usage: Client authentication, Email protection,

[ Request... )

Available now at a Certificate Authority néar you
e
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https://ca.dutchgrid.nl/

Next year: online certificate service

* \Vhat makes it so involved?

* \We need to see your id -

* Secret key must remain private w 4




Next year: online certificate service

* \What makes it so involved?
—We-reedto-seeyrourta—

#* Secret key must remain private
for local use

#* But ... can't this be solved?

* Yes! Terena Online Certificate Service (

#* Generate your certificate with institution login
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Conclusion

Managing your (user) certificate
has never been easier

and it'll only get better :)

supported by

BiG Grid yF







	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12

