Inside
jGridstart

getting to know the application and its components,

dependencies, philoshopy, ideas, bugs, adoption,

problems encountered, their workarounds, solutions,
etc. etc. etc. etc. etc. etc. etc. etc. etc. etc. etc. etc.

Willem van Engen, , 13" of December 2012



http://www.nikhef.nl/
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jGridstart ... what?



file:///home/wvengen/bk-doc/jgridstart/%20http://xkcd.com/508/

goal

use the grid




|Gridstart's goal

get reaqdy to use the grid
A

& stay
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ridstart's goal

get reaqdy to use the grid
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(your secret!)

----- BEGIN CERTIFICATE----- -----BEGIN RSA PRIVATE KEY-----
MZIEdyCCA12gAwIBAgICCmcVDQYJIKoZxXxcNAQEFBQ Proc-Type: 4,ENCRYPTED
DzANBgN6BFoABKk5JSOhFRj SDMDAGAIUEAXM6TK1LS8 DEK-Info: DES-EDE3-CBC,26c639f0a01b0186
eSBjZXJGalZbv2F0aW9uIGF1dGgwHhcNMDkwbvIXMD

NjM4W;jBQMRmwzAYDVQQdDzgkdXRjaGdyaWQxDjAMBg 1DEdWeCQldFVZCsSAsBqC2+Tbo2DzQB0/4nFGDvka8

VQQKDAZuaWtoZWYxGTAXBgNVBAMMEFdpbGx1bSB2YW 0Dp71iG5ZxVAV/43Z2dUGYvkci037/6dArm3b0e/Cru



The process

# User generates key &
certificate signing request (CSR)

# Certificate signing request is sent
to certificate authority (CA)

# User brings proof-of-identity
to registration authority (RA)

* CA signs the CSR

#* User retrieves certificate
and installs it

5 key

" CSR

&=

—

certificate

( ~/.globus }=-

P

NIiiEF ( browser )=

<



Desired user experience

1. Easily discoverable entry point (like web page)
2. Enter details (once, if needed)

3.Submit request <

4 Verify identity <

5. Start using the grid




Desired user experience

1. Easily discoverable entry point (like web page)
2. Enter details (once)

3. Generate certificate and
submit request

4. Print and sign PDF form
5. Verify identity at RA

6. Install certificate into
~/.globus & browser

/. Signup for VOs
8. Start using the grid
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philosophy

user




philosophy
* The user is always right

# when he doesn't know what to do next
# when it iIs unclear what an action would do

# when it is unclear what an action has done




philosophy
* The user is always right

# when he doesn't know what to do next
# when it iIs unclear what an action would do

# when it is unclear what an action has done

we aren't perfect
but | think we could use a little more of this
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philosophy
The User's Bill of Rights.

perspective installation

compliance instruction

control dependencies

feedback scope
usability assistance

v
N I"E F http://doi.acm.org/10.1145/290133.290144
—— http://www-01.ibm.com/software/ucd/designconcepts/userrights.html



http://doi.acm.org/10.1145/290133.290144
http://www-01.ibm.com/software/ucd/designconcepts/userrights.html

i

now show me what's inside!



http://xkcd.com/150/

modules & dependencies

nl.nikhef.jgridstart .
prepare for running jGridstart from a web browser :jgridstart-jws J a Va We b Sta rt
:1.13
A 4
to use bouncycastle with java web start, the best nl-nikhef-jg ridstart
approach is to run a wrapper that unpacks them ‘igridstart-wrapper
and runs them outside of java web start. 19 1.13 PP W ra p
A 4
all jGridstart's dependencies are packed into a n|.nikhef.jg ridstart
single jar, and unused code is removed; this e I . .
considerably reduces the total file size; only Jari start-sma m I n |fy
bouncycastle needs to remain a separate jar. 211,118
/ nl.nikhef.jgridstart mMain
:jgridstart-main
/ S :1.13 .
Y Y Y
nl.nikhef nl.nikhef.jgridstart nl.nikhef
:xhtmlrenderer —\ :passwordcache :browsers
:1.0 :1.0 :1.0
time-limited cache for opening web pages and
passwords entered by importing pkcs#12 files
the user, as well as a 7 \ 2 into web browsers, as well
user-interface for entry - — as discovering which web Y
of passwords; integration nl.nikhef.jgridstart browsers are installed. org.jdesktop
\4 \ 4 for accessing pem files. :osutils :swing-worker
org.xhtmlrenderer org.bouncycastle L. :1.0 1.1
. i - - - _i )
diiving _Sgagcler cole .bcprg\;%dkl5 3% operating system utilities ‘ Y
9.0, ; T ]tcfr writing alnd managing commons-lang
iles securely, executing > . .
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org.xhtmlrenderer org.bouncycastle ) 2.5
:flying-saucer-pdf > :bcmail-jdk15 g
:9.0.1 L :1.46 ;
commons-cli
+ T Y :commons-cli
com:lowagie org.bounc_ycastle » _ at.jta_z 1.1
litext 2 :bctsp-jdk15 :WinRegistry
8Podbol/ L :1.46 J 4.4




modules & dependencies

prepare for running jGridstart from a web browser

to use bouncycastle with java web start, the best
approach is to run a wrapper that unpacks them
and runs them outside of java web start.

all jGridstart's dependencies are packed into a
single jar, and unused code is removed; this
considerably reduces the total file size; only
bouncycastle needs to remain a separate jar.

nl.nikhef.jgridstart
:jgridstart-jws
:1.13

y

nl.nikhef.jgridstart
:jgridstart-wrapper
:1.13

y

nl.nikhef.jgridstart
:jgridstart-small
21LodLS)

java web start

wrap

minify

nl.nikhef
:xhtmlrenderer
:1.0

org.xhtmlrenderer
:flying-saucer-core
:9.0.1

org.xhtmlrenderer
:flying-saucer-pdf
:9.0.1

v

com.lowagie
sitext
o 20dll/

Y

org.bouncycastle
:bcprov-jdk15
:1.46

nl.nikhef.jgridstart
:;jgridstart-main
:1.13

main

nl.nikhef.jgridstart
:passwordcache

:1.0

time-limited cache for
passwords entered by
the user, as well as a

user-interface for entry

of passwords; integration

for accessing pem files.

A

org.bouncycastle
:bcmail-jdk15
:1.46

A

org.bouncycastle
:bctsp-jdk15
:1.46

nl.nikhef.jgridstart
:osutils
:1.0

operating system utilities
for writing and managing

nl.nikhef

:browser
:1.0

S

opening web pages and
importing pkcs#12 files
into web browsers, as well
as discovering which web
browsers are installed.

A

y

Y

org.jdesktop
:swing-worker
1.1

commons-lang

'{ :commons-lang

2.5

files securely, executing >
programs and reading urls.
commons-cli
Y :commons-cli
at.jta 1.1
:WinRegistry
4.4




module: osutils

FileUtils PrivateFileWriter

File(in,out n <<create>> PrivateFileWriter(f)
istFi n th) : Fi f f|| getPath()

F Files : Fi P v sale file COpy getFile()
M E Fi . Fi P write(cbuf : char[]) : void
recursiveDelete(what) : void Ch mOd write(cbuf : char[],off : int,len : int) : void
EachFile(fromFiles : Fil 1l . Fil [l K) :v write(c : int) : void

ile(fi (

r Fi

createTempDir(prefix)

Ex md : Strin input,output) : int
Ex md : Strin L int

write(str) : void
write(str,off : int,len : int) : void
ensurePermissions() : void

ConnectionUtils

read urls

R . 1 .

delete() : boolean

getOutputStream()
TempFileWriter

<<create>> TempFileWriter(prefix,suffix)
<<create>> TempFileWriter(file)

safer tempfiles




# browsers.properties

module: browsers

<<interface>>
IBrowsers

initialize() : void

openUrl(urlString) : void
openUrl(browserid,urlString) : void
openUrl(browserids,urlString) : void
getBrowserList()
getKnownBrowserList()
getDefaultBrowser()
getBrowserName(browserid)
installPKCS12(browserid,pkcs) : void
installPKCS12(pkcs) : void
getBrowserProperties(browserid)

AN

I
firefox.desc = Mozilla Firefox <<realize>>

BrowserFactory BrowserTool

exception

BrowserException

JANWAN

BrowserExecutionException

BrowserNotAvailableException

browsertool -1
firefox.url = http://www.mozilla. I firefox Mozilla Firefox
firefox.exe = firefox BrowsersCommon . .
firefox.uti = org.mozilla.firefox chromium Chrl.omlum
firefox.certinst = mozilla /\ browsertool -b chromium -o http://
explorer.desc = Internet Explorer
o

v
Nl"EF BrowsersUnix BrowsersWindows BrowsersMacOSX

-~



https://github.com/biggrid/jGridstart/blob/master/browsers/src/main/resources/nl/nikhef/browsers/browsers.properties

module: passwordcache

PasswordCache
<<create>> PasswordCache() PEMReader
tinstan - Passwor h

setParent(parent) : void

setTimeout(s : int) : void

getTimeout() : int

setUI(ui : int) : void

getUI() : int

invalidate(loc) : void

getForDecrypt(msg,loc) : char[]

getForEncrypt(msg,loc) : char[]

set(loc,pw : char[]) : void

clear() : void

touch(loc) : void

setAlwaysAskForEncrypt(alwaysAsk : boolean) : boolean
getEncryptPasswordFinder(msg,loc) : CachePasswordFinder
getDecryptPasswordFinder(msg,loc) : CachePasswordFinder

isPasswordWrongException(e) : boolean
isPasswordWrongException(e) : boolean

isPasswordNotSuppliedException(e) : boolean
isPasswordNot liedEx tion : lean
isPasswordCancelledException : boolean

isPasswordCancelledException(e) : boolean

optionPaneSetFocus(c) : void

PEMWriter

PasswordCancelledException
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module: xhtmlrenderer

<<interface>>

IDocumentContainer

<<interface>>
IXHTMLPanel

VAN

<<rez1|ize>>

|
XHTMLPanel ]

d

ITemplateContainer

<<interface>>

html

ITemplatePanel

rendering

JAN based on
<<realize>> flyingsaucer

N

XHTMLPrintable

S
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TemplatePanel

ITemplateDocument DocumentDelegate
/\
\ document
<<rea\lize>> templates

TemplateDocument

<html>
<head><title>Hi there</title></head>
<body>
<hl c="Cool S{thing}"”>Cool foo</hl>
<p if="!S{renewal}">
This is a new <span c="${thing}”/>
</p>
<form><input name="thing”/></form>
</body>
</html>

<


http://code.google.com/p/flying-saucer/
http://jgridstart.nikhef.nl/javadoc/nl/nikhef/xhtmlrenderer/swing/TemplateDocument.html
http://jgridstart.nikhef.nl/javadoc/nl/nikhef/xhtmlrenderer/swing/TemplatePanel.html

prepare for running jGridstart from a web browser

to use bouncycastle with java web start, the best
approach is to run a wrapper that unpacks them
and runs them outside of java web start.

all jGridstart's dependencies are packed into a
single jar, and unused code is removed; this
considerably reduces the total file size; only
bouncycastle needs to remain a separate jar.

Y

nl.nikhef
:xhtmlrenderer
:1.0

Y

Y

org.xhtmlrenderer
:flying-saucer-core
:9.0.1

org.bouncycastle
:bcprov-jdk15
:1.46

nl.nikhef.jgridstart
:jgridstart-jws
:1.13

y

nl.nikhef.jgridstart
:jgridstart-wrapper
:1.13

y

nl.nikhef.jgridstart
:jgridstart-small
21LodLS)

nl.nikhef.jgridstart

:;jgridstart-main
:1.13

modules & dependencies

java web start

wrap

m

inify

main

:1.0

nl.nikhef.jgridstart
:passwordcache

nl.nikhef
:browsers

:1.0

time-limited cache for
passwords entered by
the user, as well as a
user-interface for entry
of passwords; integration
for accessing pem files.

A

org.xhtmlrenderer
:flying-saucer-pdf
:9.0.1

org.bouncycastle
:bcmail-jdk15
:1.46

}A

v

A

com.lowagie
sitext
o 20dll/

org.bouncycastle
:bctsp-jdk15
:1.46

Y Y Y
nl.nikhef.jgridstart
:osutils
:1.0

operating system utilities
for writing and managing
files securely, executing
programs and reading urls.

opening web pages and
importing pkcs#12 files
into web browsers, as well
as discovering which web
browsers are installed.

A

y

Y

org.jdesktop
:swing-worker
1.1

commons-lang

A

'{ :commons-lang

2.5

|

commons-cli
Y :commons-cli
at.jta 1.1
{ :WinRegistry
4.4




ArrayListModel CertificatePair Organisation RA CertificateRequest

F moduler Jjgridsfart-main

CertificateStore cli logging

CertificateCheck
Lﬁ Main LogWindow LogHelper
CertificateStoreWithDefault CertificateCheckException LogWindowHandler
gui util
Main JGSFrame || ComponentCertificateList CryptoUtils GeneralUtils
SublectHashl : loadConfial) - void
- ; ; ; — . . t jectHash(r tConfi
Actionlmport | ActionRequest | ActionViewCertificateList |ActionAbout " rHash(cert tSvstempr rtv(nam
ActionQuit | ActionViewLog tX NameHash(p) : lon getVersionString()
CertificateAction o . . .
getX509MillisecondsValid(cert) : long | | getUserAgentString(middle)
Z.XZ.XX tX DaysVali rt) : lon getUserAgentStringWithoutjaval()
ActionRenew | ActionViewRequest] Actionlnstall| ActionMakeDefault SignSMIME(msg.key.cert)
ActionExport | ActionRefresh | ActionShowDetails . PEMReader
4en ta : byte[l,len : int
PKCS12KeyStoreUnlimited

ActionViewVerificationForm | ActionChangeBrowser

ActionSelectCertificate| ActionOpenURL ca
il <<interface>> CAException
CA
CertificateSelection ErrorMessage signCertificationRequest(req,info,oldKey,oldCert)
uploadCertificationRequest(req,info) : void
URLLauncher URLLauncherCertificate isCertificationRequestProcessed(req,info) : boolean | realizes
<] downloadCertificate(req,info) ﬁ_ allZ€ T T ocalCA
TemplateButtonPanel || TemplateWizard | RequestWizard getCACertificate() :
P P N a islssuer(cert) : boolean airﬁa_hfe??eStCA




important tools & libraries



http://xkcd.com/801/

Maven




Maven: artifacts

com.example.app : my-app : 1.0
group . artifact : version

<groupld>com.example.app</groupld>
<artifactld>my-app</artifactld>
<version>1.0</version>




Maven: default lifecycle

process-resources
compille
process-test-resources
test-compile

test

package

install

deploy




Maven: simple pom.xml

<project>
<modelVersion>4.0.0</modelVersion>

<groupId>com.example</groupId>
<artifactId>my-app</artifactId>
<version>1l.0</version>

<dependencies>
<dependency>
<groupId>junit</groupId>
<artifactId>junit</artifactId>
<version>3.8.1</version>
<scope>test</scope>
</dependency>
</dependencies>

</project>




Maven: standard layout

pom.xml
src/main/java
src/main/resources
src/test/java

src/test/resources

target/classes

target/my-app-1.0.jar
S——
NISEEF




BouncyCastle and JCA

» JCE = Java Cryptography Extensions

encryption, key generation, key agreement, MAC

* JCA = Java Cryptography Architecture
framework for developing and accessing cryptographic
functionality in Java

* BouncyCastle = external Java Crypto Provider

S
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BouncyCastle and JCA

KeyGenerator kg = KeyGenerator.getInstance("DES");
Key key = kg.generateKey();

Cipher cipher = Cipher.getInstance("DES");
byte[] data = "Hello World!".getBytes();

cipher.init (Cipher.ENCRYPT MODE, key);
byte[] result = cipher.doFinal(data);

cipher.init(Cipher.DECRYPT MODE, key);
byte[] original = cipher.doFinal(result);

S
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ProGuard

Input jars Shrunk /“\‘
code Optim. code Output jars

- shrink — - optimize — - obfu = ° |- preverify —

QEF



ProGuard

Input jars Shrunk /s\‘
code Optim. code Output jars

- shrink — - optimize — - obfu = ° |- preverify —
(unchanged) - -
jGridstart main 207 kB
main + most deps 3.4 MB
small 1.7 MB
BouncyCastle dep. 1.8 MB
Wrapper (total) 3.0 MB

incl. jGridstart, dependencies, BouncyCa%‘




Java Web Start




Java Web Start

<?xml version="1.0" encoding="utf-8"?>
<jnlp spec="1.0+" href="jgridstart.jnlp" codebase="http://ca.dutchgrid.nl/start/">
<information>
<title>jGridstart 1.13</title>
<vendor>NIKHEF / Stichting FOM</vendor>
<homepage href="http://www.nikhef.nl/"/>
<description>Setup your computer to work with the grid</description>

</information>
<security>
<all-permissions/>
</security>
<resources>
<!-- program defaults, customize these for your site (properties are prefixed
with "jnlp." to avoid the need for a signed jnlp) -->
<property name="jnlp.]jgridstart.defaults.country" value="NL"/>
<property name="jnlp.jgridstart.keysize" value="2048"/>
<property name="jnlp.jgridstart.org.href" value="cert signup.conf"/>
<property name="jnlp.]jgridstart.ca.provider" value="DutchGridCA"/>
<!-- end of program defaults -->

<j2se href="http://java.sun.com/products/autodl/j2se" version="1.5+"/>
<jar href="jgridstart-wrapper-1.13.jar" main="true"/>
</resources>
<application-desc main-class="nl.nikhef.jgridstart.wrapper.Wrapper"/>

</jnlp>
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hacks
only try this at work



http://xkcd.com/726/

PKCS12KeystoreUnlimited

FileInputStream in = new FileInputStream("test.pl2");
KeyStore store = KeyStore.getInstance("PKCS12", "BC");
store.load(in, "longpassworduhoh".toCharArray());

Certificate cert = store.getCertificate("cert alias");




PKCS12KeystoreUnlimited

FileInputStream in = new FileInputStream("test.pl2");
KeyStore store = KeyStore.getInstance("PKCS12", "BC");
store.load(in, "longpassworduhoh".toCharArray());

Certificate cert = store.getCertificate("cert alias");

BOOM
Exception




PKCS12KeystoreUnlimited

FileInputStream in = new FileInputStream("test.pl2");
KeyStore store = PKCS1l2KeyStoreUnlimited.getInstance();
store.load(in, "longpassworduhoh".toCharArray());
Certificate cert = store.getCertificate("cert alias");

")




PKCS12KeystoreUnlimited

class PKCS12KeyStoreUnlimited extends JDKPKCS1l2KeyStore {
static KeyStore getInstance() {
// retrieve private BC provider
KeyStore store = KeyStore.getInstance("PKCS12", "BC");
Field keyStoreProvider =
store.getClass () .getDeclaredField("provider");
keyStoreProvider.setAccessible(true);
Provider provider = keyStoreProvider.get(store);
// and keystore implementation
Field keyStoreSpi =
store.getClass().getDeclaredField("keyStoreSpi");
keyStoreSpi.setAccessible(true);
JDKPKCS12KeyStore bcStore =
(JDKPKCS12KeyStore)keyStoreSpi.get(store);
// override that by using our wrapper class
keyStoreSpi.set(store,
new PKCS12KeyStoreUnlimited(provider, bcStore));

}
Nli:!EF




safe file copy




Firefox PKCS#12 installation




l @’EEFT%ZLEEEL
. WITH ME!
what's the value? %Lit

what next?



http://xkcd.com/688/
http://xkcd.com/338/

120

100

usage

Quarterly DutchGrid CA statistics for issued user certificates

mmmmm manual (new)

mmmm manual (renew)
mmm |Gridstart (new)
mmmmm |Gridstart (renew)

as of Nov 2012
jGridstart grand totals

696 requests
595 granted

224 \Windows
213 Macintosh
259 Linux

34 Java 1.5
626 Java 1.6
36 Java 1.7




contacts

# UK / Jens Jensen

* Certificate Wizard (certwizard)
#* |Gridstart phoneconf presentation
#* using PKCS12KeyStoreUnlimited
#* ideas for common CA interface API
#* Grix (AU) existed already, not friendly enough

# Some interest at EGEE UF 2012
#* poster presentation (session)

# mostly by CAs
* | think it's still too complicated for CAs to just go

S
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http://www.ngs.ac.uk/tools/certwizard
http://www.arcs.org.au/index.php/services/security/290-grix
http://indico.cern.ch/contributionDisplay.py?contribId=9&sessionId=37&confId=69338

open ends

# default file permissions on Windows? 'U
#* safe file copy works almost always on Windows L] /

#*# new Firefox certificate installation method , )
e.g. by triggering a (self-deinstalling) extension

# add archived certificate concept
to handle expired certificates more intuitively

# finish Confusa / TCS connection @

)
get them to finish the Confusa part first \\/)

# not all dependencies in Maven Central
WinRegistry and Abbot 1.2.0 (#4044)

# more&easier CA adaptations much done in multica branch

NIiiEF plus other bugs at # Browser Java detection Ul  ®
g

http://jgridstart.nikhef.nl/bugs ‘



http://www.confusa.org/
http://www.terena.org/tcs
https://code.google.com/p/java-registry/
http://abbot.sourceforge.net/
http://jgridstart.nikhef.nl/bug/4044
https://github.com/biggrid/jGridstart/tree/multica
http://jgridstart.nikhef.nl/bugs

pointers

* Website, and for Developers lots of extra info
http://jgridstart.nikhef.nl/

# Code at Github; continuous integration at Travis-CI
https://github.com/biggrid/jGridstart

* Javadoc
http://jgridstart.nikhef.nl/javadoc/ (hosted at Github)

#* Bugs at SARA's Mantis installation

http://jgridstart.nikhef.nl/bugs

#* Releases with test-drive
http://jgridstart.nikhef.nl/Releases

# corresponding Test CA

S
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http://jgridstart.nikhef.nl/
http://jgridstart.nikhef.nl/Developers
http://jgridstart.nikhef.nl/
https://github.com/biggrid/jGridstart
https://github.com/biggrid/jGridstart
http://jgridstart.nikhef.nl/javadoc/
http://jgridstart.nikhef.nl/bugs
http://jgridstart.nikhef.nl/bugs
http://jgridstart.nikhef.nl/Releases
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