-~

AA RC Authentication and Authorisation for Research and Colla

The WISE Baseline AUP

From the Taipei Accord to a augmentable common AUP

David Groep
Policy and Best Practice coordination lead
based on a lot of work by lan Neilson, RAL-STFC (UKRI)

Nik|hef

WISE/SIG-ISM Workshop Kaunas
April 2019




Why a common baseline AUP?
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AARC

Users move across services — and making them read any AUP is already a hard proposition
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Snctfi

A policy framework for service providers groups and proxies
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Abstract:
This document identifies practices and attributes of arganizations that may facilitate their
articipation in a trust framework called Sirtfi purposed to enable coordination of securit;
cross faderated organizations.

Audience:

This document is intended for

Service Provider

graphic IdP-SP bridge: Lukas Hammerle and Ann Harding, SWITCH

use by the personna

Derived from SCI, the framework on Security for Collaboration in Infrastructures
both need the user to adhere to acceptable use policies
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Divergence and convergence — the AUP Alignment Study
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Features of the AUP clusters

Difference between ‘infrastructure’ and ‘organizational’ AUPs is clear

* service provider AUPs in the Infrastructures can limit scope to professional use

* many organization AUPs need ‘non-permissible’ use to govern private use & personal data
* Infrastructure AUPs usually limit liability and place responsibilities on community and user

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

DRAFT GRID AUP - 14th July 2005
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registering with the Virtual Organ"lzat'ian (the "VO") as a GRID user

you shall be deemed to accept the conditions of us
° o ° °

1. Ynu h LL only use the GRID to perform work, or transmit or store

Yet there is interesting commonality i ot L s ok o 2oL SN RIS
you a a member and in compliance th the cuncht ions of use.
2. You shall no t use th GRID fo y un L f L p p and not (attempt
to) breach or circumvent any GRID d security controls.

* many of the Infrastructure AUPs share oL S e ST e Contiatntist 1ty sgreinenes o
your GRID credentials ( 9. pr t keys, pa dJ sens‘it'ive data and
files.

. . { . . )
a common history in the 2005 ‘Taipei Accord 5. Tou stalt amediately resert wy known o susmectes securtey arsecn

or misuse fth GR[DorGRIDcdtltthi dt ptg
Locations specified by the relevant VO(s) and to h relevan ntial
issuing authorw’ties.

° f . 0 . . 4. Use of the GRID is at your ouwn sk. The is no ntee tha t the
Ocus On perllllssl e use an purpose_ In Ing GRID will be available at any time or tht tu LLs tayp p
Although efforts are made to maintain nfidentiality, no gua tees are
g Logged formation, including i f tion provided by y f
registration purposes, shall be used for administrative, operational and
® h . d b- | . security purposes only.

S Ort representatlon to encourage rea a I Ity 5. The V0O and GRID operato are entitled to regulate and terminate
access for admw’mstratwe, operat'ional. and security purposes and you
shall immedi Ly comply with their instructions.

6. You Liable f th q of ¥ Lat by ¥ f th
diti f

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

But the challenge remains: how to prevent a bazillion AUP clicks?
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A new common baseline AUP AARC

Recommendation for the content of an Acceptable Use Policy (AUP)
to act as a baseline policy (or template) for adoption by research communities
and to enable access to the e-Infrastructure services

To facilitate

a) a more rapid community infrastructure ‘bootstrap’
b) ease the trust of users across infrastructures
c) provide a consistent and more understandable enrolment for users.

Adoption of a single policy preferred to modifying a template — enables infrastructure
services to have implicit trust coming from the community membership management

(@A RC https://aarc-project.eu



WISE Baseline AUP v1 — to be published by WISE/SCI very soon

Acceptable Use Policy and Conditions of Use

This Acceptable Use Policy and Conditions of Use (“AUP”) defines the rules and conditions
that govern your access to and use (including transmission, processing, and storage of data)
of the resources and services (“Services") as granted by {community, agency, or
infrastructure name} for the purpose of {describe the stated goals and policies governing the
intended use}.

<To further define and limit what constitutes acceptable use, the community, agency, or
infrastructure may optionally add additional information, rules or conditions, or references
thereto, here or at the placeholder below. These additions must not conflict with the clauses
1 to 10 below, whose wording and numbering must not be changed.>

1. You shall only use the Services in a manner consistent with the purposes and limitations
described above; you shall show consideration towards other users including by not causing
harm to the Services; you have an obligation to collaborate in the resolution of issues arising
from your use of the Services.

AARC Guideline on use of baseline AUP:

https://aarc-project.eu/quidelines/aarc-i044/

2. You shal only usa the Services for lawful purposes and nol breach, attempl to breach, nor
circumvant administrative or security contrals.

3. You shal respect intellectual property and confidentiality agresments.

4. You shall protect your access credentials (e.g. passwords, private keys of mult-factor
tokens) no intentional sharng is parmitted.

5. You shal keep your registered information comect and up to date.

6. You shal promplly report known or suspected security breaches, credential compromisa,
of misusa fo the securty contact staled below, and report any compromised credentials to
the relavant ssuing authorties.

7. Rellance on the Services shall only be to the axtent specified by any applicable service
lovel agreemants listed bolow. Use withoul such agreaments is al your own risk.

8. Yo parsonal data will be processed in accordance with the privacy staemaents
refarenced belkow.

9. Your use of he Services may be restricted or suspended, ke administrative, operational,
of security reasons, withoul prior notice and withoul compans ation.

10. i you wiolate these rules, you may be kable for the consequences, which may include
your account baing suspended and a report baing made to your home organisaton or to law
anforcamant.

<Insarl adational rumbered o auses herm. >

The adminisiralive contact for this AUP is: (emai address for the community, agency, o
infrastructure nama}

Thae securty contact for this AUP is: [emai address for the community, agency, o
infrastructure security contact)

Thae privacy stalements (8.9 Privacy Notices) are located at: (URL)

Applicable senvice level agreements are localed at <URLs>

(@ARC https://aarc-project.eu
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How will this Baseline AUP used? AARC

* Forms part of the information shown to a user
during registration with his/her community

* AUP provides information on expected behaviour and restrictions

* ‘baseline’ text can, optionally, be augmented with additional, community or
infrastructure specific, clauses as required, but the numbered clauses should not be

changed

* Registration point where the user is presented with the AUP may be operated
directly by the user's research community or by a third party on the community's
behalf

(@A RC https://aarc-project.eu
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Scaling Acceptable Use Policy and data release

The LS AAI shall present an Acceptable Use Policy also on behalf of its connected
services and infrastructures.

The LS AAl operators shall present as the AUP:

i m p ra Ct' Ca I to p r‘e Se nt u Se r e the common aims and purposes, i.e. the research or scholarship goals of the Life

Sciences Research Infrastructures (in a few high-level sentences)

IC I | C k_t h ro u g h ’ SC re e n S O n This text must be supplied by the Life Sciences community.

o the list of 11 (eleven) items from the Evolved JSPG AUP [JSPGAUP2]

e a C h | n d |V| d u a I S e rV| C e e anotice that enrolment into specific groups or subdivisions may require the user to

sign supplementary terms and conditions, and

o that in specific circumstance also specific services may ask the user to sign
additional conditions of use.

TrPe M @0 rsrd aaeest B et Bl Bt Gyt b e e
Community e Gy W Arimag@e Ve rere @ PO Vsl (@ S isiml s T | As

ar
conditions

Community specific ) ”
terms & conditions Community specific

" RI Cluster-specific terms & conditions
terms & conditions
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WISE Baseline AUP — and how to apply it for your Infrastructure AARC

https://aarc-project.eu/quidelines/aarc-i044/

AARC-1044
* Includes the final WISE Baseline AUP text

 for both ‘community-first” and ‘user-first’
MMS services (attribute authorities)

* examples make it concrete |53 Example

The following example shows 3
the appropriate Acceptable Us

3. The WISE Baseline AUP

The WISE Baseline AUP' in its preamble and final clauses, it given below. The blue text
elements should be substituted in-line, whereas the green elements are optional and need to
be provided only when needed, e.g. based on the guidance in this document.

Seen rapid take-up This Acceptable Use Policy a

govern your access to and

d&cnbed above you shall show consoderatnon howards other users mciudlng by not causmg
by e-Infras data) of the resources and A ol s
. the purpose of studying short-range nucleon—nucleon correlatlons by means of
( b ot h g I (0 b d | an d nationa I ) electron-induced two-proton knockout from Helium-3.

he3epp@nikhef.nl

security@nikhef.nl
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Acceptable Use Policy and Conditions of Use

This Acceptable Use Policy and Conditions of Use ("AUP”) defines the rules and conditions that
govern your access to and use (including transmission. processing, and storaqe of data) of the
resources and services (“*Services”™) as granted by {community, agency, or infrastructure name} for
the purpose of {describe the stated goals and policies governing the intended use}.

<To further define and limit what constitutes acceptable use, the community, agency, or
infrastructure may optionally add additional information, rules or conditions, or references thereto,
here or at the placeholder below. These additions must not confiict with the clauses 1-10 below,
whose wording and numbering must not be changed.>

1. You shall only use the Services in a manner consistent with the purposes and limitations

... follows Baseline AUP standard ten clauses ...
The administrative contact for this AUP is:
The security contact for this AUP is:

The privacy statements (e.g. Privacy Notices) are located at:
https://www.nikhef.nl/privacy 10
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Next steps AARC

* Publication on the WISE SCI pages and WiKki

» Adoption by the Infrastructures — already happened for EGl & GEANT/eduTEAMS, and will happen in
others (WLCG) and for many more through its AEGIS endorsement

e Take-up also in national (R&E) Infrastructures

(@ARC https://aarc-project.eu 1



Thank you
Any Questions?

davidg@nikhef.nl

AARC
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