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Grid from 10 000 feet

Work regardless of geographical
location, interact with colleagues,
share and access data

Scientific instruments,
libraries and experiments
provide huge amounts of data

The GRID: networked data as m !
processing centres and < T
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Why would we need it?

e-Science

Collected data in science and industry grows exponentially:

The Bible 5 MByte

X-ray image 5 MByte/image
Functional MRI 1 GByte/day
Bio -informatics databases 500 GByte each
Refereed journal papers 1 TBytelyr
Satellite world imagery 5 TBytelyr

US LoC contents 20 TByte
Internet Archive 1996  -2002 100 TByte
Particle Physics today 5 PBytelyr
LHC era physics 20 PBytelyr
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Enterprise

A Transaction processing
A Finance (what -if analyses)
A Pharma (in -silico drug design)

A Aerospace (fluid dynamics)
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WISDOM: drug discovery

Wide -area In -Silico Docking On Malaria

the dutch e-science grid

over 46 million ligands virtually docked on malaria
and H5N1 avian flu viruses in less than a month

used 100 years of CPU power
speedup ~ 100 times!

xgé% A 47 sites

vl-e A 15 countries
G
nabling Grids A 3000 CPUs

for £-scienc A 12 TByte disk
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Why Grid computing | today?

A New applications need larger amounts of data or computation
A Larger, and growing, distributed user community
A Network grows faster than compute power/storage

— Optical Fibre
Doubling Time . . o
Ou(m(l)r:]gs) (bits per second) Gil derds Law
] \ —1 (32Xin4yrs)
9 12 18
Data Storage

Storage Law

/ (16X in 4yrs)

(bits per sg. inch)

Chip capacity \

(# transistors)

Mooreds Law

/_—- (5X in 4yrs)

Performance per Dollar Spent

Number of Years

Graphi c: AThe Triumph of Lighto, Scientific American, January 2001
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What is Grid?

Cross -domain resource sharing

A more than one organisation
A more than one application

Amore than (%1

A open protocols
A collective service

Grid Resources
(Computing, Storage, Databases, ...)
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Community Building

Aauthen_tica_ttion Scheduling and clustering
Aa_uthonzatlon_ | Aresource management
Avirtual organizations Aprioritization and fair ~ -share

Hardware Infrastructures
Acompute clusters
Adisk and tape storage
Adatabase services

Operational Security Policy
Adistribitéd incident response

Apolicies

Managing Complexity
Asystems management

Ascaling
Amulti -national inféastcuctures
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Grid Structures

Definition of inter  -organizational grids
Virtual Organizations

Security model

COMMUNITY BUILDING
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Three essential ingredients for Grid

A grid combines resources that
i Are not managed by a single organization

I Use a common, open protocol é t h adeneralsurpose

i Provide additional qualities of service , l.e., are usable
as a collective and transparent resource

GR™®,

CUALL Y NEWS AND NV ORMATION FOR THE GLOBAL G COMMURITY £ JULY 22 2D VOL | WO &
Sy ft s

WHAT IS THE GRID? A THREE POINT CHECKLIST
By lan Foster Argonne National Lab & University of Chicago

The recent expiosion of commercial and sclentfic interest In the Grid makes It timely to revisit the question: What

Is the Grig, anyway? | propose hare 3 three-point checkiist for determining whether 3 system is a Grid. | aiso
discuss the crtical role that standards must piay in defining the Grid.

The Need for 3 Ciear Dafinition Grids have moved from the odscurely academic o the highly popular. We reag
about Compute Grids, Data Grigs, Sclence Grigs, Access Grids, Knowledge Grids, Bio Grigs, Sensor Grids,
Cluster Grids, Campus Grkis, Tera Grigs, ang Commaodity Grigs. The skeptic can be forgiven for wondering ¥

Source: lan Foster in ~ Grid Today , July 22, 2002; Vol. 1 No. 6, see http://www -fp.mcs.anl.gov/~foster/Articles/WhatlstheGrid.pdf
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The communities that make up the grid:
not under single hierarchical control ,

A

A
A
A

(temporarily)  joining forces

to solve a particular problem at hand,

bringing to the collaboration a subset of their resources,

sharing those at their discretion

and each under their own conditions

Virtual Organisations

Grid Resources
(Computing, Storage, Databases, ...)
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Federation in Grid Security

A Thereis no apriori trust relationship between members
or member organisations!
i VO lifetime can vary from hours to decades __®__~

i VO not necessarily persistent
(both long - and short -lived)

i people and resources are
members of many VOs

A but who to trust and how to federate

i at the organisation level?
eduroam E , inCommon , SWITCHaai , UK Access Mngt Federation
I atthe user and VO level?

user AuthN and VO -centric AuthZ aut hori ti es &6ortho
org structure
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Security Trust Mechanisms

WRTS4G

User name: I [ 4 :]

Password: I

Identity Store
' OK I Cancel I
§ |

A;:oh:l:?;c:;)'%" /\
1.1

B }fiﬁi

m 1 A

Service Request ) ?
Trusted Third Party

Ticket Requesx

Service
(Certification Authority)

3

Relying Party 2

Intra -organizational security
vs. global grids
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Direct (username -password)  authN

A Dedicated to each site where you want access

A Usually strongly linked to authorization
T different accounts for different roles

A In amulti -organizational problem is

q r]sites) * q n users)

Federation technologies (see later) help in some respects
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Kerberos

A Common trust domain around a KDC

A Based on service tickets, derived from a TGT

I Encrypted with the service key from the target
service

i Whet her you talk to the oO0right
ability to decode your service ticket
A Cross-domain trust by recognizing KDC tickets
I Interesting in presence of symmetric crypto
I but usually, alignment mismatch between

organizations is the limiting factor a
i For multi -domain getstobe Q(n?)for n sites e
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PKI

A Relying parties (sites and users) alll recognise
a trusted third party (CA)

A Problemis now Q(ng,)

and ng, Is hopefully << N

ABut there will be more thar

nnnnnnnnnnnnnnnnnn
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Delegation T carrying identity and rights forward

Singlesign -oninaend -user PKI environment

and a carrier for VO membership information

@ ‘
L] L]
= O e

Certificate Authority User User's system Resource Broker
. 3 l’é":q‘:—:J asses=
N ~ “:1— Proxy
A ——— <l . .
8= 9= _ ‘ . 9= Sﬁlﬁn with F'Loxy Cort #2
CA Cert Sign with CA User Sign with User's Proxy Cert private key
self-signed private key Certificate long-term key W

{long term)

#1
Proxy private key
’ ' @r/ {passphrase-less)
( ( Proxy private key

(passphrase-less)

RFC 3820 fAProxy C
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User Job
Data processing, reading
and writing remote files

SS0 and Attribute Certificate
Subject; IDC=org/DC=axample/CN=Pim

voms:\VO=atias/higgs/ROLE=Produgs
voms:IVO=alias ¥

1.
Authenticate and s
DELEGATE RIGHTS

B30 ard AWrhure Cardbeste
Tutpct Dimory DomusrpiaTNe it

SATA DS S g0 RO L
eV

2
Resource Broker
submission and

job management host

&) & ) E

Certificate Authority User User's system Resour_ce Broker
—

e S N e W S N 7
U = = Z:J
8 > g Gy Signwith Proxy 0

CA Cert Sign with GA User Sign with User's Proxy Cert #1 private key
self-signed private key Certificate long-term key M
(long term})

#1
/ Proxy private key
@V (passphrase-less)
Proxy private key
{passphrase-less)

v &

Delegation

Authenticate and
DELEGATE RIGHTS

In Grid Use Cases

3.
Authenticate

RO AW AW Sernran
Baxes: OCeoryOCmpanyplaTite My

#3707 Crmardom higie 0L L,
SITR IO
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Organizing people

0l dentity I s not enougho
Virtual Conmunity C “]
L)
w Person E
Person B
‘I OonwheSewcCl (Adniristraw) (e
Person A 4
(Prindpal Investigator)
L 3 /
] . i e
. E
i' “‘ o td‘f) PersonD Fileserver F1 i :;cs:lntyi
Compute Server C2 JCompute Server C1 (staff) (disksAand B)
SHOn A ‘: PersonF
(Facuity) p,s,,,, c | (Facuilty)
' ization A (Student) ConvubeServerC.B 0 ization B
ovirtual 6 organization roles are inde

and authority for the VO roles rests with the VO

Graphic: Open Grid Forum OGSA Working Group, GFD.30
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Authentication vs. Authorization

For user -centric delegation and VO  -based grids

A Single Authenticationtoken (fApassport o)
iIssued by a party trusted by all,

recognised by many resource providers, users, and VOs
satisfy traceability and persistency requirement

in itself does not grant any access, but provides
a unique binding between an identifier and the subject

A Per-VO (per O6UHOO6) Auitvh osraios)a taitarmrs
I granted to a person/service via a virtual organisation
i based on the Od6passporto name
I embedded in the single -sign -on token (proxy)
I acknowledged by the resource owners

I providers can obtain lists of authorised users per VO,
but can still ban individual users
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Role -based access control

User Job
that can modify or remove files from the data
store, and will run with higher priority

S50 and Attribute Certificate
Subject: /[DC=org/DC=example/CN=Pim

voms:VO=atlas/higgs/ROLE=Production
voms:\VO=atlas

A
Submijssion route
#1 Grid and AC enabled resource
same resource will process both jobs
at the same time
Pim
Submission route #2
o 850 and Attribute Certificate
" | Subject: /DC=org/DC=example/CN=Pim
voms:\VO=atlas
[
;?ml:ll;esmbershlp card “ATLAS" User Job
- Higgs-physics; Trigger-tests without any special privileges
Roles: is safe to run ‘untested’ code

- Production-manager
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VOMS: Assertions in X.509 AC or SAML

Virtual Organisation Management System (VOMS)

A push -model for signed VO membership tokens
i using the traditional Xforslppingdpr ox )

VOMS proxy with embedded VO assertion
Seral Number: 26423 (0xG6737)
Issuer: O=dutchgrid, O=users, O=nikhefl, CN=David Groep
Mot Before: Oct 16 12:46:28 2008 GMT

Net After : Oct 17 00:51:28 2006 GMT Attribute Certificate

Subject: O=dutchgrid, O=usars, O=nikhef, ChN=David Groep, CN=proxy INTEGER, 1

Subject Public Key Info: SUBJECT [0=dutchgridO=users/O=nikheffCN=David Groep
Public Key Algorithm: rsaEncryption SERIAL 0396
RSA Public Key: (512 bit) ISSUER JC=CH/O=CERMN/CN=lcg-voms._cern.ch

25053 extensions: QCTET STRING JeteamyRole=NULL' Capability=MNLULL
1.3.6.1.4,1.8005,100.100.5; OCTET STRING Jdteam/ne/Role=NULL/Capability=NULL

0...0...0...0......0W.U00.MOK1.0...U./dteam/ne/ROLE=nulli0...0...0...0 OBJECT Mo revocation available

X503 Key Usage: Authoritykeyldentifier 0. H...0.. <3 .

P
Digital Signature, Key Enciphermant, Data Enciphermerit SignatureAlgorithim mdsWiIthRSAEncryplion “% Dygies
T

Signature Algorithm: md3WithRSAEncryption ; =] :
a“‘-_.—-\
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Identity Certificate Identity Certificate

{O=dutchgrid/O=users/O=nikhef/{CN=Wouter {C=CHIO=CERN/CN=Ixb2341.cern.ch
g AuthN Authority/CA

VO member

s Resource Provider
(scientisy;

egistration (once)
-

—

VO Administrator

VOMS
signing server

—_— . -.h_n.
prove identity 10 VOMS server——p- E.q,j sent by the VO admin Zpt
- — T 7 viatrusted means — = = PLE
VO membership B = gy
assertion S

C=ITf0=1NF

Rt
fL=CHAF pEudi
JCH=Finco Py ot
fCM=promy

verify
VOMS proxy

‘VOMS' assertion embedded in proxy conveyed to resource 4=

T
— L~ -
- ChFm aF
e ek
-

Grant access to resource
and optionally do

rights, Unix account,
mappings
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Federation: the IGTF
Home - organization based
User centric

FEDERATION AND CONFEDERATION



Federated PKI for authentication

oAz \ .
- : i relying

AA Federation of many
I common minimum requirements

party n

relying
party 1

Il ndependent (

I trust domain as required by users and relying parties
I well -defined and peer -reviewed acceptance process

A User has a single identity
I from a local CA close by

I works across VOs, with single sign -0 n
(RFC3820)

I certificate itself also usable outside the grid

International Grid Trust Federation and EUGridPMA, see http://www.gridpma.org/
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