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The GRID: networked data 
processing centres and 
ómiddlewareó software as the 
òglueó of resources.

Work regardless of geographical 
location, interact with colleagues, 
share and access data

Scientific instruments, 
libraries and experiments 
provide huge amounts of data

based on: Federico.Carminati@cern.ch

Grid from 10 000 feet



Why would we need it?

The Bible 5 MByte

X-ray image 5 MByte/image

Functional MRI 1 GByte/day

Bio - informatics databases 500 GByte each

Refereed journal papers 1 TByte/yr

Satellite world imagery 5 TByte/yr

US LoC contents 20 TByte

Internet Archive 1996 -2002 100 TByte

Particle Physics today 5 PByte/yr

LHC era physics 20 PByte/yr

Collected data in science and industry grows exponentially:

e- Science



Enterprise

ÅTransaction processing 

ÅFinance (what - if analyses)

ÅPharma (in -silico drug design)

ÅAerospace (fluid dynamics)



Some use cases: LHC Computing

Large Hadron Collider

Åóthe worlds largest microscopeô

Åólooking at the 
fundamental forces of natureô

Å27 km circumference

ÅLocated at CERN, Geneva, CH
atom

10 -15 m

nucleus

quarks

~ 20 PByte of data per year, ~ 40 000 modern PC style computers



W - LCG: implementing LHC computing

~ 5 000 physicists

~ 150 institutes

53 countries, economic regions

20     years est. life span

24/7  global operations

~ 4000 person-years of

science software investment



WISDOM: drug discovery

over 46 million ligands virtually docked on malaria 
and H5N1 avian flu viruses in less than a month

Å47 sites
Å15 countries

Å3000 CPUs
Å12 TByte disk

used 100 years of CPU power
speedup ~ 100 times!

Wide -area In -Silico Docking On Malaria



Building the Grid é

Graphics: Real Time Monitor, Gidon Moont, Imperial College London, see http://gridportal.hep.ph.ic.ac.uk/rtm/



Why Grid computing ïtoday?

Å New applications need larger amounts of data or computation

Å Larger, and growing, distributed user community

Å Network grows faster than compute power/storage

Graphic: ñThe Triumph of Lightò, Scientific American, January 2001
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Cluster computing and storage
ÅWhat - if scenarios

ÅPhysics event analysis
ÅImprove Data Centre Utilization

Cross - domain resource sharing
Åmore than one organisation

Åmore than one application
Åmore than one é

Åopen protocols
Åcollective service

Cycle scavenging
Åharvest idle compute power
Åimprove RoI on desktops

What is Grid?



Hardware Infrastructures
Åcompute clusters
Ådisk and tape storage
Ådatabase services

Community Building
Åauthentication
Åauthorization
Åvirtual organizations

Scheduling and clustering
Åresource management
Åprioritization and fair -share

Managing Complexity
Åsystems management
Åscaling
Åmulti -national infrastructures

Operational Security Policy
Ådistributed incident response
Åpolicies



COMMUNITY BUILDING

Grid Structures

Definition of inter -organizational grids

Virtual Organizations

Security model



Three essential ingredients for Grid

óinter-organizational resource sharingô

A grid combines resources that

ïAre not managed by a single organization

ïUse a common, open protocol é that is general purpose

ïProvide additional qualities of service , i.e. , are usable 
as a collective and transparent resource

Source: Ian Foster in Grid Today , July 22, 2002; Vol. 1 No. 6, see http://www - fp.mcs.anl.gov/~foster/Articles/WhatIstheGrid.pdf



Virtual Organisations

The communities that make up the grid:

Å not under single hierarchical control , 

Å (temporarily) joining forces to solve a particular problem at hand, 

Å bringing to the collaboration a subset of their resources, 

Å sharing those at their discretion and each under their own conditions .



Although nothing is ever quite that neat é

graphic: Open Grid Services Architecture, © Global Grid Forum 2005, GFD.30



Federation in Grid Security

Å There is no a priori trust relationship between members 
or member organisations!

ï VO lifetime can vary from hours to decades

ï VO not necessarily persistent 
(both long - and short - lived)

ï people and resources are 
members of many VOs

Å but who to trust and how to federate

ï at the organisation level? 
eduroam Ê, inCommon , SWITCHaai , UK Access Mngt Federation 

ï at the user and VO level?
user AuthN and VO -centric AuthZ authorities óorthogonalô to the 
org structure
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Authority

Policy
Authority

Task
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Security Trust Mechanisms

Intra -organizational security 
vs. global grids ...



Direct (username - password) authN

ÅDedicated to each site where you want access

ÅUsually strongly linked to authorization

ïdifferent accounts for different roles

ÅIn a multi -organizational problem is 

O(nsites ) * O(nusers )

Federation technologies (see later) help in some respects



Kerberos

ÅCommon trust domain around a KDC

ÅBased on service tickets, derived from a TGT

ïEncrypted with the service key from the target 
service

ïWhether you talk to the órightô server is implicit in itôs 
ability to decode your service ticket

ÅCross -domain trust by recognizing KDC tickets

ïinteresting in presence of symmetric crypto

ïbut usually, alignment mismatch between 
organizations is the limiting factor

ïFor multi -domain gets to be O(n 2) for n sites



PKI

ÅRelying parties (sites and users) all recognise
a trusted third party (CA)

ÅProblem is now O(nCA)

and nCA is hopefully << nsites

ÅBut there will be more than one CA as well é



Delegation ïcarrying identity and rights forward

Single sign - on in a end - user PKI environment

and a carrier for VO membership information

RFC 3820 ñProxy Certificatesò



Delegation in Grid Use Cases



Organizing people

Graphic: Open Grid Forum OGSA Working Group, GFD.30

óIdentity is not enoughô

óvirtualô organization roles are independent of home organization roles
and authority for the VO roles rests with the VO



Authentication vs. Authorization

For user -centric delegation and VO -based grids

Å Single Authentication token (ñpassportò) 

ï issued by a party trusted by all, 

ï recognised by many resource providers, users, and VOs

ï satisfy traceability and persistency requirement

ï in itself does not grant any access, but provides 
a unique binding between an identifier and the subject

Å Per-VO (per óUHOô) Authorisations (ñvisaò) attributes

ï granted to a person/service via a virtual organisation

ïbased on the ópassportô name

ï embedded in the single -sign -on token (proxy)

ï acknowledged by the resource owners 

ï providers can obtain lists of authorised users per VO,
but can still ban individual users



Role - based access control



VOMS: Assertions in X.509 AC or SAML

Virtual Organisation Management System (VOMS)

Å push -model for signed VO membership tokens

ïusing the traditional X.509 óproxyô certificate for shipping





FEDERATION AND CONFEDERATION

Federation: the IGTF

Home -organization based

User centric 



Federated PKI for authentication

Å A Federation of many independent CAs (a ópolicy bridgeô)
ï common minimum requirements

ï trust domain as required by users and relying parties

ïwell -defined and peer - reviewed acceptance process

Å User has a single identity
ï from a local CA close by

ï works across VOs, with single sign -on via impersonation óproxiesô 
(RFC3820)

ï certificate itself also usable outside the grid

CA 1
CA 2

CA 3

CA n

charter

guidelines

acceptance
process

relying 
party 1

relying 
party n

International Grid Trust Federation and EUGridPMA, see http://www.gridpma.org/


