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What to expect?

What might be covered What will not be covered
> How to deal withAuthN > How to write secure code
> AuthZframeworks > Look at |
_ _ http://pages.cs.wisc.edu/~kupsch/

> Access control irservices -

| | | > Current vulnerabillities
> Unix credential mapping >Theydre secr et
> Pilot jobs and late binding 5 \what might be there
> Security interoperability N2-3 year so tin
> Storage access control > Most of the federation work
> Data Security and Privacy > The latest WS *ML specs

> e with a slight EGEE & C/Unix bias (sorry)
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Terminology: virtual organisation models
Authentication requirements

Delegation and proxies

Virtual Organisation membership

SECURITY MECHANISM
FOUNDATIONS
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The Virtual Or gani

Grids organised around 0\

> A set of individuals or organisationg)ot under
single hierarchical contral (temporarily)joining
forcesto solve a particular problem at hand,
bringing to the collaboration a subset of their

resources, sharing thosat their discretionand
each under their own conditions

However, the term is used in different ways ...
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VOs on an dnfrastructure

Virtual Organisations or User Communities

8 @

( "Core Grid Infrastructure S.EGE -& PoC - sm

77

Grid Resources
Computing, Storage, Databases, ...

> Us er communities O6li ved on .
>SCommunitili es can exl1 st wit ho
> ... and resource centres can do without local users
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Trust

> For the model to work parties have ttrust each other
>0Organi sati onal t r-ressurce scales bettar

Org. rfi cation Org. rficati on
Authority _ - — =~ s iy Authority
7~ -~ ~
p g = N
Polcy \

5/ Authority
Ilé Sub-Domain A1l

Authority

____________________________

| Virtual | SgrveryY
iOrganization 7/
Domain_

Certification
Authorities
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Elements of Trust

> Authentication
> \Who are you?
> \Who says so0?
> How long ago was that statement made?
> Have you changed since then?
> Authorization
> Why should | let you in?
> \What are you allowed to do?

> By whomWhosaid you could do that?
> And how long ago wathat statement made?

NIEeF >



Authentication models

> Direct userto-site =
> passwords, enterprise PKI, Kerberos = =

> PKI with trusted third parties

> Federated access
> Controlled & policy based AN
> Freefor-all, e.g.,OpenID s

> |dentity metasystem S
> Infocardtype systems =
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PKI (1): Asymmetric cryptography

Based on X.509 PKI: John Paul

Jcohncdrs cert‘fi

> every user/host/service has an X.509 certificate;

> certificates are signed by trusted](by the I ocal sites) CAQds
> every Grid transaction isnutually authenticated Verify CA Signature
1. John sends his certificate;
2. Paul verifies signature in J¢hnds cert fld:
3. Paul sends to John a challenge string; om phrase
4. John encrypts the challenge string with his private key;
5. John sends encrypted challenge to Paul
6. Paul wuses Johnds public key {o dacEmpCtrtyhpt(:hW!i!f:r}’go.\] 0
7. Paul compares the decrypted string with the original challenge
8 I f they match, Paul verified]|]Johndos i denti and John Jcan
repudiate it. Encrypted phrase
Dec/ptypit) asoinltlihked|. 0 | s

Compare with original phrase
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PKI (2). Communications

1. Securing the channel
> 0OTransport Layer Securityod
> Exchange a symmetric cipher through PK challenge
> Communications on channel authentic and encrypted

2. Securing the message
> Can be sent and forwarded over any medium

> Each and every message needs a signature
> Examples: XMDSIG, XMENC, but al so
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X.509: add identifiers to a public key

> Authentic binding between
Subject name

A public key Validfrom and validuntil
Avalidity period Subject Distinguished Name

Zero or more extensions
e t hat can c¢con
€ or policies

vV V. V V V V

> Signed by an issuer

> Yourself: selisigned cert Public Key Data (exponent, modulus)

>Trusted thirtr = E—
{ATYIl GdzNB 2B AdRG
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Example certificate

Version: 3 (0x2)
Serial Number: 2113 (0x841)
Signature Algorithm: shalWithRSAEncryption

Issuer: C=NL, O=NIKHEF, CN=NIKHEF medium - security certification auth

Validity Not Before: Oct 23 00:00:00 2008 GMT
Not After : Oct 23 07:35:37 2009 GMT
Subject: O=  dutchgrid , O=users, O= nikhef , CN=David Groep
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):
00:f1:14:78:97:9h:38:84:69:€0:b7:df.d9:f2:31.
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Key Usage: critical

Digital Signature, Key Encipherment , Data Encipherment
X509v3 Extended Key Usage:

TLS Web Client Authentication, E - mail Protection
X509v3 CRL Distribution Points:

URLhttp :// ca.dutchgrid.nl /medium/ cacrl.der

X509v3 Certificate Policies:
Policy: 1.3.6.1.4.1.10434.4.2.2.1.3.1
Policy: 1.2.840.113612.5.2.2.1
X509v3 Subject Alternative Name:
email:davidg@nikhef.nl
Signature Algorithm: shalWithRSAEncryption
19:d3:82:19:af:96:7d:34:97:61:58:76:4f.a8:56:45:34:90:
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Root Certificate Authority
1 Jan 1999 until 31 Dec 2029
Root Certification Authoritv
Signature of Root C¢ Root Certificate Authority
1 Jan 1999 until 31 Dec 2019

— , Subordinate Certification Authority 1
Root Certificate Authority

e —— Signature of Root Certification Auth .
Subordinate Certification Authority 2 Authority 1

VAL U S G Y s

Signature of Root Certification Auth S eI

—

Public Key Data (exponent, modulus)

Signature Subordinate Certification Auth

Not all paths need to be equally trusted by
a relying party - i.e. a site, a user or a VO
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Signing policy files

> Constrain name space to specified subject names

access_id_CA X509 '/C=NL/O=NIKHEF/CN=NIKHEF medium - security certification auth’
pos_rights globus CA:sign
cond_subjects globus "/C=NL/O=NIKHEF/CN=NIKHEF medium - security certification auth"
"/O= dutchgrid /O=users/*" "/O= dutchgrid /O=hosts/*"
"/O= dutchgrid /O=robots/*"

> For now, specific to Grid® with talk in IETF

> Recognisedn
A GlobusToolkit C coreand Java in 4.2+
A gLite Trust Manager
A GridSite(recent versions only)

> But still lacking in some place® need patches!

> See OGF CAOREG O RPDNC Pol i ci ¢
NIBEeF pdo >



Verification steps

> Check signature chain up to a trusted root

> In OpenSSl(and thus most grid middleware)
the root of trustmust be selfsigned

> CheckbasicConstraintsand keyUsage

> Checkrevocationof any certificates in the chain

> Using Certificate Revocation Lists (CRLs) when installed
> Download ondemand or OCSP not yet supported

> Check RP namespace constraints

NIEeF >



Needed for verification

> Trust anchors
>0. 00 files 1 n OPEMO for mat
> download and update in RPM format with yum/apt
> Or Install and refresh with tar balls or JKSs

> Revocation lists

>0.r0o060 firles I n PEM foecrdmat,
> RP namespace constraints
> 0signing_policy f 1 | esmeapdlese s O

>Java JKSdsicolg are & dourserifferent

NIEeF >



Proxy certificate verification
VOtechnologies: LDAP, VOMssh, VOM$ull, SAML
Towards a multiauthority world: interlinking federations

DELEGATION
AND VIRTUADRGANISATIONS
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Delegation

> Mechanism to have someone, or som#hing
0 a programa act on your behalf

> as yourself
> with a (sub)set of your rights

> Essential for the grid model to work

> GSI/PKI and recent SAML drafts define this
>GSI (PKIlI) through O0Oproxy®o

> SAML throughSubject Confirmation
(linking to at least one key or name)
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Delegation, but to whom?

>0normal 6 proxi es form a

> Subject name of the proxy derived from issuer

N/ DC=or g/ DC=exampl e/ CN=John Djoe/ CN
s likely a proxy for user
AR/ DC=or g/ DC=exampl e/ CN=John Djpeo

> May contain pathlength constraint
> May contain policy constraints
> And: legacy (pre8820) proxies abound
> But: use the name of the real eneentity for authZ

Note that
> In SAML, delegation can be to ajamelD
>I n RFC3820 these are call ed

NIEeF >




User Job
Data processing, reading
and writing remote files

SS0 and Attribute Certificate
Subject; IDC=org/DC=axample/CN=Pim

voms:/VO=stlas/higgs!ROLE=Prad:
voms:iVO=alias

Coﬂucale Aulhonly
CA Oeﬂ Sign with CA
so¥-signed private key

ﬂong |n.~m)

& &
NIEeF >

Authentucate and i
DELEGATE RIGHTS

BIO avd AWrture Gaabests
Sarpct Dlmay Momusrpial ety

3.

5 Authenticate

Authenticate and
DELEGATE RIGHTS

Resource Broker
submission and
job management host

EFO RV AW STk
Bz CCepryOCmen T AT My

..... (¥ Comardom g 0L L
$ITR VO

5 E;J

Usar s sysium Resaurre Broker

) .....l
) Sign with Praxy cmyz

Sign with User's p.,mc‘ﬂ #1 private key
long-teom key
mey private key
W {passphrase-lees)
Proxy private key
(passphrase-loss)
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Verifying authentication and X.509

>0Conventional 6 PKI
> OpenSSlL.Apachemod_ssl
> Java JCE providers, such @&ouncyCastle
> Perl, Python usually wrappers aroun@penSSL

> With proxy support
> OpenSSl(but beware of outstanding issues!)
> GlobusToolkit (C, Java)
> GridSite
> ProxyVerifyibrary
> TrustManager

> Always ensure thgroxy policiesare implemented
NIEeF >



Authorization: VO representations

> VO is a directory (database) with members, groups, roles
> pased on identifiers issues at theAuthNstage

> Membership information is to be conveyed
to the resourceproviders

> configured statically, out of band early days,.e.< 2001

> In advance, by periodically pulling lists DEISA
VO LDAP directories

> In VQsigned assertions pushed with the EGEE (+OSG pulls VOMS)
request VOMS, CommunitputhZService

> Pushé&pullof assertions viaSAML 2010 +

—a
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VO LDAP model

Identity Certificate Identity Certificate
10=dutchgrid/O=users/O=nikhef/{CN=\Wouter {C=CH/O=CERN/CN=Ixb2341.cern.ch

— Resource Provider #n

=~
Registration {once) .
VO member VO Adrginistrator

(scientist) \
\

ATLAS
Virtual Organisation Directory

f0=dutehgrid /0=man! O =nikhafiCH="Wouter Varkerke

poll membership list(s)
~ few tyimes per day

CeCHD=CERMICH=Akesandro de Salvo

DC=onDC=doegridaCN=Tome Wenaus 46112

Delegation {proxy)

Resource Provider

‘plain old’ TLS session establishment and communication

—a
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VOMS v1: X.509as a container

Virtual Organisation Management System (VOMS)
> developed by INFN for EDataTAGand EGEE
>used by VOs in EGEE, Open Science

> push-model signed VO membership tokens

>using the traditional Xshipnte® O pr oxyd
> fully backwardcompatible with onlyidentity-based mechanisms

VOMS proxy with embedded VO assertion
Serial Number: 26423 (0x6737)
Issuer: O=dutchgrid, O=users, O=nikhef, CN=David Groep
Naot Before: Qct 16 12:46:28 2006 GMT

Mat After | Oct 17 D0:51.28 2006 GMT Attribute Cerlificate
Subject: G=dutchgrid, O=usars, O=nikhef, CN=David Groep, CMN=proxy INTEGER. 1
Subject Public Key Info: SUBJECT [0=dutchgrid/O=users/O=nikhef/{CN=David Groep
Public Key Algorithm: rsaEncryption SERIAL 0396
RSA Public Key: (512 bit) ISSUER [C=CH/O=CERM/CN=lcg-voms.cern.ch
X503 extensions: COCTET STRING JeteamyRole=NULL/Capability=MNLULL
1.3.6.1.4.1.8005,100.100.5; QOCTET STRING /dteam/ne/Role=NULL/Capability=NULL
0..0...0...0..... OW.U00.MOKA1.0...U/dteam/ne/ROLE=nulli0...0...0...0 OBJECT Mo revocation available
X503 Key Usage: AuthorityKeyldentifier 0. H...0....<3.4#. "
Digital Signature, Key Encipherment, Data Encipherment SignatureAlgorithm md5WithRSAEncryption EPRY =}

Signature Algorithm: mdSWithRSAEncryption ’%
o 5

3 " —

e
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VOMS model

Identity Certificate
/O=dutchgridiO=users/O=nikhef/CN=Wouter

AuthN Authority/CA

Identity Certificate
IC=CH/O=CERN/CN=Ixb2341.cern.ch

VO member .
(scientis?) Resource Provider W
Registration {once)
— — '-n...h
—
. VO Administrator
VOMS |
signing server :
B —— - 1
rave identily 1o VOMS server—p= Terie sent by the VO admin . '_‘. y
4 — — = atusted means — — — —_——— 4
VO membearship ?::::) o
assertion
C=ITr0=[HF @f
JL=CMAF
JCH=Pirco P:
B verify

VOMS proxy

‘VOMS' assertion embedded in proxy conveyed to resource J——

NIEeF >
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and optionally do

rights, Unix account,
mappings
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GUMS model

> VO configuration replicated locally at the site
> Here, pushed VOMS attributes are advisory only

TWOMES Frosy
Inil Request

L3 =l
anapg=Tent
TWOMRE]

I

VOIS

Sarvar

S Aot
Ry

WS

Sy W ith VDT based on GTAZ

3. malrigeas YO
sbarshp aliisues

Clem Toos
- WL Py Il
= Eobus Joo Fuom
- GrdFTFY Eln

Clian BassEad nn
G724 and up

L |

A, Rt with

Cridmeaap PRI &
calked moduls
(xahe-
el OerrRsg SAZ
Control
[ e [N] 5]
cElloalt

synchronizes

E. BAT rasusssl

WS promy
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7. G467 rpsponss
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Searvar wilh VOOT besesd on T3 2,
Ine2d lorarkess from G133

S5AF Sarvar

[ (checking site Blackest, cert
chain walidity, user
registraticn with sits)

Graphic: Gabriele Garzoglio, FNAL
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Towards a multrauthority world (AAl)

Interlinking of technologies can be cone at various points

1.

VRN

Authentication: linking (federations of) identity providers to
the existing gridAuthNsystems

> 0Shibrved Credenti al Servicesodo t
Populate VO databases with UHO Attributes

Equip resource providers to also inspect UHO attributes
Expressing VO attributes as function of UHO attributes
andmost probably many ot her

Leads to assertions with multipld.oAsin the same decision

> thus all assertions should carry theiLoA

> expressed i n a way thatds recog
> andtheloAat t ested to by Oothird part

—a
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Federations

> A common Authentication and Authorization Infrastructure
> Allow access to common resources with a single credential

—— —_—
e — —_——
— —

-
/

/

/ 5

|

Service University Y

| 1 Provider
\ ONLY ?:’ 1
\ University X
\ b o) :
/e |

. Meta-data server = /
grld structure was not Redirector (WAYF) /

too much different! /

W 2 /

Q % %t - /

Cs 8 E / /

| R L

& s»?? /

/
Salvation /
Home -
N e
~ e -~
. =
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A Federated Grid CA

> Use your federation ID Implementations:

ASWITCHaai SLCS

> ... to authenticate to a service RTEDEN A e S

> ... that Issues a certificate
> ... recognised by the Grid today

SURFfederation (.nl)
Feide (.no 0/ v
m Swamld (.se)

SLCS/MICS CA SLCS/MICS server -

L M B LTS

Sydn ERi 50— ,‘,:; o <—RequestICertificate4>‘. i : >

~Eina e P Le'f Graphlc fl’0m
Jan Meijer, UNINETT
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/\1\ / - Jupdate UHO attributes into the VOMS database,
l (or query on-demand by the VOMS DB)
o |

l VO Administrator

VOMS
signing server

C oomlm ate subject naming

/ AuthN —— (? Z
> - Requesr Subject DN and IdP endpoint i\J Qm D)

% J) [ssuing Authorlly e
a'
/
1 /

i‘_fa
Subjec( /CN—John Doe (}if}
; NO=atlas/GROLUP=trigge 3
other uva. nl oduPurhonAfhh'ﬂlon—faculty

Return: VOMS assertion for vmb"uddmy in proxy Resouros

TLS handshake where VOMS extended proxy is used to transport VO asserted attributes

4

> Characteristics
> The VO will know the source of the attributes
> Resource can make a decision on combined VO and UHO attributes

> but for the outside world, the VO now has asserted to the validity of the UHO
attributes @ over which the VO has hardly any control
\/ . . . - .
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Attributes from multi -authority world

>l n Oconventional 6 gri ds,
> But there are many more attributes

>VASH: O VOM!
from Shi bb«

> Populate VOMS with
generic attributes

> Part of glLite (SWITCH)

ess e
VASH  [Eppesree
Shibboleth SP transfer

—a
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> Characteristics

|
3
K
: |
' .
. |
authN :
. l
' '
]
]
i |
I
I
I
|
]
‘ ----- attribute push/pull

SUDMIts jobs

at the resource

Sandbox

Resource(s)
(CE.SE..)

A

delegates

T

aut!\lZ OK

--# o]

Resourca

t

authZ

\J

authN
{in SAML)

Config Files
gridmaplies
biacklist
File Systerm ACL
LCAS
LCMAPS

graphic from: Chistoph Witzig, SWITCH, GGF16, February 2006

> The RP (at the decision point) knows the source of all attributes

> but

has

t o

combi

ne

t hese

and

ma k e

> |s suddenly faced with a decision on quality from different assertions
push a
> International Symposium on Grid Computing

> needs

NIi/iEF

t o

K i
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Osessi
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April 2009
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Container versus service level

LogicalauthZ structure: PEP,PDP,PAP,PEP
Frameworks

AUTHORIZATION FRAMEWORKS

—a
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A multi-authority world
> Authorization elements (from OGSA 1.0)

Other
Stakeholders

Polic!
\ Y Resource

Authorization Policy o
Architecture . &
Policy
Enforcement -
f Standardize Po%

Process acting

0

ooooooooon| =4

0000000000

0000000000
ooooooof g
0000000

0ooooooooo
0ooooooooo

Resource
Site ttributes
Identity Local Site Policy
Kerbe_ros Policy and
Identity . Allow or
attributes. Deny
PKIl/Kerberos
Identity
Translation
Service .
Site/
Resource —H5H0 Authorization
Owner (5000055 Service/
ool0000 55 PDP

s Graphic: OGSA Working Group
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Logical Elements in authorization

1. Access Request

}

_ PEP _
Palicy Enforcement Point

— 8 Obligations—| Obligation service

-

Abeware that treé
architecture to implementation
1:1is a recipe for disaster 0

2. RBequest V. Response

L 4. Attribute query -

__PDP _ . PIP ,
Policy Decision Point Policy Infarmation Paint
r— §. Attribute

5a. Subject 5c. Environment
— attributes attributes
3. Policy 5b. Resource
attributes
FAF . )
Policy Access Point Subject Resource Environment

—a
International Symposium on Grid Computin April 2009 36
NIp@EF > ymp puting p



Control points

Container based

> Single control point
> Agnostic to service semantics

Service container

o= 177
A

7]

8

=

Authorization @

mechanism in

: <y S

. =

AuthN Authorization ’ °
Verification mechanism qy ©

Authorization
mechanism
3

NIEeF >
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Service based

> Many control points

> Authorization can depend on
requested action and resource

Service (e.g. storage)

W1
\_3
A

Request

AuthiN Authorization
‘erification mechanism
April 2009 37



Frameworks

> (chain of) decision making modules controlling acces
> Loosely or tightly coupled to a service or container

>Generi c Ol i1 braryo, or tied
R

AuthzSvc
config
EPR +

example: GT4

Service
Provider

stub-runtime

Request

saml authz
assertion issued
by Aald-2

-

xacml policy
assertion issued
by Aald-1

statement statement

S Graphic: Frank Siebenlist, Globus and ANL
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Some framework implementations

> GlobusToolkit v4 Authorization Framework’
>Site Access-LCHMAPSO| spetfoggjgé
> PRIMASAZGUMSgPlazmasuite

> GridSite& GACL

> gLite AuthorizationFramework (v2)under construction
> ..

but dondot forget oOna

—a
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Implementation example: LCAS

> Enforcement point: service calls framework gatekeeper.c

retval =lcas_get fabric_authorization (user_cred handle , Icas_Icmaps_request )i
it (retval ){

failure(FAILED_AUTHORIZATION, );

}

> Fram eworkexecutes (P D P(S)) /opt/glite/etc/Icas/Icas.db

# LCAS database/  plugin list
pluginname =Icas_userban.mod,pluginargs =ban_users.db
pluginname =Icas_voms.mod,pluginargs =" - vomsdir /etc/grid - security/  vomsdir /..."
> And renders a decision /var/log/globus-gatekeeper.log
LCAS 2: LCAS authorization request
LCAS 0: Icas_userban.mod - plugin_confirm_authorization 0:
checking banned users in /opt/ glite /etc/ Icas / ban_users.db
LCAS 0: 2009 -04-14.18:13:40:
lcas_plugin_voms - plugin_confirm_authorization_from_x509():
voms plugin  succeeded
LCAS O0: Icas.mod -lIcas run_va ():succeeded

NIEeF >



Different frameworks

> Each framework has
> own calling semantics (but may interoperate at the back)
> |ts own form of logging and auditing

> Most provide
>Vali dity checking of credenti al
> Access control based on Subject DN and VOMS FQANSs
> Subject DN banning capability

> And some have specific features, e.g.,
>Capability to process arbitrary
> Calling out to obtain new user attributes
> Limiting the user executables, or proxy life time, ...

NIEeF >



AN
[ Trustvianader
Cauthz)

WebServices Ajthz
dn,attrs,acl, reqjop
->yes/no
\ Cmapd
on-> 08 e
4

doit

coarse grained

NIi/iEF

proxy cert:
dn, cert, Pke!

VOMS cred
(short lifetimg

] certificatl
VOMS
VOMS cred|

1

V?b%(ost)lp( .

AN
Tusanader

\

pre-process:
B_a_rameter&
obj.id + req. op.

CauthzD
obj.id -> acl
dn,attrs,acl, reqlop
->yes/no

y
doit

fine grained

>

I proxy cerl

certificate:
dn, ca, Pke|

delegation
cert+key
(long lifetime)

I proxy celi

GACL:
obj.id -> acl
dn,attrs,acl,
->yes/no

| proxyzrlt

pre-process:
parameters
obj.id

+ req. op.

reqjop

doit

fine grained

web

International Symposium on Grid Computing

re-newa
request

MyProxy

delegation:
cert+key
(short lifetim

ob

pre-process:

arameters LCAS

j.id + req. op. dn,attrs,acl, reqjop
->yes/no

GACL:
obj.id -> acl
dn,attrs,acl, reqjop
->yes/no

doit

fine grained
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Which framework to use?

Unfortunately, this question has no clear answér

> Each service uses a particular framework
> |f you want a service, have to use its chosen framework

> Semantics are mostly different

However, there Is progress!

> There Isinterop if you use a central service
>Usi ng an agreed O0SARd4gRésp pr
> See theinterop section later on

Let 0s | ook at a few examj

—a
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Example: running computgobs
Access control: gatekeepers, gLExec, ban lists, and GACL

ACCESS CONTROL FOR COMPUTI

—a
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Job Submission Today

@
v _
~ ~
W L |
e — Grid Workload Management Site Boundary

=5
Systems Grid Computing

Job
Manager
run by user

User submits his jobs to a resource
t hrough a o6cl oud©d

\v

LRMS Queue

User Job
Unix uid specific to
Usar

Direct binding of payload and submitted grid job
Ajob contains all the user
A access control Il s done at

0s busi
t he si

A inside the site, the user job has a specific, site-local, system identity

—a
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Access Control on the CE

> System access, written in C, means LCAGMAPS
>Nati ve or -otuhtr ohuogohk sooc allilk

Site Boundary N

Library invocation in the gatekeeper \ / Nada )
or Invoked by gLExec in CREAM \
Site Access Control \\
[ (LCAS/LCMAPS) \ °oo0o ™ |

Eand Q .-/.‘
\ @r ?
= )
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Similar services in C or using Unix
>gLI te OCREAMO submissi ol

~ Site Boundary ~

ﬁ Grid Computing Service : : LRMS Queue )

Y

Worker Node

| eeriob 7 |

Grid Workload Management
Systems

> globustoolkit pre-WS GRAM in EGEE

> gLExec (via CREAM and in lavnding pilot scenarios)

> globusgridftp, gsiopenssh

> DPM (LCA®NIly in new version!)

>SCAS (O0Orecursived I nvocat.

—a
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Decision attributes and obligations

Example: LCAS, the oldestand simplest- one

> |nput attributes
> Submitting user certificate
> VOMS FQANSs are known
> Target service is known
> Action, partiallylk nown ( ORSLO o) execq

> Requesteddecisions
> |s access grante@

> LCMAPS needed for obligations, i.e., thaix account

—a
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LCAS: basic authorization

> Pluggable authorization framework in C
>l ndependent modul es (0shar
S| mpookanan® pol 1 cy descri pti
> Decisions based on
> Allowed user or VOMS FQAN list
>Deny based on a separate 0
> GACL policy
> Allowede x ecut abl e (ORSLO mat ch
> Time slots
> L&B2policy module

http://www.nikhef.nl/grid/Icaslcmaps/
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LCAS example

/opt/glite/etc/Ilcas/Icas.db

# @(#) Icas.db
pluginname =Icas_userban.mod,pluginargs =ban_users.db
pluginname =Icas_voms.mod,pluginargs =" - vomsdir /etc/grid - security/  vomsdir /..."

/opt/glite/etc/lcas/ban_users.db

# @(#) ban_users.db
/DC=0rg/DC=example/CN=Sherlock Holmes
/DC=gov/DC=somelab /OU=CDF/CN=*

only DN c.q. FQAN used from ... /etc/grid-security/grid-mapfile

"/O= dutchgrid /O=users/O= nikhef /CN=David Groep". pvier

"/O= dutchgrid /O=users/O= nikhef /CN=Oscar Koeroo " okoeroo

"/C=AT/O= AustrianGrid /OU=UIBK/OU=0rgUnit /CN=Name Suppressed”. esr
"/ vlemed /Role=NULL/Capability=NULL" . vlemed

"/ vlemed ". vlemed

"/vo.gear.cern.ch/Role=NULL/Capability=NULL" . poola

"/vo.gear.cern.ch" . poola

"/vo.gear.cern.ch/Role= lcgadmin /Capability=NULL" . troi
"/vo.gear.cern.ch/Role= lcgadmin . troi
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But notably different

> gLite WMS
> Uses GACL libraries directly and exclusively

> Storage accesgontrol, e.g. DPM

> Has builtin native handing of groups via POSIX ACLs
expressed as VOMS FQANS

> Native GT4 preNSGRAM andsridFTP

> Has only a static DN map file
> Unless configured to use LCASCMAPS oPRIMAGUMS

> @
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gLite WMS access control: GACL

/opt/glite/etc/ glite_wms_wmproxy.gacl

<gacl version="0.0.1">
<entry>
<voms>
<fgan>lofar/ROLE=admin </ fgan >
</ voms>
<allow><exec/></allow>
</entry>

<entry>
<voms>
<fgan >Isgrid </ fgan >
</ voms>
<allow><exec/></allow>
</entry>
<entry>
<person>
<dn>/DC=0org/DC=example/O=HEP/O=PKU/OU=PHYS/CN=Some Person</ dn>
</person>
<deny><exec/></deny>
</entry>
</ gacl >

GridSite and LCAS can do GACL as well, though ...
NIEeF >



GUMS access control

GUMS is a centraservice only mapping service
>Database with a O0sitedo dump
> Tools to manipulate that database

> e.g. banning a user or a VO
https://twiki.grid.iu.edu/bin/view/Security/ GUMS--DevelopmentandAdditions

# an individual that is not a VO member
/DC=0rg/DC= doegrids /OU=People/CN=Jay Packard 335585,

#an invidual from any VO
/DC=0rg/DC= doegrids /OU=People/CN=Jay Packard 335585, .*

# or an individual from the Atlas production role
/DC=0rg/DC= doegrids /OU=People/CN=Jay Packard 335585, //atlas/ usatlas /Role=production.*

> please hold for a central service based on LCAEMAPS...
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Credential mapping

Runningjobs

Longrunning jobs andMyProxy
Addressing latebinding with gLEXxec

TO THE UNIX WORLD

—a
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To the Unix world: Problem

Q )

C=IT/O=INFN VOMS
g rld |dent|ty ’J /L=CNAF pseudo- (X509, VOMS)

ICN=Pinco P|  cert

JCN=proxy q /dc=org/dc=example/CN=John Doe

tramlslate

pvier001:x:43401:2029:PoolAccount VL - e P4 no.1l:/home/pvier001:/bin/sh

> Unix does not talk Grid, so
translation is needed between grid and local identity

1. this translation has to happen somewhere
2. something needs to do that

—a
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To the Unix world: LCMAPS

> Again a pluggable framework LCMAPS
- - Credential
> Separated in two phases, since Acquisition
#1 may require ' r
that a plugin in #2 might drop
> Acquisition
collect attributes and obligations
> Enforcement

make all obligations honoured
Interact with localunix system

> Modules are shared objects

e)

& Enforcement

Service (GK, GridFTP,

http://www.nikhef.nl/grid/Icaslcmaps/

—a
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" Evaluation
Manager

(invokes modules
in policy order)

>
~

rl = — LocalAccount
VOMS-PoolAccount —k—»

Acquisition modules

> Acquisition

1
1
1
1
x

v

(LDAP
posixAccount)

|
|
|
|
\

e (POSIX in-process) ——

Enforcement modules

(voms)localfaccount,groug, (voms)poolfaccount,groug,

GUMS, verifyproxy,scas<client
> Enforcement

posix_enf ldap_enf, afs, jobRepository

—a
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LCMAPS configuration example

/opt/glite/etc/lcmaps/Icmaps-scas.db

# LCMAPSconfig file for glexec generated by YAIM

vomslocalgroup ="l cmaps _voms | ocal group. mod . . .
vomslocalaccount ="|l cmaps_voms | ocalaccount. mod ... Ad
vomspoolaccount =" cmaps_voms _ poolaccount. mod ...
localaccount = "lcmaps_localaccount.mod"

- gridmapfile / etc/grid - security/grid - mapfile i
poolaccount  ="lcmaps_poolaccount.mod"

- override_inconsistency

- gridmapfile /etc/grid - security/grid - mapfile

- gridmapdir /share/ gridmapdir
good ="l cmaps_dummy good. modin

# Policies : DNlocal ->VO- static ->VO-pool -> DN pool
static_account_mapping
localaccount - > good

voms_mapping :
vomslocalgroup - > vomslocalaccount
vomslocalaccount - > good | vomspoolaccount

classic_poolaccount ; . :
poolaccount  -> good Policy sequence depends on the service!
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MyProxy
Renewal daemons
What About VOMS

LONG RUNNING JOBS

—a
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MyProxy in EGEE

> EGEE security based on proxy certificates
> often carrying VOMS attribute certificates

> MyProxyused for several purposes:

> Solution for portals (FGRADE, Genius)
A a common way of usindMyProxy

> Longrunning jobs and data transfers
A credential renewal

http://myproxy.ncsa.uiuc.edu/
Slides based on: Ludek Matyska and Daniel Kouril, CESNET
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Long-running Jobs

> Jobs require valid credentials
> e.g.toaccesGridFTRlat a repositories on t
>t hese operations must be secure

> Job's lifetime can easily exceed the lifetime of a proxy

> consider waiting in the queues, possible resubmissions,
computation time, data transfers, etc.

> also VOMS certificates have limited lifetime
> |Impossible to submit a job with sufficiently long credentials
> the overall job lifetime not known in advance
> violation of the meaning of shoHime proxies
> Increased risk when the credential is stolen
> might be unacceptable for the end resources

> How to provide jobs with a valid shottved credential
throughout their run?

NIEeF >
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Proxy Renewal Service

> Periodical renewal of credentials
> maintains a list of jobs' proxy certificates to be kept valid
> using MyProxyrepository
A server specified by user in the job description

A uses the renewal mode

A authenticates using the WMS credential AND authorizes using the proxy
being renewed

> Support for renewal of VOMS attributes

> Part of the broker node (WMS)

> A proxy of a job is registered upon submission
> It is renewed whenever it is going to expire
A several attempts done until renewal succeeds
> After renewal a new proxy is pushed to the computing resource,
where the job is running

> After the job completion the proxy is unregistered
Slides based on: Ludek Matyska and Daniel Kouril, CESNET
NIEeF >



Proxy Renewal Service

PUT proxy
MyProxy
Wi Service node .
/ Service
submil
R Proxy .| Renewal GET proxy
Service
UI 8 f:::FF
=
Resource
Management

submit, renew

Fabric Management ¥

Job - | (Gatekeeper

dek Matyska and Daniel Kouril, CESNET
\/
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Proxy Renewal Service

Ensures that jobs always have a valid shatitme proxy
Users have full control over their proxies and renewal
> Using theMyProxyrepository
Support for VOMS
All operations are logged
> allows an audit

Stolen credentials can't be renewed easily
> the WMS credential are necessary for renewal

An older (still valid) proxy must be available for renewal
> reduces the risk when services are compromised

Developed in EWatagrid, in production use in EGEE

Slides based on: Ludek Matyska and Daniel Kouril, CESNET
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MyProxy and Trust Establishment

> Relationship betweenMyProxyand its client is crucial
> clients must be authorized to access the repository

> So far trust based on a static configuration
> each service and client must be listed
>regul ar expressions arenot suf f
> a subject name of a service must be added on each change or
addition
> VOMS support introduced recently
> generated by needs of EGEE
> allows to specify VOMS attributes (roles, groups) instead of
specifying identity
> requires adding service certificates to VOMS machinery

Slides based on: Ludek Matyska and Daniel Kouril, CESNET

NIEeF >



Pilot jobs
Impact on sites

LATE BINDING

—a
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Binding Late

_ user 6s s
({ " job management
N
=2

job container binds
to actual workload

Site Boundary

Manager
run by user

User Job
=7 Unix uid specific to
User

Grid Workload Management
Systems

Unix uid specific to
User

Late binding of work | oad using opil

A generic job containers are
Aretrieve payload from a re
A if the repository is run by the user, on a per-user bases,

then 1t is |1 kely filfemmunitabos issebuee

—a
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Multi -User Pilot Jobs

Virtual Organisation

VO Workload Management

System or Job Queue

~ Site Boundary ~
Site or VO CE Y
or traditional Wor
gatekeeper
mechanism
User Job
Imported by the bot
Grid Workload Management
Systems \ ‘
i N S
NG J
What 1 f the user 6outsourcesd the runn

A then whoever runs the pilot jobs, will run workload for multiple users
|l y grants access

Abut the
NIREEF pdo >

site on
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Pushing access control downwards

Classic model

/ Site Boundary ~

g User Job
W Unix uid spacific to
o, | {'( Somputing Service \ ser
&,

— 7
=

N — T
@wﬁé é User Job 2“
e~
‘ N i Grid Workload Management
\ ii [‘_\ Systems

User Job
Unix vid specific to
User
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Pushing access control downwards

Multi-user pilot jobs hiding

/]
&, L -
s MUPJ Pilot Job WMS in the classic model

,

e Site Bomdary ~
User Job
Unix uid of pilat
User Job
‘ Unix uid of pilot
".. ...g
Job ./
Manager
o000
Grid Workload Management
Systems
User Job
Unix uid of pilot
J

= ™~
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MUPJ security issues

With multi users use a common pilot job deployment Users, by design, will
use the same account at the site

> Accountability
no longer clear at the site who is responsible for activity

> |ntegrity
a compromise of any wuser using th
entire framework

the framework canodot protect 1tsel
unless you allow change of systemid/ gid

> Site access control policies are ignored

> e and sever al more e

—a
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- Pushing access control downwards

: LL Making multi-user pilot jobs
W MUPJ Pilot Job WMS explicit with distributed
Site Access Control (SAC)

- on a cooperative basis -

Site Boundary ™

Job
Manager

Grid Workload Management
Systems

4 Manager

Manager
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Implementing distributed SAC

Component 1: gLEXxec

a thin layer
to change Unix domain credentials
based on grid identity and attribute information

you can think of it as:

>0a replacement for the gatel
> 0 griddyver si on ostiexeBepacheos

>0a program wrapper around L

(@)
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Pilot Jobs and gLEXxec

Virtual Organisation

Grid Workload Management
Systems

On success: gLExec will set the uid/gidt o

On fail ur e:

NIi/iEF

>

VO Workload Management -
System or Job Queue =5

-~ Site Boundary ~
Site or VO CE 4
or traditional ‘
gatekeeper
mechanism
User Job /
Unix uid specific to %
User
FAEY AN &
e ‘__/’ e __',/' . -
- /
the new useros job and ex
LExec returns with an error, and p
April 2009 74
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gLEXxec deployment modes

> |dentity MappingModed6j ust | i ke
> have the VO query (and by policy honour) all site policies
actually changeuidbased on t he

>
> enforce peruser isolation and auditing usinguids and gids
>

requires gLExec to haveetuid capability

on t he

true

CEO

user

> NonPri vil eged

( 6 Ldodgetpienonty On | y 0)

> have the VO query (and by policy honour) all site policies

> do not actually changeuid: no isolation or auditing per user
> the gLEXxec invocation will be logged, with the user identity
> does not requiresetuid powersd job keeps running in pilot space

> OEmpt yodSoh enfodtdohi ng but

NIEeF

>
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ldentity change

Let 0s

a S s u meetuig. ine. ithark te map to:

> To a shared set of common pool accounts
> Uidand gid mapping on CE corresponds to the WN
> Requires SCAS or shared statgridmapdir) directory
> Clear view on whaloeswhat

> To a perWN set of pool accounts
> No sitewide configuration needed
Only limited (and generic) set of poaelids on the WN

>
> Need only as many pool accounts as you have job slots
> Makes

cl eanup easi

er

Ol ocal

> Or something in between ... e.g. 1 pool for CE other for WN

But if it is notsetuid, it cannot isolate & protect the pilot.

NIEeF
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Batch system and OS compatibility

How does gLEXxec affect the basic functions of a batch system?

1. Job Submission
2. Job Suspend/Resumg* A
3. JobKill

4. CPU time accounting

>  No change with respect
to currentbehaviourof jobs

>  Times are accumulated
on wait and

collated with the gLExec usage

by keeping the process tree,
gLEXxec is transparent for the

tested batch systems
tests based on work by Ulrich Schwickerath

/ Batch Queue

{User Job 42351

UidNumher=UID

N

g

Startjob |

Fork & setuid

Waiting for kill'suspend from mastes L]

—a
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But all pieces should go together

1. glexec on the workenode deployment

2. way to keep the pilot jobs submitters to their word
> mainly: monitor for compromised pilot submitters credentials

> systenHevel auditing of the pilot jobs,
but auditing data on the WN is useful for incident investigations only

3. 0internal
> the regular site accounting mechanisms are via the batch system, and

account |

these will see the pilot job identity
> the site can easily show from those logs the usage by the pilot job

ng

shoul

d

> making a site do accounting based glexec jobs is nestandard,
and requires nontrivial effort

NIEeF
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Centralizing Authorization in the site in glLite today
GUMS and SAZ: long time experience
Interoperability through common protocols

TOWARDS CENTRAL CONTROL

—a
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What Happens to Access Control?

So, as the workload binding get pushed deeper into the site,
access control by the site hea

€ how does that affect sif
and its deployment ?

NIEeF >



Site Access Control today

mputing Servi 2

o

[\ \
e

N\\/D

Library invocation in the gatekeeper
or Invoked by gLExec in CREAM
Site Access Control ™,

| (LCASILCMAPS) \

&~

Site Boundary —

-

Worker Node

\
)\
\
\

- L
\@:3,« ? < '

PRO already deployed

no need for external components, amenable to MPI

CON when used for MU pilot jobs, all jobs run with a single identity
end-user payload can back-compromise pilots, and cross-infect other jobs
incidents impact large community (everyone utilizing the MUPJ framework)
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) ) )
Slt . . @, LA . . . Site Boundary —~
[ Computing Service \ Wor
D
5 / Manager
®.
®,

PSRN

AN Job N
NN Manager \
\\\ \& LCMAPS ‘\

LCMAPS

Q
4]

Variant SAML2XACML2 protocol
Using agreed attributes/obligation
commeon to SCAS and GUMS

o~
| /SAML2XACML2
‘( Client Plugin //

SCAS
(LCAS/LCMAPS)
. Y-
\ A s,
* - - - *
of course, central policy and distributed a U

per-WN mapping also possible!
\.
PRO single unique account mapping per user across whole farm, CE, and SE*

can do instant banning and access control in a single place

protocol profile allows interop between SCAS and GUMS (but no others!)
CON replicated setup for redundancy needed for H/A needs more boxes

cannot yet do credential validation (formalistic issues with the protocol)
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Centralizing decentralized SAC

Supporting consistent

> policy management

> mappings (if the are not WHNbcal)
> panning

via the

Site Central Authorization Service SCAS
> network wrapper around LCAS and LCMAPS
> t 0s aSAMLZXAMBR2rclierderver
> |t Is itself access controlled

NIEeF >



SCAS: LCMAPS in the distance

/" LCMAPS £ SCAS N

LCMARS

Credential Acquisition

LCAS
request verify
/" LCMAPS

Credential Acquisition

m & Enforcement

variant-

SAML2XACML2
with obligations

Gatekeeper or gLExec

I\ H\Hh J/f
A Application links LCMAPS dynamically or statically, or includes Prima client
A Local side talks to SCAS using a variant-SAML2XACML2 protocol

- with agreed attribute names and obligation between EGEE/OSG

- remote service does acquisition and mappings

- both local, VOMS FAQN to uid and gids, etc.

A Local LCMAPS (or application like gLExec) does the enforcement
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Talking to SCAS

> From the CE
> Connect to the SCAS using the CE host credential

> Provide the attributes & credentials of the service requester, the action
(0Osubmit jobo6) and target resource

> Using common (EGEE+OSG+GT) attributes
> Get back: yes/no decision andlid/ gid/ sgid obligations

> From the WN with gLExec

> Connect to SCAS using the credentials
of the pilot job submitter
An extra control to verify the invoker of gLExec
IS indeed an authorized pilot runner

> Provide the attributes & credentials of the service requester, the action
(0run jJjob nowdé) and target resour CcEe

> Get back: yes/no decision andlid/ gid/ sgid obligations
> The obligations are now coordinated between CE and WNSs

NIEeF > 85



authz-interop.org

Harmonizing the internal semantics: XACMISAML?2
Common protocol and common attributes
It works today!

INTEROPERABILITY NOW:
INSIDE THE SITE

—a
International Symposium on Grid Computin April 2009
NIp@EF > ymp puting p

86



EGEE

VO Services

~N
\‘[ get voms-proxy

Submit request
with voms-proxy

S CE€

naritl O

-

Site Services PDP _
Site
SCAS
G 8822
O35
O ofv
PEPs
CE WN
{Gatekeeper 1 9LExec

[ SCAS Clnt. ]

Legend

AuthZ VO Management -
Components | Services: il

(@io/ain)

/
:

Batch
System

ereq
©
(@o/ain) L

qor 0 10/
nwagns

i

SCAS Clnt. J

Pilot SU
v
Q Job @
@ (UID/GID)
c

gor J0 10d

Q

/
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VO Services

-

Site Services

)

A Common Protocol
for OSG and EGEE

integrated with

SliIiiiiiniiiiiiin. Telrorararininin) the GT
sl syneh |l a1 syneh | GUMS SAZ
vowes—»é> VOMS [ Fay :
\..:-:-:-:-+-:-:-:-:_- .:.:.:.:‘.‘:.:.:.:.) C-<6® @F‘sa
O 8 &[5 ” |2
2 s z[e 513
g 318 PEPS
= @ IR B J N
N SE CE WN
et voms-prox
L‘,g Proxy SRI\y I {Gatekeeper u gLExec
Submit request [ gPlazma } Prima } [ Prima }
with voms-proxy ?_U
= 2
cl_» Sigo Yty
- U o
SI2 8 a 3 S " Batch 2|8 (UID/GID)
_m$ Olw =  System s
g — |o y o |D
Legend K I~ = > @ /
[ Authz ][NotOﬁiciaIly] o Mamagemant -
Components In OSG Serwces

>
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What did we start with?

> GUMS and PRIMA using proprietary SAML1 based protocol
> SAZ (authorization service)

>GT3, adAizé¢ abl out 6 f or Lérdhl MA Db
> LCAS/LCMAPS

> gLExec

> gPlazma

Not only used GUMS and the OI
of dealing with attributes and authorization (local VOMS
dumps vs. VOMS attribute push)

Al so, the services build I n ¢
not be used | no hatkeanaddouble work( 0 O

NIEeF >



Aims of the authz-interop project

> Provide interoperability within the authorization
Infrastructures of OSG, EGEBJobusand Condor

> Seewww.authzinterop.org

Through

> Common communication protocol

> Common attribute and obligation definition

> Common semanticsand
actual interoperation of production system

So that services can use either framework
and be used in both infrastructures
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Two Elements forinterop

> Commoncommunicationsprofile
> Agreed on use of SAMLLXACML2

> http://www.switch.ch/grid/support/documents/xacmisaml. pdf

> Commonattributes and obligationsprofile

> List and semantics of attributes sent and obligations
received between a OPEPO a

> Now at version 1.1
> http://cd -docdb.fnal.gov/cgtbin/ShowDocument?docid=2952
> http://edms.cern.ch/document/929867

—a
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Profile in a nutshell

> EXxisting standards:

> XACMldefines the XMLstructures that are exchanged with the PDP
to communicate the security context and the rendered authorization
decision.

> SAMLdefines the onthe-wire messages that envelope XACML's PDP
conversation.
> The Authorization Interoperability profile augments those
standards:
> standardize names, values and semantics for commanbligations

and coreattributes such that our applications, PDP
Implementations and policy do interoperate.

N
Subject S requests to perform Action A on Resource R within Environment E

CE/SE/WN XACML/Reques | Site Services
[ Gateway
PEP
XACML Response
N
Grid Site Decision Pernﬁ but must fulfill Obligation O
[N !
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. -

An XACMLAuthZ Interop Profile

> Authorization
Interoperability
Profile based
on the SAML v2
profile of
XACML v2

>Result of a 1yr
collaboration
between OSG,
EGEE, Globus,
and Condor

>Releases:

v1.1A 10/09/08
v1.0A 05/16/08

N
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