.- Ensuring-Availability

Security, Protection, Trust,

walking the line between paranoia and faiseser
In a highly connected world
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Note
These were oOoOwhite hato c
of controlled network validation and scaling tests T

so do not try this yourself!
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Computeto-datatraffic NDPF/Grid

BIiG Grid: network utilisation at the central Facilities @ Nikhef

2867
26 G
24 G
22 G

20 G
18 G
16 G
14 G

selnl 1 i |
HM Al I J\‘ , tiimﬂi‘r|‘| ! ‘ 1..,1,[.

2 G
Week 43 Week 44 Week 45 Week 46 Week 47 Week 48

6 G
4G

O Max Average bits in B Average bits in B Max Average bits out

B Average bits out

L\

bits per second

20

.ed that the latest attack has exceeded 10 Gbps. U




David Groep
Nikhef
Amsterdam
PDP & Grid

Routed Internet US GEANT Routed Internet AMS-IX Other T1s CERNTO OtherT1s .

«

BiG Grid
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the Netherlands Tier 1 for wLCG is a service by BiG Grid,
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Security-anad Availability

© . Need to stand up to analysis load
BAnalysigsa denialof-service attack!
Bhighbandwidth infrastructure needed

Beven then
only sustainable with 0

. but for the rest of the world,
we are a potential thread when abused
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PDP & Grid Binfected systems typically used in criminal contexts
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on an ADSL link
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Order now
NDPF@AWS?
H Order now
amazon A3-yr reserved e
SEIVICeS™ SIMPLE MONTHLY CALCULATOR d Order now
iscounted rate ... e
Estimate of Your Monthly Bill

Show First Manth's Bill [include all ane-time fees, if any) Aonly CompUte’ ORdar SO
Amazon EC2 Service (US-EAST) $ 244997200 not even sto I"ag e! Ordor now
AWS Data Transfer In $ 30720.00 Order now

David Groe AWS Data Transfer Out § 27545 52 -
Order now
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Amste rda Total One-Time Payment: 1 Order now

PDP & Grid Total Monthly Payment: 20173377 month'y 202 k US$ ———
* every 3 years JSHNATE 8 DAISGSE CTATHCTHKA
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O Site Access Control
. software development
] ] Definitive
. white and blacklists Access |
. grid-aware security

. vulnerability assessment  grid-mw-security@nikhet.nl

Site-level
Authorization
Databas

CSIRT: Incident Respons -=———=——LcG T

: : : — —_— CSIRT

monitoring & forensics  —— =" Z  (esponse

wme . communications = "
Amsterdam —— - F
Popacid . security exercises e s s s
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Betfore theGrid ...

Guest/ students form (ple,

1. This form is completed in I:l
conmection with:
S— .
CERN/User Regustration
CERN COMPUTER CENTRE -U

httpy//cem.chy/it/documents/ComputerUsage/Comp,

To be returned to the User Registration box at the e
mmplered by a user who requifes a computer accou
Department, and is not yet registered in another gr

To be completed by the User :
Itis MANDATORY to provide the following infc
treated contidentially and only be used for ensurnin

Supply name as registered by the Users’ O
FAMILY NAME(S): ...uviiiaseiiomransassasnsaess

“ MATIONAAL INSTITUUT VOOR KERNEYSICA EN HOGE-ENERGIEFYSICA
— e ——

For Office Use Ouly

“ Fermilab
3

1D: Action: 1D Exp:
lusurance: Medical: Safety:
Computer: Stkrm: Family:
NON4T Semsitive: Verifier: Dare:

Name:

SWIETZER JOHN JAMES

Last Furst Middle

University or Institution Name: Telephone

FLORIDA STATE UNIVERSITY §50-644-XXXNX

Experiment Department:

Exp. / Dept Spokesperson Home Institution Contact Contact Telephone

Do WOMERSLEY'WEERTS | SHARON HAGOPIAN 8§50-644-4777

B R S N A M) oviiiss sl i o iR S ey e e T ey e e T A e N e Cametm s

SEX [M] [F]  BIRTHDATE: Day......Month......... Vear Ry

FI NI TN L B RN E et an G B B O K PSS S S S s S A B

NATIONALITY: ..cevvevnernrnennnnns *CERN SUPERVISOR......ccco0immraismvsriissvssais

*CERN DEPARTMENT:. .... *CERN ID NUMBER (as on CERN card)..............
To be completed by the Group Administrator:
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VO management Subscriptions Configuration

Manage

Users
Groups

Roles

Attributes
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nikchef Search users |

Users:

vheles
CERMN Trusted Certification Authority

Joerg Mechnich jmech@nikhef.nl
TERENA eScience Personal CA, TERENA

Aleksej Jakovlevich Koutsman
MIKHEF medium-security certification auth,NIKHEF

Alexander Doxiadis
MIKHEF medium-security certification auth,NIKHEF

Anton Rikard Sandstroem
MIKHEF medium-security certification auth,NIKHEF

Auke Pieter Colijn
MIKHEF medium-security certification auth, NIKHEF

Other VOs on this server

delete
user

delete
USer

delete
User

delete
UsSer

delete
user

delete
USer




VO management Subscriptions Config

VU (CUITIITIuUTinyj

Membership Records

Virtual Organisations

Site-level
Authorization
Databas

Definitive ~
Access|
Control|
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o
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Q 6but wwho Wenaedw e Gud ed
lena:~:7775 who am i®?
davidg pts/40 Dec 10 14:36 (lap-236.nikhef.nl)
lena:~:778% who are you?
davidg pts/40 Dec 10 14:36 (lap-236.nikhef.nl)

OBIGTF

latemational Grid Trsst Federation
AP EU|TAG
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simple computer identities depend on the system involved

lena:~:779% 33h davidglxzs4all.nl
Ssh_exchaﬂge-identifi:ati:n: Connection closed by remote host

... but for the grid we need a global identity




Your Global ldentity

O Home organisation
or RA

Authorization

Abased on the unique AuthN ID
Agrants or denies access

AVO & Site joint security responsible

D

Credential
Issuing
Authority

VO (community)
Membership Records

(—
Photo ID Q

OBIGTF

e reome - Authentication
pavid Groep  Aeach person globally unique name

_ Site-level
et Aforever persistent Authorization
initi - atapase
pop&Grid  Atraceable to a real person Definitive qm, D

Access
Control |




__ Qsub-tunnel - Gridwiki

v ‘@ https://ca.dutchgrid.nl/start/

*

-l e oy

__ Mikhef Identity and Single 5i... = | | Vems-Admin 2.0

iDuTthrid Request and manage your user certificate

| | Nikhef Identity and Single 5i...

-" Google 2| Most Visited "'v | User Registratic /2

__| DutchGrid Web Site x L

Why a certificate? You need a cerificate to
authenticate (make your identity known) to

Carificotion : . semvices, hosts and other users in the grid
1A 5| jGridstart 1.9 =B & environment. With your cerificate, you can set
Certificates Actions View Hel up secure internet connections, sign your
Production | = = P electronic messages, and prove your identity to
Orverview . . Lk weh and arid sites Howewer the cedificate in |
Gettlng access to the gl’ld £5| Request a new certificate - Generate request

Manage Your Cel
{for all users)
Find a local RA

Classic interface
Help with your red
Start your Reques
Submit your requi
Download your o
Renew your certifi

Request revocatia

Paolicy Statement
Reliance Informal
Root certificate

Certificate Revoos

This computer has not yet been configu
able to access the grid.

Alternatively, wou can import an existing

'

* Senerate request
* Submit request

* “erification form

* |nstallation

* What's next

DutchDemo

NE/BeneluX -ravemars

Test-Low CA

{discontinued)

Documentation
Certificate Request Guide
Change 8 passphrase

RA CpsGuide

CpenSSL for Windows
eToken Guide

Links
EUGridPMaA
IGTF

TACAR

Done

Request a new certificate

Flease identify vourself with name and arganisation.

Given name(s):
Surname;
Email address:
Crganisation:

{advanced)

Your personal key is generated together with the request, and needs ta remain private

Willem
van Engen

joridstar t@biggrid.nl

:Nationaal instituut voor subatomaire fysica (NIKHEF) -

to you only. Your password should be at least 12 characters long, and include

non-alphanumerics. Please choose your password carefully; it must not be easy to

guess, but you need to remember it.

Fassward:

| agree to the privacy palicy of the DutchGrid CA,

[ Cancel
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. (. DAPGrid PMA
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International Grid Trust Federation 7 http://www.igtf.net/

_ EUGrIdPMA'T https://www.eugridpma.orii-



Federated Idntity?S

we no longerrun-alone!
O . Single sigon across academia and research

i i (3 iy
DRI .:' VJ:"
i
| ELSEVIER Service Umversnty Y \
| SCIENCES ] Provider \
\

\ ONLY
\ g University X |
\ |
\ |
\ i"\ |
\ [
N : |

Meta-data .;-,-/

Redirector (WAYF) //
grid structure was not /
too much different! gf, g 4
B

David Groep X /
Nikhef @ % , \ @B ;
Amsterdam %m Sa,vaﬂon y
PDP & Grid ‘;«_%, -y ‘.i Home e




...and.we-keep nunning ...

Q an <4 . web-SSO federations have matured
B s . HR and ICT processes aligned
o I ntegrat«vahuef gr«
?6 S > web federation now becomes reality
Federation peers @Jﬁw
rely on and trust \ b

home instituteso |

manage their users o~
pavidGroee . Tryst has become
roeaer  globalaccounts get

high, global value £ Ji?} . .ﬁ

High-Quality CA

p—




FEDERATIE

IDP SURFfederatie Service SP — MAILFILTER
&= suar NL

o L 4

» ¢ ScienceDirect

! TERENA
| CERTIFICATE

SCIENCE:

« networking the networkers »
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SSO forYou

~° - Access to new federated services

. Same login for most services
BDesktops and login.nikhef.nl
BEmall and spam filter settings
Blnstant Grid certificates and accesswh.CG
BElsevie® Science Direct
B...windows and more web applications planned as w

. New applications require better controls
David Groep ‘Baccount registration and expiration requirements

Nikhef

Amsterdam needed to keep our infra secure and
remain trustworthy for our global federation partners

https://sso.nikhef.nl/



NiKIdM TCS eScience Portal

Policy

Senvice Status

Attribute Viewer

Change your password
Review your account
Resolve email addresses

Certificates

My certificates® This service allows you fo get or deactive a personal cerfificate.
o o o o
To use this service, you will need to log in

Help

About NEEN
About Portal
Privacy Notice

Federated Servig
Senvices via SURFfederat)
SURFfederation attributg

release Help

. . CA Certificate
ScienceDirect

SURFspot.nl

Grid certificates

Registrars and PZ Meanwhile, dat

T A

.
N I E F Nationaal instituut voor subatomaire fysica

Pre-register users operated by Qr
Form Registered Persons contact the Nikl
Form Sponsored Persons e
Account status The list of semvi
Documentation MNDPF services

Geef je gebruikersnaam en wachtwoord

Voor deze dienst is authenticatie vereist. Geef je gebruikersnaam en wachtwoord in
wachtwoord, zoals dat ook gebruikt wordt voor de email toegang.

David Groe Gebruikersnaam davidg
P !

N|khef Wachtwoord secsssccsscscssee
Amsterdam
PDP & Grid Help! Ik weet mijn wachtwoord niet meer.

Helaas, maar een gebuikersnaam en wachtwoord zijn nodig om U succesvol aan te
opnemen met de helpdesk per email (helpdesk apestaartje nikhef.nl) of per telefoo

http://ca.dutchgrid.nl/tcs/ - https://sso.nikhef.nl/


http://ca.dutchgrid.nl/tcs/
https://sso.nikhef.nl/
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...and in120 Seconds

for the longer-term future, we are working on completely hiding this ...

https://tcs-escience-portal.terena.org/ https://www.terena.org/activities/tcs/



