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Nikhef collaboration — underpinning programmes

Theoretical
Physics

Physics Data Processing

Detector R&D
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PDP ‘Physics Data Processing’ activities and action lines

Scalable Computing Research Infrastructure  Infrastructure for
& Algorithms & Future Technologies  Secure Collaboration
« algorithms for high- * NDPF processing facility « authentication and

performance software National e-Infrastructure authorization protocols
- data organisation coordinated by SURF multi-domain federation
experimentall next.-gen global trust and identity
systems engineering access provisioning
cross-tier global networks operational security

stressing & public/private
collaborative design

« accelerator throughput

* rethinking code: at small
scale and on large scales

Introduction to Nikhef Computing & Data Nik|[hef
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Computing on lots of data 40 I\/Ievents/sec

W
‘\“ LKL [ /)//
\."!\\\‘,\w \‘ ~"\\\"’*’(, /)
V&§p%\ \N‘
“' Av\\ ,\\\,‘/ \\l\“\“\\\ \

ATLAS

EXPERIMENT

Run Number: 266904, Event Number: 25884805

~ 10 seconds to compute
a single event at ATLAS
for ‘jets’ containing ~30
collisions

Date: 2015-06-03 13:41:54 CEST
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Display of a proton-proton collision event recorded by ATLAS 3 une 2015, with the flrst LHC stable beams at a coII|S|on energy of 13 TeV;

Event processing time: v19.0.1.1 as per Jovan Mitrevski and 2015 J. Phys.: Conf. Ser. 664 072034 (CHEP2015
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‘Big Science’ needs some computing ...
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2P3 with LHC and LSST data; cabinets: Nikhef H234b

CERN CC B513, image: https://cds.cern.ch/record/2127440; tape library: CC-IN
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Detector to doctor workflow

' 40 million collisions / second

proton Proworn

hard interactm
o= o
/ spectator quarks

P m—r

Classify particlesin 1
collision and their
physics properties:
- electrons

} - muons

| - jets consisting

of hadrons

(PhD) students, in
papers & analysis notes

Introduction to Nikhef Computing & Data

k

. SPATLAS

Trigger system selects
600 Hz ~ 1 GB/s data

diagram adapted from Frank Linde; images: ATLAS collaboration, Nikhef. ... and sorry for the GDPR-blur

- PatLas
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limitation is power, not circuit size
and clock frequency is most ‘power-hungry’ 50 Years of Microprocessor Trend Data
still some packages now @ TDP of 400W

multiple cores on the same die helped Single-Thread
AMD EPYC Genoa (Zen 4) has 96 cores on die S8 0%
Intel Cascade Lake AP looked like a cludge
but now Sapphire Rapids appears better again

¥

Ad .
* 3wk Y| Typical Power
AT NS

. . i P ' “:' Number of
CPU design-performance gains left ¥ **| Logical Gores
predictive execution
out-of-order execution 1970 1980 1990 2000 2010 2020
on-die parallelism (multi-core) i potod e oro, . Labore, O Shacham, K. Okt L Hammord, ard . Sten
pre-fetching and multi-tier caching
execution unit sharing (‘SMT’) Image: K Rupp, https://github.com/karlrupp/microprocessor-trend-data

but at increased risk for security/integrity

15 Nik[hef




Fix the th|n hat didn’t scale well, CPU frequency’?’?
~ ?: \ ""sJWJ-,M L,..,. "

ot -ts « v Y |
LCO2 cooling of an AMD Ryzen Threadripper 3970X [56.38 °C] at 4600.1MHz processor (~1.5x nominal speed) sustained,
using the Nikhef LCO2 test bench system (https://hwbot.org/submission/4539341) - (Krista de Roo en Tristan Suerink)
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. since you then need this around it ...
- 1 |l‘r‘3|_i|c'iti"ftvﬂ storage ,%

2PACL with PLC Insulated test box
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Nikhef 2PA LCOZ2 cooling setup. Image from Bart Verlaat, Auke-Pieter Colijn CO2 Cooling Developments for HEP Detectors
https://doi.org/10.22323/1.095.0031
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Wlth 20 OOO+ users, yu need something global WLCG!

_,"r « 3 1 b y J y &
a8 :

f ] S TRy ~ 1.4 million CPU cores
3 Y - : | = ~ 1500 Petabyte
disk + archival

170+ institutes
40+ countries
13 ‘Tier-1 sites’
NL-T1:
SURF & Nikhef

e-Infrastructures
EGI

PRACE-RI
EuroHPC
OpenScienceGrid
XSEDE (ACCESS)

) =z il
Earth background: Google Earth; Data and compute animation: STFC RAL for WLCG and EGIl.eu; Data: https://home.cern/science/computing/grid
For the LHC Computing Grid: wicg.web.cern.ch, for EGI: www.egi.eu; ACCESS (XSEDE): https://access-ci.org/, for the NL-T1 and FuSE: fuse-infra.nl, https://www.surf.nl/en/research-it






> 1 user group
> 1 organization
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E-INFRASTRUCTURES: EGI, EUDAT, GEANT, PRACE, ...
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Policy-bridged global federations for research computing
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3 regional areas (for scalability): EMEA, Americas, Asia Pacific
~ 90 Identity Providers (some leveraging a R&E federation)
~ 10 international major relying parties

~ 60 countries / economic areas / international treaty orgs
> 1000 relying service provider collaborations

relying
party n

Image: Interoperable Global Trust Federation IGTF, https://igtf.net/; REFEDS Assurance Framework RAF: http://refeds.org/assurance, https://refeds.org/profile/mfa

relying
party 1

% Maastricht University | DACS Large-scale IT: the worldwide LHC Computing Grid and beyond 22



OpenlD Connect Federation

rediract_uris

OIDC endpoints + trust policy data for registration et
can be federated in a meta-data feed oo
* makes OIDC ‘federatable’ (plain oidc is single OP) .

claims

token_endpoint_auth_methad FO pub key
e as for PKIX, can be technlcal or pollcy bridge -

e delegated metadata
makes ‘OIDC-fed’ scale
in webscale scenarios

ORGpuRkey ‘/&
szkw b g

9

’ ’ Image: Roland Hedberg, University of Umea
i’ i‘i OpenlID Connect Fedrration:
i’ i’ https://openid.net/specs/openid-connect-federation-1_0.html

Clients Clients Clients
% Maastricht University | DACS Large-scale IT: the worldwide LHC Computing Grid and beyond 23


https://openid.net/specs/openid-connect-federation-1_0.html

Most trust flows from the (research) community

AARC Blueprint Unauthencated User

_. Authenticated User

- = = — 4 Authorisation Information Flow
ArCh Itectu re = === Altribute Information Flow

User Identitiy ‘ n m
—— - Nati
- ~ f s
Step up SR v, ~ . )
[\ e /} ? @ $ @ @ ‘R‘ eduGAIN (3 Social ID ORCID
e ™G
- -~
l s | /
\ Pid
AY N - -
User Access Protocol r————— RN -7
Attribute Translation | Authorisation | V/
Services | |
e : | Commumty AAI
i R | ™
- - I | @ o
NI : | &=
0 EEEEEEEE e, 0000 e R b b e (R | . = T
- -~ - - -~ - | . : _ i Teeell -
D I 7 Token N\ : ¥ | '/’ _____ | T~
1 { Translation | = |
___________ ’ \iEMci o/ | i cgmmumty\ 1 -
| Authorisation ) | Infra Proxy
“user ™ 2 el | Community i [— 1
“ : Generic
( \nfurm/) | : Resusmﬂy /' | Service Service |OI
x & = | |_ J
—————————————————————————————— | T
o -
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End Services * ! : 1 | -_
! I
Attribute N ‘
=B B &S T | (=)
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AARC Blueprint Architecture (2019) AARC-G045 https://aarc-community.org/guidelines/aarc-g045/; stacked proxies: EOSC AAIl Architecture
EOSC Authentication and Authorization Infrastructure (AAl), ISBN 978-92-76-28113-9, http://doi.org/10.2777/8702

% Maastricht University | DACS Large-scale IT: the worldwide LHC Computing Grid and beyond 24



http://doi.org/10.2777/8702

E O S C A AI Fe d era ti on Identity assurance brings the true value:

authenticators are aplenty, and ‘MFA’
far less interesting than vetted identities.
: But HEI home IdPs seem reluctant to provide it ...
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user identity comes ‘with the user’ from outside,
mediated by the research community, ORCID,
or from the home member state involved

E0SE Exeliane
“Sericn

ST
Image: EOSC AAI for the EOSC Core and Exchange Federation for the EOSC European I = #” _,‘ huj
Node by Christos Kanellopoulos, Nicolas Liampotis, David Groep (June 2023)

% Maastricht University | DACS Large-scale IT: the worldwide LHC Computing Grid and beyond 25



Bridges: token translation example ‘SAML’ to PKIX

Community Science Portal Y S —————— \ IGTF accredited
GSIFTP demo T PKIX Authority
Info Browse | Proxyinfo | User info Logged in as nl e C@
it/ /prometheus.desy. Onine
1} — Sy oy
‘ % EGi ( >
Infrastructure Master 1

Portal Credential

Store
\ \ Caulh q.au The whit o Labed Armrle send Callabos vtan Autiomat s atbass {4 Swvwae b Faeige

User Home Org l\ REFEDS R&S
or Infrastructure IdP II l Sirtfi Trust

see also https://rcdemo.nikhef.nl/ \ Policy Filtering WAYEF to eduGAIN

% Maastricht University | DACS Built on ClLogon and MyProxy, see www.cilogon.org < CiLoegon 26




With a single, yet fully compliant, ‘Heath Robinson’ CA

% Maastricht University Large-scale IT: the worldwide LHC Cmputln’g‘Grid and b'éydnd 27



A single-site locally-highly-available RCauth at Nikhef Amsterdam

 Most ‘fault-prone’ components are
- Intel NUC (single power supply)
- HSM (can lock itself down, and the USB connection is prone to oxidation)
- DS front-end servers (physical hardware, albeit with redundant disks and powersupplies)

Eliminated
SPOFs first
using ‘local HA

% Maastricht University

Master Portal
(User Agents and
Credential Stores) oIbc
trusted client OpeniD “
+ CSR AuthZ Server b’DQ
) <
bé | OpenssL
CA Issuance Server Kz ARCSEL
on-line front system . :
(Delegation Service) b :'“*
) S \ Inbound only
¥ . ol CA Issuance Server e sendes pert
3P filter and on-line front system ‘ 5 7
(implicit) WAYF | — (Delegation Service) B 3 OperssL
KCP-NG VM
SEEUEE:':EES CA signing system

l nms'
@D 1dPs Large-scale IT: the worldwide LHC Computing Grid and beyond 28



Since we do not like SPOFs ...

Distributed High Availability setup

across the 3 sites

design for minimal effort
readily-available techniques

- L3 VPN (OpenVPN) or L2 VPC

- Linux HAProxy

nnnnnnnnnnnnn

STFC (OXF)

pratected low-latency L2 VPC

+  hbalancing forwarding domain

+  connected both OIDC DS
frontends as well as DS/WAYF

*  inter-site database sync

(2R

T
L3 1P AS1104 .

BGP failover or IP anycast (or multiple DNS RRs)

&

Vi S
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SN, mesh K
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A131p 755403

D
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Deterministic weighted L2 load balaning ebtables
across currently enabled and available instances
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Large-scale IT: the worldwide LHC Computing Grid and beyond

work supported by the EOSC Hub and EOSC Future Horizon Europe projects
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A transparent multi-site setup is needed for the user

User

e connects to HA proxy at {wayf,pilot-ica-gl}.rcauth.eu
* HA proxy sends users to “closest” working service

e primarily forward to its own DS when available

= 0
o
>C
5 5
o 2
a 3
> c

Straightforward proven solution is IP anycast
If a HA loses its
backend DS, can still
route to another DS
over VPC/VPN backend

wherever the user is, the service is at
e 2a07:8504:01a0::1
« or for legacy IP users at 145.116.216.1

® o =

selected imagery: Mischa Sallé, Jens Jensen, Nicolas Liampotis

% Maastricht University | DACS Large-scale IT: the worldwide LHC Computing Grid and beyond 30



Getting 2a07:8504:1a0::/48 out there

Last 6 hours

AS1104

AS1103

Tier 1 ISPs
AS1239 T AS12956
AS3257 AS6453
AS6461 AS1299
AS6762 AS174
AS2603
As3491 ||[—"1 As3356
» AS3209
AS6830 AS2914

Last 6 hours

- | AS6453

AS3209
AS5408 AS21320 __fﬂerﬂsps
» ASE830
ol AS1299
»  AS12956
» AS3491
AS3257 |_—™ AS3356
AS2914
AS1104 »  AS1103 »| ASE461
ASBT62
»| AS1239

y

AS5511

route maps: bgp.tools for 2a07:8504:1a0::/48 — IPv4 for 145.116.216.0/24 is similar — imagery from November 2022

"

Maastricht University

| DACS

Large-scale IT: the worldwide LHC Computing Grid and beyond
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And you get reasonable load balancing in Europe for free
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map: RIPE NCC RIPE Atlas - 500 probes, distributed across Europe (https://atlas.ripe.net/measurements/50949024/)
% Maastricht University | DACS Large-scale IT: the worldwide LHC Computing Grid and beyond 32
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MANY PARTIES, SHARED SECURITY CHALLENGES

Rl el E e e
S

BOLOSN
e

Incident Response Communication, communication blocks

Challenges

 |dP appears outside
the service’s security mandate

* Lack of contact or lack of trust in the IdP
which to the SP is an unknown party

« |dP fails to inform other affected SPs, for
fear of leaking data, of reputation,
or just lack of interest and knowledge

* No established channels of communication,
esp. not to federations themselves!

Nikhef - Infrastructure for Collaboration

Inter-Federation

Federation

Participant
Internal

Inter-Federation Incident Response Communication

AARC

Nik|hef




EXERCISES — COMMUNICATIONS AND ACTIONS

parties involved in response challenge

eduGain il GARr
Support “ CERT

/ — i
Rikdet CINEN SWITCH
pcauth N R WS SURFconext
\\ / ‘\\171 / 7»[»_//
el \

L t Nikhef

One Service Provider discovers a compromised user and alerts the
Identity Provider of this user. Additional affected services are identified

and/ ,hould be able to see activity by the Identlty\n their logs. *
»_,_/“ nL”*--\, / \
" ™ ,‘”/ LIGO Wiki & E

INFN IdP )
> i =

eduGain il GArr
be o { CERN Support ‘- CERT
\ Market CERN n
4
P S :f suRFconextll  (DEV
." t t t Nikhef
S l RT F I CERN LIGO RCAuth INFN

Security Incident Response Trust
Framework for Federated Identity

Nikhef - Infrastructure for Collaboration Nik|{hef




SSC MONITORING

+1 bot at Site 20
hes 7 bats.

+1 bot at Site 21

5it9 21 has § bots.
C - REPLAY mode - Chromium

+1 bot at Site 22
Siln 22 hes 7 bots.

+1 bot at Site 33
33 hae § bots.

-2 bots at Site 3
Site 3 has 3 bots.
+ I

-2 bots at Site 4
Site 4 has 3 bots.

-1 bot at Site 5
§ has 4 bots

-1 bot at Site 7 “ £igena
Siie 7 has 3 bots.

comment doe mot go to the customers (sites) reply g8 SEICHISLONING §

-1 bot at Site 10 tir I'm trying to follow the incident on RTIR,
s Triantafyllidis: in (i guess the same applies for RTIR) Comment

stos
5-25 thanks a lot to Michal and Daniel Com
-1 bot at Site 12 tis = Correspondents
Silg 12 hes § bot. 1 4 is: hm. yes

Site 10 has 3 bots.

35 Nikhef - Infrastructure for Collaboration Nik|hef



than one: Nikhef Science Data Centre (‘234b’




Physical farms: selecting the ‘worker nodes’

For HTC applications
— like WLCG, IGWN,
but also SKA, WeNMR - typically

balanced features for node throughput
(CPU, storage, memory bandwidth, network)

single-socket multicore systems are fine,
typical: 64-128 cores per system
network: 2x25Gbps

(+ ‘out of band’ management like IPMI)

memory: 8 GiB/core

local disk: 4TB NVME PCle Gen4 x4

+ space (physical + power) to add GPU

Image: Cluster ‘Lotenfeest’ at the Nikhef NDPF, acquired March 2020. Lenovo SR655 with AMD EPYC 7702P 64-Core single-socket

37”




NDPF ‘WLCG and Dutch National Infra’ cluster

Runnlng jObS period: March 2021 .. October 2022
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..ﬁ.pr.l'la'_.r..]un..]ul..ﬁ.ug . EEp.ﬂC‘t.HEW'.DEC .Jan.Fel:rll'lar..ﬁ.pr.l'la'_.r..]un.,]ul Aug Eep. ] other ( 1.1)
2 'E) k O lhcbpil
d . . b -] atlb
ek Waiting jobs (Week 40, 2022) | 0 atlaspil
) M alicesgm
; 1.4 k ] enmr
m —3' 1.2 k I"%“ i | ] other
O vex l W “ A b aab
g ook I L M'"‘» ¥ S L it
_O [} 0.6 k ’,‘M L “ 1‘“ ] Hr'ﬂt *Wnﬂm 11\ AL inl Lﬂi"ﬂu J ,ﬂ\wﬂ b
0.4 k | : bl
:H: o k ‘.\ H‘Lh Mlﬂ
Tue Thu i Sat Sun Mon Tue Thu

drainage event on Sept 27 are nodes belng moved to the LIGO-VIRGO specific cluster; Source: NDPF Statistics overview, https://www.nikhef.nl/pdp/doc/stats/
‘other’ waiting jobs are almost all for the Auger experiment - GRISview images: Jeff Templon for NDPF and STBC
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Global high throughput computing needs moving of data
6

FTS Transfers (30 Days) ¢ @ > OlLastaodays vc & -

Group By  dst_federation * VO  atlas+Ihch Source Country  All ~ Dest Country  All~ Source Site  All v Dest Site  All » FTS Server  All v Bin  auto~ Filters 4
Volume Transfered / Number of Transfers

20P8 35 Mil

18PB
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1.9 PB N\ T T R gy T T T
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< . - 20m Z
£ . 2
£ g
5 10e8 e
2 =
g g
3 15mil &
= H
. I . - I
- C = -
s - B —_
- —
I 500K
2507 .
0B ! — — - N T - 0
8/30 95 911 ans ang
— ATLAS Federation = ATLAS Federation DESY = ATLAS Federation FR/W == ATLAS Federation, HH/Goe == ATLAS Federation, Munich == CA-TRIUMF == CH-CERN == CHIPP == CMS Federation DESY RWTH Aachen == CPPM, Marseille == Canada-East Federation == Canada-West Federation = DEKIT w= DETierds == ESPIC == FRCCINZPS — FR-Tierds
FZU AS, Prague GRID LAB, KAVALA Institute of Technalogy GRIF, Paris — Great Lakes ATLAS T2 — ICEPP. Tokyo IHEP. Beijing — IL-HEP Tier-2 Federation = INFN T2 Federation — ITINFN-CNAF — [T-Tier3s — LAPP Annecy == LBNL ALICE Berkeley CA == LIP Tier-2 Federation == LPC, Clermont-Ferrand == LPSC Grenoble — Latin America Federation
London Tier 2 == Midwest ATLAST2 == NDGF == NL-T1 == NRCKI-T1 == NULL == MorthGrid == Northeast ATLAS T2 = Polish Tier-2 Federation == Romanian Tier-2 Federation == Russian Data-intensive GRID == ScotGrid == Slovak Tier2 Federation == SouthGrid == Southwest ATLAS T2 TW-ASGC Taiwan Analysis Facility Federation Turkish Tier-2 Federation
UK-T1-RAL UST1-BNL US-Tier3s University of Melbourne ZA-Tier3s == unknown = Transfers

source: https://monit-grafana.cern.ch/d/000000420/fts-transfers-30-day ; data: November 2020 ; CERN FTS instance WLCG: daily transfer volume ATLAS+LHCb
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Typical data traffic to and from the processing cluster

168 G
148 G
128 G

166 G

Ba G | |
68 G ” ‘||’
|

hits per second

48 G

28 G

L
Jul .Aug . Efep.ﬂc't Mov Dec Jan Feb Har.Apr.Hay'Jun.Jul .Aug . Eep.
O Max Average bits in B Average bits in B Max Average bits out
B fverage bits out

]

Source: Nikhef cricket graphs period June 2021 — October 2022 — aggregated (research) traffic to external peers from deelqfx — https://cricket.nikhef.nl/
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Exercising the network — sensor data and events

§ - Lai\
Interface: ae66, Enabled, Link is Up
Encapsulation: ethernet, Speed: 1200000mbps
Traffic statistics: Current delta
Input bytes: 491308044270834 (522650585576 bps)  [455708529457430]

Output bytes: 55684866 (49256 bps)

Input packets: 7676688082851 (1020790999 pps)|INONA "s?zj

Qutput packets: 418932 (48 pps) T
Error

Ing

Ing
Ing aeld Up 48975582 47) 902463 @

Car ael Down 0 @ 0 @
ae66 0 (D) %} ()]
et-0/0/0 93484231 (D) 238363968625424 (593093300)
et-0/0/1 > 064584 8 2477C (())
et-0/0/2 Down

e /.00 Gbps and 593 Mpps — %
e connected to CERN via SURF S

et-0/0/5 @
| = et-0/0/6 -
—f et-0/0/7 ‘tsuerinkf@deelqfx-re@> ping i instance LHCOPN 192.65.183.25 size 6@@@

e o e =e=, F_‘ING 192.65.183.25 (192.65 z 288 data bytes

Interface Link Input packets (pps) Output packets (pps)

8 bytes from 192.65.183.
ytes from 192.65

a1y n 102 F

Image: baIIenbak.niI:h'éf.nI, Tristan Suerink
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Innovation on infrastructure

Nikhef empowers subatomic
physics research with AMD EPYC™
CPUs and Radeon Instinct™ GPUs

Deepening our understanding of the universe
with AMD EPYC CPU-powered and Radeon
Instinct GPU-accelerated servers.

AMDDU
EPYC

are at CERN: the

Niifer e ¢ FUNGIBLE

the in Argentina. The area dwith

 for sir shov dby

_— ” i b hat arive
Subatomic Physics ‘waves in 2016, the and the e . and dark-matter
b o i Finall,
OIS inthe universe are produced sroup that i 2 member of the L GO-
Increasing data throughput with higher 3 5
1/0 and memory bandwidth 0 M —
—_— [ publc e experiments have i s
: o NIKHEF, SURF AND FUNGIBLE SET NEW

Deploy AMD EPYC™ 75029 and 77129 CPUS, - i
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e Mo explains Roel Asi, Scientific  AMDEPYCduster”  data,” says Suerink. I think there
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hamess GPU-accelerated machine big universal box of buikding et more data you buid a more

el s i e STORAGE PERFORMANCE

throw at this quest. the more that can be

AMD TECHNOLOGY ATA GUNCE ikovred. Thled he tam AMDEC: "1 veyers the UG vl e the
AMD EPYC 75020 processors with 32 cores processors and Radeon instinct™ GPUs, which "‘""*’“ of cplfsions desected by about

actor 0f 10, says Aaii. “This means m.u the

AMD EPYC 77020 process 64
I ce that alignet
AMD Radeon Instinct Mis0 GPUs. e :’L‘LZ:!MMN ot abned e o o bk e

LT oo sions oot bbb ey Companies Double Current Performance Record, Setting

dose to a factor
Lenovo

experiments, but all of them require a fora flacbudger. We nesd o dealwith that, the New Bar at 6'55 Mi” ion Read IOPS

ool it i Loge TSRt e h m
explins Aai. “These staff usually work on AMD EPYC processorsand GRU acekeration

the
‘experiments Nikhef s involved in. hunger for growing am processing abilty.

AMD + NIKHEF CASE STUDY

Image: Minister of Economic Affairs M. Adriaansens launched the Innovation Hub with Nikhef, SURF, Nokia and NL-ix, January 2023. Composite image from https://www.surf.nl/nieuws/minister-adriaansens-lanceert-testomgeving-voor-supersnelle-netwerktechnologie
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Our science data flows are somebody else’s DDoS attack

?&i" Belastingdienst
Ly
#A Home

# Home = Menu

Zoeken

Home > Actueel > ICTeninformatievoorziening > De systemen testen dankzij een unieke samenwerking

Lees voor

Op de:

De systemen testen dankzij een unieke samenwerking

Een god

Dinsdag 14 maart 2023 | Het laatste nieuws het eerst op NU.nl Examer]

v Betastingsdienst

Home » Aanslagen > Ikheb een DDoS aanslag ontvangen - wat nu?

Ik heb een DDoS aanslag op mijn netwerk ontvangen -
wat nu?

U ontvangt een DDoS aanslag op uw netwerk, bijvoorbeeld omdat u vergeten bent werkende

tegenmaatregelen te nemen. Er staat dan een geschat aantal pakketten per seconde op uw

monitoring.|

OTUeeTOTe T

Wat g

Vragen over dit artikel?
- T

Het ‘red team’ is verantwoordelijk voor de
aanvallen, het ‘blue team’ voor de
verdediging. Een van de partijen die aan de

Forse ddos-aanvallen en nerdgrapjes tijde}\s
nachtelijke oefening overheid

avond meedoet is Nikhef #l. Tristan, IT

Door Rutger Otto
rehitect hii Mikhef oeaft aan “dat zii dit

Bandbreedte Pakketjes

12 feb 2023 om 05:02
Update: een maand geleden

=

Image sources: belastingdienst.nl, rws.nl, nu.nl, werkentegennederland.nl
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But what about some other digital competences?

We have the network (physical and in terms of expertise)
for processing and analysis, but other elements are missing

« accessible analysis preservation for
our on-prem experiments and R&D projects

» longer-term ‘local’ re-use in programmatic research

« complexity of managing ongoing large analyses foveitt B TUSS pe

« data and software of non-collaboration-based outputs | seees..

Now preparing for analysis preservation and RDM
through managed ‘snapshots’ as part of the analysis pipelines
 linking Stoomboot dCache to a new institutional Research Data Management
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Power usage and efficient data centres

Nikhef scientific data centre (the
‘glass box’) designed for 400kW
total use + cooling in 47 racks

De snelste CPU/GPU is voor ons niet altijd de beste
(sorry gamers & miners!), want 5 jaar energie en beheer
zijn even kostbaar als de server zelf

L I A |

21% van het vermogen is nodig om te koelen, maar:
we mogen 3500GJoule/jaar (~112 kWjaar, ~982 000 kWh)
aan studenten tegenover leveren om ze warm te houden !
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Let’s go on tour!

David Groep



