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SECURITY: INFRASTRUCTURE
FOR COLLABORATION

global policy and
best practice harmonization
access control middleware

for multi-domain services
operational security:
response and forensics
training and communications
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LCG — a global collaboration

( meer dan 170 instituten in
42 landen en economién

<, Zanning jobs: 441353 -
)i Active CPU cores: 630003 - \

Q CPU: ~ 350,000 mod/ern rekenkernen
Q Disk 310 PB
a Tape 390 PB



E-INFRASTRUCTURES: EGI, EUDAT, GEANT, PRACE, ...
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eduGAIN statistics

AL L I N E E D - ——— . Fed_e_rations 59
. - . Entities 5284
& Qsp ) Federation 2 \\_ Identity providers 2965
e O Service providers 2319
QE/ Data: edugain.org, January 2019
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Federation 1

Al eduGAIN

A loose federation, but with some big advantages
« we see more than just the network

incidents spread through the communities whose structure we already know
* recognized need and willingness to collaborate and share data
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TRUST AND GLOBAL POLICY

MAKING EUROPE THE BEST PLACE
FOR RESEARCH AND INNOVATION

A single policy cannot apply
 different risk scenarios for participants,
 different risk appreciation,

« distinct legal contexts, ... st
But one can ‘map’ policies and align policy structures WISE

“enable interoperation of collaborating Infrastructures in managing cross-
iInfrastructure operational security risks.”

which is the role of SCI: Security for Collaboration among Infrastructures
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SCI V2 — PEER ASSESSMENT AND TRUST

Interoperation areas
Operational Security
* Incident Response B

Scence Lid., Espoo, Finland; * STFC,_ Rutherford Appleton Laboratory, Didco, rited Kingdom;
SCI- Dperational Security [OS] - ’SURFret. Utiecht, Tho Netherlands: 'rmemgszwuum Jalieh GmuH (FZI), Julich, Grmany.

N “Indiana University, Indianapolis, USA; **Natianal Center for Supercomputing Applications, University
SCIHOS1 - Security Model of linos, Urbana Champaign. USA; " instiut du dévoloppement ot dos ressourcos on informatique

ags
¢ scos2-securiy Pathes e (S Gy o e B i
SCI-0S3 - Vulnerability Mgmt Technologie (KIT), Eggensiein-Leopoldshaten, Germany
£ SC1-054 - Intrusion Detection
Abstract: The Security for Collaboraling Infrastructures working group (SCV2-WG
0 - y ) 'g group )
- - - B Ll 5CH0S5 - Regulate Access s a collaborative activity within the Wise Informatien Security for e-Infrastructures
o (WISE) trust community. SCIV2-WG members include information security officers
from several large-scale distributed Research Infrastructures and e-Infrastructures.
LNl SCHRA - Assurance of Compliance A for the management, operations and security of a Research Infrastructure or an
. - ST sci-Traceabiliy [TR] e Infrastructure.
» Collections of users (communities -
F) SCI-TR2 - Data Retention
e St A Akoiedgmrk: T v - ok Tl Frrmer b Sy
28 5CI-TR3 - Document Controls vensen 2",
. .
 Service pr0V|derS

COMMUNITY

A Trust Fr k for Security Collab i
among Infrastructures
SCl version 2.0, 31 May 2017

L Florio', S Gabrief, F Gagadis®, D Gmp :, wn. -Jany‘ u Kin
1 Neilson, R Niederberger’, Ril
A Scicchitano ™, H Shert™, Aslag-u"‘ Usm:nnvlu .Gwmkamn and Rwaml"

Infrastructure Name: Fermilab, including F

5CI-0S7 - Policy Enforcement X
4EY 5C1- Incident Respanse [IR]

SE8 SCHR1 - Contact Information X
SCIHR2 - Response Pracedure ¥
5L SCHR3 - Collaboration X

age
operational security risks. It also aims to build trust between Infrastructures by
defining standards for collaboration, especially In cases whers specific intemal
security policy documents cannot be shared

Target audience: This dacument is intended for use by the personnel responsible

The aims of the tust framework defined in this document are o enable
of
P73 5C1 - Particpant Responsibilities [PR] Colicrtn s waeuckase ) 0. ear K Cnacwc, -G, B Grcp . i, . Fanelpoucs,
leser, R, N V. Ribailier, R. Wartel, W. Weis2 and J. Wallal, used under CC BY-NC-SA 4.0,
|mmm= processings of "Inlemalonal Symposum o Grids and Clouds - ISGC 201" PoS{ISGC20131011.

5CI-PR13 - Respansibility for Actions
SCI-PR14 - User Identification

SCI-PR15 - Logs of Membership Management Actions
R16 - Define Comman Aims & Purposes
5CI-PR21 - Vulnetability Pal

Authenticstion Policy

OSE Baseline

FarmiGrid Welcome Page - http://fermigrid.fnal gov/wel
Fermilab Patching Timeline

Farmilab Policy on Computing

OSE Baseline

OSE Baseling

OSE Baseline

3 3 3 N 3 X 3 3 3

Alongside: assessment maturity model
using peer-reviewed self-assessment

X Fermilab Policy on Computing
Farmilab Policy on Computing
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EXAMPLE SCI ASSESSMENT

PR12.1 - User Registration
DP5 - User Personal Data 3 PR12.2-User Renewal

DP4 - Logging Data_— | |~ PR12.3 - User Suspension e=Maturity

DP3 - Monitoring Data/_.""/ \‘\'\ PR12.4 - User Removal
/ \ ===Alternate

" _PR12.5 - User Ban ning

DP2 - User Registration Data _ﬁ:\_\.\ matur ity

"’
/

DP1 - Accounting Data *’ \ PR13 - Responsibility for Actions

LI6 - Any Additional Restrictions |

LIS - Data Protection.;

|1 PR14 - User Identification -...

: PR15 - Logs of Membership...

LI4 - Dispute Handling and... / PR16 - Define Common Aims &...

LI3 - Software Licensing'\(\ /\\/’PR21 - Vulnerability Patching

LI2 - Liability, Responsibilities &\““ '/PR22 Incident Reporting

LI1 - Intellectual Property Ri hts ] —PR23- Physical and Network...
PR25 - Retention o Appoprlate PR24 Confidentiality and...

A
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A POLICY STRUCTURE FOR EGI AND WLCG

Acceptance
Authentication

Data Privacy Policy

Accounting Data

Operational
policies

Access Platform (LToS)
AUP & Conditions

Access Platform (LToS)
specific security controls

Protection

Service Operations

Traceability &

Logging (0
Snctfi
Community
Membership

Community
S it .
SCy User Community
) & User Policies
Community

. . .. MU Pilot Jobs
Sui generis policies

VO Portal
Policy

VM
Endorsement

Top-Level
Security Policy

Escalation and
exceptions

purpose binding

Acceptable
Use Policy

Nikhef - Infrastructure for Collaboration

Management and

Coordination CSIRT ToR

Incident Response
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WHERE MORE ALIGNMENT IS USEFUL ...

Difference to commonality in the Baseline AUP - sign once, use everywhere

Sort any known or

= of loss or
b credlentialy,
= jone number for
= sible for backing Adds: EUDAT is not kable to any

compensation n case of lost data or loss
of sarvice

Adds: Arhough efforts are made to
maintain confidentialty, no guarantees
ate gven. Expanded for M under
“Personal information and data orivacy”

AARC

image: Mozes en de tafelen der Wet, Rembvandt van RBijn, 1659




AARC-1044
Implementers Guide to the WISE Baseline Acceptable Use Policy AARC

Scaling Acceptable Use Policy and data release
3. The WISE Baseline AUP

The WISE Baseline AUP' in its preamble and final clauses, it given below. The blue text
should be i on-line, the green are optional and need

impractical tO present user to be filled on only when needed, e.g. based on the guidance in this document.

Acceptable Use Policy and Conditions of Use

‘click-through’ screens on Tris Accetable Use Pocy and Condions of Use CAUP") defnes the s and

conditions that govern your access to and use and

h . d « . d I . storage of data) of the resources and services (‘Semeen ) as granted by (communny
frs for th of ed goal
ea C I n IVI u a Se rVI Ce ;g::%r:mne :s':r:;teudreu:ea?e) e purpose of {describe the stated goals and policies

<To further define and limit what constitutes acceptable use, the community, agency, or
infrastructure may optionally add additional information, rules or conditions, or references
thereto, here or at the placeholder below. These additions must not conflict with the
clauses 1-10 below, whose wording and numbering must not be changed>

Community

— 1. You shall only use the Services in a manner consistent with the policies and for the
Cond|t|ons purposes described above, show consideration towards other users, and
collaborate in the resolution of issues arising from your use of the Services.

Community specific _ - o Lﬁﬁﬂ«wulﬁﬁtiﬁ”m"“?mwmf”“m i
terms & conditions JJ Community specific
terms & conditions

RI Cluster-specific terms & conditions

Q\ARC A https://aarc-project.eu/guidelines/aarc-i044/ *




GLOBAL USERS? — GLOBAL TRUST!

Electronic identity assurance remains a scalability challenge ... globally
« many frameworks: Kantara, NIST, REFEDS, IGTF, elDAS, TDIF, ...
* many components: uniqueness, |ID proofing, ‘freshness’, authenticator

“Espresso” for more demanding use cases -

Infrastructures for Research:
feasible assurance matching
risk profile of service classes

Authentication

« ‘Cappucino’, ‘Birch’, ‘Dogwood’, ...
intentionally opaque naming
and no ‘levels’

Nikhef - Infrastructure for Collaboration Nik|{hef



WWW.IGTF.NET"

QBIGTF

Interoperable Global Trust Federation

AP|EU|TAG

3 regional chapters:. EMEA, Americas, AP =
~ 90 Identity Prd\/jélféf;s,%(éonﬁ‘é leveraging a R&E federation)

~ 10 international‘major relying parties PV
~ 60 countries / economic areas / extra-territorial orgs

> 1000 relying service provider collaborations

Nik|hef




OIDC FED — TRUST IS TECHNOLOGY AGNOSTIC

OpenlD Connect Federation:
multilateral trust beyond GAFA

sign and embed
meta-data

Infra 2 (Fed
e.g. XSEDE

) FedOp)
e.g. WLCG

OpenlID Connect Federation 1.0 - draft 06
openid-connect-federation-1_0

Abstract
The OpenlD Connect standard specifies how a Relying Party (RP) can discower metadata about an

Infra 1 (FedOp

OpenID Provider (OP), and then register to obtain relying party credentials. The discovery and
registration process does not invalve any mechanisms of dynamically establishing trust in the
exchanged informaticn, but instead rely on-cut-of band trust establishment.

ation Orgamsation Organjsation i an ety fearaton cantaxt, thi s ot sufficent. The particpants of the federaton must s
able to trust information provided about other participants in the federation. OpenlD Connect
Federations spacifies how trust can ba dynamically abtained from resolving trust from a common
trusted third party.

dynamic registration or While this specification is primarily targeting OpenlD Connect, it is designed in order to allaw for re-
cripted import into client library use by other protocals and in ther use cases.

Table of Contents

1. Intreduction
1.1. Requirements Language
2. Entity Statement
2.1. The trust anchor
3. Motadata
3.1. OpenID Connact Relying Party Matadata

see: openid.net — Specs & Dev info

Nikhef - Infrastructure for Collaboration Nik|{hef
Roland Hedberg, et al., with Mischa Sallé




BRIDGES AND TOKEN TRANSLATION SERVICES
GEANT Trusted Certificate Service

This site has requested that you identify yourself with a certificate:
veww.eugridpma.org:443
Organization: “Nikhef"
Issued Under: "TERENA™
User’'s Choose a certificate to present as identification:
Federation __...- Identity —— S il e oo ikt o IERENA 10 103 SCAY 2B g~
.= - Details of selected certific:
-~ Attributes = SAML Organization Mapping o i
Issued to: CN=David Groep davidg@nikhef.nl,0=Nikhef,C=NL DC=tcs, DC=terena,DC=org ~
O . t- M . Serial number: 03:5C:A9:2A:48:F4:F6:82:56:73:351 09AE
e rga n IZa Ion applng Valid from Tuesday, 4 September, 2018 02:00:00 to Thursday, 3 October, 2019 14:00:00
Key Uk Signing,Key Encipherment,Data Encipherment
> I SURFeonext - Profile Overvi c—
~ |4 New Mzpping | conext - Frofile Uverview Issued by: CN=TERENA eScience Personal CA 3,0~TERENA,L=Amsterdam,ST=Noord-
~ S Holland C=NL .
User's Chrend e Cothacsen Encvribe Aenicn
Identity authentication Organization t' J I Remember this decision
= My Profile | My Apps | Exit
" ~
Attributes ~ Nikhef il G-
--------------------------------- ~
""""""""""""" N EAR frrkibink AMALE n| SURFconext Apps
Lo - rtificat -"~., You have given permission to share profile information with the following services:
. certificate T
s CA * request “.‘ Service/App EULA Support URL  Support emalil
L . ,: *» CERTcentral | Digicert Support pages
. ————certificate——
“\. e The following atiributes are released to this Service Provider:
__________ f._ecure authenticated sessuo_n_.___,,.-—- T Vel
----------------- Surname Groap
E ess nl
DigiCert acts as a SAML Service provider to eduGAIN = e os
Entitlement « urn:mace:terena.org:tcs:personal-admin
and eligible authenticated users can obtain their e e

user ID nl

own certificate for access and delegation to services Crgizaton _ e

Display Name  David Groep

Nikhef - Infrastructure for Collaboration
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RCAUTH.EU — BRIDGING TRUST TECHNOLOGY

USER LOGIN FLOW: ACCESS PORTAL — COMMUNITY INFRASTRUCTURE — RCAUTH SERVICE — FEDERATED AAI

CREDENTIAL FLOW: AUTHENTICATION FEDERATION, POLICY FILTER, OPENID CONNECT, GATEWAY CREDENTIAL PROVISIONING

RCauth (@u
redential Management Service

%ARA\}M “( :'“ nE
-4-’* ed u_QAI N

FILTERING
WAYF

SCIENCE GATEWAYS AARC MASTER PORTAL OR
INFRASTRUCTURE SOLUTION

Nik|hef




AARC BPA — COHERENCY BY PROXYING

AARC Blueprint Architecture

] e
— o e Afyie foreuon F o

I X XX XX
Erez==@® >-—-—-{+--——-—-- -
_ | oy
st it i 1 P N
Fe e === . ———-TT
- : (Q
— AARC
ThEEEEEE |

________

https://aarc-project.eu/architecture/

Nik|hef
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BEYOND AUTHN: COLLABORATIVE ASSURANCE

Assurance elements may come from distinct sources

Credential
Issuing
Authority h

45cdelac-cBec-4721-
9564-a062738028f1

45cdelac-cBcc-4721-
9564-a062738028£1

g s Res ceg:ompu‘te,
<J ge, services, data

-«

Photo ID

VO (community) Resource

. Access
Membership Records Control ]
(VOMS + HRDB) ontro Site-level

Authorization
Database

<éARC

Guidelines for Secure Operation of Attribute
Authorities and other issuers of access-
granting statements

Pudicaton Date 2018-11-22
Al David

uthors: KelseyHannan sateums
Paetow Maarten Kremers

Document Code: AARC-GD48

DOI:

GrantAgreementNo: 730341

Work Package Poilcy and Best Practce Harmonisation

This guideine is a joint work of the Intematonai Giobal Trust Federation IGTF, the AARC project, and giobar
parers.

The research leading to these results has 3is0 received funding from the European Community's HoMzon2020
Programme under Grant Agreement No. 730841 (AARCZ)

Abatract

These guideiines descride the minimum requirements and reCOmMENGations for e Secure operation of Atibute
Authortties and similar services providing Statements for the PPOSe Of GBfaining SCCess fo Infrastructure
services. Stated compliance with these guideines may help 10 estabiish trust befween Issuers and Relying
Parties. This document does no define an accreditation prOCess.

Community Attribute Authority needs
operational security equivalent to an authentication source

Nikhef - Infrastructure for Collaboration
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COMMUNITIES TAKING RESPONSIBILITY

Communities and infrastructures thus hold a lot of (personal) data:

« each of the communities (or infrastructure ‘on their behalf’) has
legitimate interest in processing that data:
resource allocation, accounting, communicating with members, &c

« each entity in the e-Infrastructure (and EOSC-HUB) is its own controller

Adherence to common policy suite facilitates data sharing
 distributed incident response is explicitly allowed (and used) anyway
+ facilitate global sharing through the Code of Conduct (art. 40)

« until EDBP is up to speed, we're essentially a ‘BCR’ like structure

Nikhef - Infrastructure for Collaboration Nik|hef



GEANT DATA PROTECTION CODE OF CONDUCT V2

Works admirably for our distributed infrastructure

,‘"\
1"‘.‘ | o o ot et ’
LEARN SP'S COMMITMENT %EANT OATA COMMIT TO |
HO PROTECTION SP
o LEARN SP’S COMMITMENT ESEES)CI;F COMMIT TO P |
LEARN SP'S COMMITMENT COMMIT TO | GEANTDa'aProzecuonCodeorco,,d
HO SP [ u 1 uct
« must be specific (can do that: it even includes Slrtfll)
« applies for global transfers (great!) [ - ‘“ﬁ:?ww%w
« must be approved by a DPA (EDPB can’t do it yet) |
* needs a monitoring body (a challenge for us) \

https://wiki.refeds.org/display/CODE/Code+of+Conduct+ver+2.0+project

Nikhef - Infrastructure for Collaboration Nik|{hef



DATA PROTECTION AND SHARING

Large discrepancy between
practice, perception, and actual risk: (émc

« communities themselves don’t see need to
protect infrastructure AAI (accounting) data
- tend tO forego baSiC QUidance Data Protection Impact Assessment - an

initial guide for communities

* misunderstanding issue, over-stating risk,
falling victim to FUD law firms with “GDPR”

nnnnnnnnnnnnn

« even ‘simplified’ documents - like the

The research leading to these results has received funding from the European Community's Horizon2020
2).

GEANT Data Protection Code of Conduct D
— considered too complex to be understood

considered in the European General Data Protection Regulation (GDPR), for Infrastructures and their service

https://aarc-project.eu/guidelines/aarc-g042/

Nikhef - Infrastructure for Collaboration Nik|{hef




THIS IS ONE SOLUTION

fhreddmgmachmefcou P

P

Fancy an £80 voucher when protecting your information?

With just 8 DAYS TO GO, see why there has never been a better time to buy a shredder to help meet your
GDPR obligations. Stocks are limited, and we have never had so many shredder offers, so don't delay in

ensuring your sensitive documents are secure.

£25 Cash Back S
Ruffies Direct Large Office \ /ﬂ?'
&

High Capacity Micro-cut X
GDPR Shredder with l

UCE message sent on May 17" to lan Neilson, and millions more ...

Nikhef - Infrastructure for Collaboration Nik|{hef




MODELS FOR DATA PROTECTION FOR FEDERATION

« BCR-like: put in place a set of policies that bind all participants (“SCI”
» Code of Conduct

APPENDIX 2: INFORMATI

L L e Es——

GEANT Data Protection Code of Conduct

(GDFR Version)
[P RP—
et akers e
o o et Agrwmamt Yo DIIZ (43 Tht wolk & © 30033018 GEANT
e cmen, o b o Crat v ASebetice Sareh b e (T BT 54 30)

IVACY NOTICE TEMPLATE

is template intends to assist Service Provider Organisations in developing a Privacy Notice document
t fulfils the requirements of the GDPR and the Code of Conduct. The template presents some examples
italics) and proposes some issues that should be to taken into account.

e Privacy Notice must be provided at least in English. You can add another column to the template for
ocal translation of the text. Alternatively. the local translation can be a parallel page. and you can use
xml:lang element to introduce parallel language versions of the Privacy Notice page as described in
IML2 Profile for the Code of Conduct.

me of the Service  SHOULD be the same as mdui:DisplayName

WebLicht

scription of the SHOULD be the same as mdui:Description

WebLicht is a service for language research. It provides an execution

envir for of text corpora.

SERVICE PROVIDER ORGANIS,

This annex describes the technical and organizational security measures for protecting the Attributes as
well as the information systems of the Service Provider Organization where they are processed (such as a
SAML SP software, the infrastructures on which the software is deployed and the application(s) it
supplies with the Attributes). Note that the scope of this document is limited to what is required to protect
the Atmibutes. The Service Provider Organization may need to define additional requirements for the
protection of its assets

To address the technical and organizational measures o protect the Attnibutes as well as the information
systems of the Service Provider Organization where they are processed, it is recommended that the
Service Provider Organizations adopt the security measures described in the Sirtf trust framework (ver
1.0) [SIRTFT] which are copied below for convenience

'NORMATIVE ASSERTIONS

In this section a set of assertions are defined that each organization shall self-attest 1o 50 that they may
participate in the Sirtfi trust framework. These are drvided mto four areas: operational secunity, incident
response, traceabulity and participant responsibilities

An attestation to the assertions in this document refers
section that are identified by labels within square brackets

How comprehensively or thoroughly each asserted capability should be implemented across an
organization's information system assets is not specified. The investment in mitigating a risk should be
commensurate with the degree of its potential impact and the likelihood of its occurrence, and this
determsnation can only be made within each organization

1 OPERATIONAL SECURITY [OS]

resources,
is the goal of

Managing access to
of sensitive

and wntegnty, and maintaining

security.

® [OS1] Secunty patches in operating system and application software are applied m a timely
manner

®  [052] A process is used to manage vulnerabilities in software operated by the organization.

® [053) Mechanisms are deployed to detect possible intrusions and protect information systems

‘model clauses’ and contracts do not scale and thus don’t work

Nikhef - Infrast
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POLICY DEVELOPMENT KIT

Supporting our communities in joining the federation

* shows best examples from the e-Infrastructures
« comprehensive coverage

« enables Sirtfi and Snctfi compatibility

* Includes a self-paced training module

.3\’1// ‘i’

RBEL wLecs

e MR

- ®
ﬁ HELMHOLTZ Llfﬂewt(:h EP@S

Data Federation | HDF EUROPEANPLATEOBSERVINGSYSTEM

Nikhef - Infrastructure for Collaboration
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Policies
Top Level
Infrastructure Policy
Data Protection
Privacy Statement
Risk Assessment
Membership Management
Community Membership Management Policy
Acceptable Use Policy
Acceptable Authentication Assurance
Operational Security
Incident Response Procedure

Policy Templates
Top Level Infrastructure Policy Template
Membership Management Policy Template
Acceptable Authentication Assurance Policy Template
Acceptable Use Policy Template
Privacy Policy Template
Risk Assessment
Incident Response Procedure

Nikhef - Infrastructure for Collaboration

POLICY DEVELOPMENT KIT TEMPLATES

~ ~ o~

g

Membership Management Policy Template

Which information do you need to collect on your users? Name, contact information,
nationality?

How long is membership valid?

How often do your users need to sign an AUP?

Acceptable Authentication Assurance Policy Template

Which identity providers are acceptable for your infrastructure? SAML Identity
Federation IdPs? Social providers such as Google, Facebook etc?

e How much certainty does your community require of the identity? How will you validate
this for each identity provider?

How can you ensure that each user is covered by a securif

incident response

Top Level Infrastructure Policy Template

® Who are the actors in your Infrastructure environment?
® How will you tie additional pelicies together for the infrastructure?
» Which bodies should approve policy wording?

International License.
hitp uments.egi eu/public/RetrieveFile?docid=30

The following template is based on work by EGl.eu, licensed under a Creative Commons Attribution 4.0

1=3&filename=EG|-SPG-SecurityPolicy-

V2. pdf

INTRODUCTION AND DEFINITIONS
To fulfil its mission, it is necessary for the Infrastructure to protect its assets. This document

EOSC-hub ENGAGE

Nik|hef




IMPLEMENTING IT: RESOURCE & SERVICE ACCESS

AARC Blueprint Architecture

— & e L

Site Access Control

Delegation and support for
secure brokering:

OAuth2 and RFC3820
Traceability and Isolation

SaToSa proxies for
communities & COManage

Distributed policy and Argus

Nikhef - Infrastructure for Collaboration Nik|{hef



PROXIES AND PROVISIONING

COManage and OpenStack and CTA and SCZ and ...

gLExec JIT provisioning from a pool with LCMAPS and the EES
embedding authZ decisions, local or global

Coordinated policy management with SAML-XACML
emergency suspension with Argus

towards operational security

Nikhef - Infrastructure for Collaboration Nik|{hef




PROVISIONING PROXY: SSH & OPENSTACK

e D e oy Bookmaks ook ey B 0 0 O Cooghe

[~ T ———

. - o]
Proxy Membership Management service e — openstack.

« pre-provisioning of account — | 0 i

« access rights linked to groups and roles s putbentcate using

Preferred | Global | IGTI Securitv Assertion Markuo Lanauaae

£3 Instance Overview - Open.. X | =

€ TGO P beRa A If you are not sure which authentication method to use, contact

j DZ EC El
- IN IR IT » KR 8 u T w w MD MK T
At leh ef ( :Oman age I openstack. @ Federated » COmanage » O (A A S (R R o e & davidg@nikhef.nl v
UA UK us ZA Experimental

Project v

 Ssh via LDAP e

Project/ Compute / Ove

OVerview wwewismne
« OpenStack
Instances o
) : Limit Summary
L mages
) © O @
Key Pairs .
and VOMS
API Access Instances VCPUs RAM Floating IPs Security Groups
[ ] u n iX, batC h ] We b po rtal S Network > Used 3 of 10 Used 3 of 25 Usefo%GBB of Used 1 of 50 Used 1 of 10

Identity
Usage Summary

Nikhef - Infrastructure for Collaboration Nik|{hef




USER CONTAINMENT AND ISOLATION

Nikhef's Site Access Control suite for federated login to Unix systems

)}

federated identity (with directory or principal name)  |€g==
+ community membership /Mmmmmg%i

/dc=org/dc=example/CN=John Doe ICN=John B i
voms:/atlas.cern.ch/Group=adc/Role=Icgadmin /CN=proxy e E¥

pvier001:x:43401:2029:PoolAccount VL-e P4 no.l:/home/pvier001:/bin/sh

-~ Site Boundary ~

f

User Job

Unix uid specific to

User Job Usar

Unix vid specific to
User

Grid Workload Management
Systems \

Nik|hef




FEDERATED AUTHORISATION: LOCAL AND GLOBAL

Hierarchical distributed policy

Argus Node
_________________________________________________________ ;
Evaluate Process Client
'\ggl?;gg Authorization Requests and
Requests Responses

Policy Retrieve . - Request Policy
Administration |<€— Policies ngﬁggﬂ?n <4 Authorization - Execution Point
Paoint (PAP) (XACML) (XACML) (PEP Server)

Edit

Labels: | Server Components

Client Components

https://github.com/argus-authz

Nikhef - Infrastructure for Collaboration

Request

Response

https://argus-documentation.readthedocs.io/

Request Authorization
and Enforce Decision

PEP
Client C
API

C/C++
Application

PEP
Client
Java API

Java
Application

NGI

chaining

Policy Adminstration Points
service-local

Policy Information Points and
obligation handling

(“you shall be ual1242”,

“you shall have role dept_mngr”)

Central Argus @ CERN

A

.~

Site B Argus Server

sgef M

WN
NGI Argus Server| CE

R -

Nik[hef




SECURE NON-WEB REMAINS A CHALLENGE

N Use cases
o g remot fies » deep delegation of rights
e * non-interactive workflows

1 * long-running tasks

Authenticate and e e
DELEGATE RIGHTS 4 ,
Authenticate
2. —
Resource Broker Authenticate and .

” submission and DELEGATE RIGHTS
Jjob management host

Solutions exist in PKIX (RFC3820 ‘proxy’ certificates) —
in OAuth2 (access vs. refresh tokens)

but

... SAML ECP never caught on securely for us
... OAuth2 very new our federated use cases
... and PKIX is not loved by end-users ®
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SCIENCE GATEWAY AND THE MASTER PORTAL

Credential management
service
* registered portal can
obtain user credentials
via OAuth2 (refresh) flow
« act on behalf of user
to execute workflows e e e v

complements user-managed

translation solutions https://rcauth.eu/

https://github.com/rcauth-eu/aarc-master-portal
https://wiki.nikhef.nl/grid/AARC_Pilot - RCAuth.eu
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MANY PARTIES, SHARED SECURITY CHALLENGES

Rl el E e e
S

BOLOSN
e

Incident Response Communication, communication blocks

Challenges

 |dP appears outside
the service’s security mandate

* Lack of contact or lack of trust in the IdP
which to the SP is an unknown party

« |dP fails to inform other affected SPs, for
fear of leaking data, of reputation,
or just lack of interest and knowledge

* No established channels of communication,
esp. not to federations themselves!

Nikhef - Infrastructure for Collaboration

Inter-Federation

Federation

Participant
Internal

Inter-Federation Incident Response Communication

AARC
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EXERCISES — COMMUNICATIONS AND ACTIONS

parties involved in response challenge

eduGain il GARr
Support “ CERT

/ — i
Rikdet CINEN SWITCH
pcauth N R WS SURFconext
\\ / ‘\\171 / 7»[»_//
el \

L t Nikhef

One Service Provider discovers a compromised user and alerts the
Identity Provider of this user. Additional affected services are identified

and/ ,hould be able to see activity by the Identlty\n their logs. *
»_,_/“ nL”*--\, / \
" ™ ,‘”/ LIGO Wiki & E

INFN IdP )
> i =

eduGain il GArr
be o { CERN Support ‘- CERT
\ Market CERN n
4
P S :f suRFconextll  (DEV
." t t t Nikhef
S l RT F I CERN LIGO RCAuth INFN

Security Incident Response Trust
Framework for Federated Identity
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EGI CSIRT CAPABILITIES — NIKHEF OPSEC TEAM

Nikhef provides the Security Officer for EGI |
REITE,
 vulnerability mitigation monitoring “@"
e training and communications
« traceability exercises
(“Security Service Challenges”) EGI CS_I RT
* incident handling TF-CSIRT Trestod nrocuce since
« emergency suspensions of service providers =5 ERtonar a0

 liaison with industry trust groups:
TF-CSIRT/TI, FIRST, OPS-T, ...
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VULNERABILITY ANALYSIS PLUS ADVISORIES

Most of the software we use originates outside, some comes from peers

e access control and containerization software has elevated privileges
« automated tools find only a fraction of the ‘real issues’

Middleware Security Team

e code inspection and review

* Impact assessment and risk

e advisory communications

+ black-box and white-box pen-testing
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VULNERABILITY MITIGATION IN EGI AND WLCG

We come Leif Nixon leini58@liu.se .‘-‘ ‘
e e Security
ERVIEW MEeTRICS REPORTS Events Hewp
>> MONITORING > HISTORY » DEBUG > COL 5
OperaTions PorTAL TooLs
ke
From David Crooks via RT <vulnerability-handling @rt.egi.eus’
» monitoring > ngi ( 23) Subject [EGI #15254] Critical vulnerability exposed at I SR : €G1-CVE-2017-5753/EGI-CVE-2017-5754
0 Reply to vulnerability-handling@rt.egi.eu
= NGI - CRITICAL ¢ ERROR - OPENED G
B ) Fri Jan @4 11:29:19 2019: Request 15254 was acted upon.
0 AsiaPacif , , Transaction: Ticket created by dcrooks
O asaraciiic zai 65 Queue: vulnerability-handling
) NGI_IT 203 Subject: Critical vulnerability exposed at [ INIEL (NGI-:
- , EGI-CVE-2017-5753/EGI-CVE-2017-5754
3] AsiaPacitic 3 Q@ Nol AEcis 1 Cuner: Nobody
Requestors: gridadming I, ngi-| security-contact-1
+) NGI_FRANCE 74 Status: open
= ® NGIBG i Ticket <URL: https://rt.egi.eu/rt/Ticket/Display.html?id=15254 >
]
+) NGI_UK 50
() LGL DE ! i Dear security contact for

(and corresponding NGI security officer),

 for consistent secu nty in federation: e e

policy allows continuous vulnerability monitoring ot criticat Vuinarabiaiey Handling procedure reauires you o Sake <he

following actions:

 monitoring data itself protected: e e o e e st b e s i
access for service provider and CSIRT Prrnnli o gy v eyl
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PROACTIVE MONITORING — PAKITI AND EGI CSIRT

190
Estimated values due to monitoring
180 | downtime
M CVE-2010-4170
170 | M CVE-2010-3081
B CVE-2009-3547
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. |
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Number of vulnerabilities

20
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0

Days
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EGI CSIRT — INCIDENT RESPONSE

Typical incidents in the federated e-Infrastructure are the usual

« phished accounts

* jumping via compromised accounts and ssh keys

« weak credentials (even for service administrators ®)

* new: insecure virtual appliances and bad orchestration scripts

Miscreant activities
* mostly: cryptocurrency mining

which we also see from legit users lacking a moral compass...
* a bit of spamming and DDoSing
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SERVICE PROVIDER RESPONSE CHECKLIST

EGI CSIRT aCtS as expert_centre for EGI Incident ResponseProcedure—Slte Checklist
service providers that lack local 1- (Suspected) Discovery

1. [] Local Security Team Ifapplicable: INFORM WITHIN 4 HOURS.
1 1 . % NGI Security Officer INFORM WITHIN 4 HOURS.
S e C u r I ty eX p e rtl S e . 3. H EGI CSI;T |D{ny Contact —————————— INFORM via “abuse@egi.eu” WITHIN 4 HOURS.

2 - Containment
1. [] Affected Hosts

« standard processes & procedures s - Confirmation

. commun | ca tl ONSs te m p I a te S 1. []Incident— CONFIRM WITH YOUR LOCAL SECURITY TEAM AND/OR EGI CSIRT.
. 4 - Downtime Announcement

() ad Van Ce d fo re n S I CS 1. []] Service Downtime If applicable: ANNOUNCE WITH REASON

“SECURITY OPERATIONS IN PROGRESS™ WITHIN 1 WORKING DAY.

If feasible: ISOLATE as soon as possible WITHIN 1 WORKING DAY.

5 - Analysis

1. [ Evidence COLLECT AS APPROPRIATE.
2. [] Incident Analysis PERFORM AS APPROPRIATE.
3. [] Requests From EGI CSIRT FOLLOW UP WITHIN 4 HOURS.

6 - Debriefing

1. [ Post-Mortem Incident Report PREPARE AND DISTRIBUTE
via “site-security-contacts@mailman.egi.eu” WITHIN 1 MONTH.
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TRAINING IN A DISTRIBUTED FEDERATION

Developed a framework to automate
distribution of ‘fake incidents’ across infrastructure and monitor response

« automated service access and ‘job submission’

« challenging test mimicking real malware (including process hiding, use
of encryption and TOR, P2P C2 control, and torrent payload transfer)
but of course not weaponized ...

* monitoring of intervention and suspension of suspect credentials

* report-out and information sharing part of the challenge
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SSC MONITORING

+1 bot at Site 20
hes 7 bats.

+1 bot at Site 21

5it9 21 has § bots.
C - REPLAY mode - Chromium

+1 bot at Site 22
Siln 22 hes 7 bots.

+1 bot at Site 33
33 hae § bots.

-2 bots at Site 3
Site 3 has 3 bots.
+ I

-2 bots at Site 4
Site 4 has 3 bots.

-1 bot at Site 5
§ has 4 bots

-1 bot at Site 7 “ £igena
Siie 7 has 3 bots.

comment doe mot go to the customers (sites) reply g8 SEICHISLONING §

-1 bot at Site 10 tir I'm trying to follow the incident on RTIR,
s Triantafyllidis: in (i guess the same applies for RTIR) Comment

stos
5-25 thanks a lot to Michal and Daniel Com
-1 bot at Site 12 tis = Correspondents
Silg 12 hes § bot. 1 4 is: hm. yes

Site 10 has 3 bots.
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FEEDBACK TO SERVICE PROVIDERS

Communication: ,;- " o e w
« Endpoints valid? = =- ':

i

« Form/Content OK ?
Containment

|

¥R
Hﬂ

« Ban "malicious” users =
* Find/Stop malicious processes .

* Find submission IP
Forensics

« Basic Forensics on binary
* Network traffic

g8 $s8f Basd 8
HUH ﬁﬂ.
[ ]
§ES¥IRE
jigzgze

|

£ 5

g3

Nikhef - Infrastructure for Collaboration Nik|{hef




DATA SHARING IS ‘PART OF THE DEAL’

If good citizenship and preventing data leaks was no justification enough,
GDPR recital 49 recognizes the CSIRT role explicitly

/ﬁ?search Lab 1

Correlation
engine

I
‘ syslog L5

I0Cs —

netflows storage

see e.g. Andrew Cormack in https://script-ed.org/article/incident-response-protecting-individual-rights-under-the-general-data-protection-regulation/

Nikhef - Infrastructure for Collaboration

Legitimate interest 6.1(f) as usual basis
appropriate safeguards within EEA in place

For global sharing with trusted peers

 DP CoCo v2 (with Sirtfi embedded)

« an ‘SCI’ policy framework: very BCR-like

* NIS Directive (EU) 2016/1148 promotes it
despite some uncertainty under 49(1)82’s
need to inform the DPA post-hoc

* SMEs not supposed to be burdened by BCR
EDBP Guidelines 2/2018 note 40:
suggests compelling legitimate interest
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CLOSER TO A TRUSTED E-INFRASTRUCTURE

WISE and SCiI
Peer reviewed
self-assessment |/CGTF Software
Snctfi Global .
_ authentication |AARC Blueprint
Common policy: | .. ... Proxies
AUP, Assurance | Sirtfi . Vulnerability Response
Policy Dev Kit Proxies and Community handling P
persistent membership Communication |ECGI CSIRT
electronic management - processes
identifiers Site A and
C'Oitofgess ‘fake’ incidents tizrrzc?gtlérses and
provisioning . P .
information
sharing!
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with special thanks to our (project) co-funders: SURF and the European Commission via H2020 for AARC/2,
EOSC-HUB, GEANT4-3, ESCAPE, AENEAS, and their precursors DataGrid, EGEE, EMI, IGE, InSPIRE/ENGAGE;
and our I4C peers: CERN, CESNET, EGl.eu, FZJ, GEANT, GRNET, KIT, RAL STFC, SURFsara, SURFnet
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