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Job Description Language
Executable = /bin/MyJob
Arguments = —wait=20s
InputSandbox = Favlcon.ico
Requirements =
GlueCEUniquelD ~ .nl

Rank =
EstimatedResponseTime

Resource
mation System

Vlanagement
x and Logging

Site #1 |

Compute Elements (CE)
(PBS, LSF, Condor, SGE, ...)

Storage Element (SE)
(GridFTP, DPM, dCache, ...)

s ssssAsSEsssSsSEEEEEEES

[ ]
H
:
2™ Storage Element (SE) :
(DPM, dCache, GridFTP, ...) E
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Site Boundary

Job

Manager
run by user

; % i I.lls:r anlﬁc - User Job
Grid Workload Management Unx u e o Unix uid specific to
Lsar

Systems

—a
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>

Or via portals

( 2 A 4 NPS@ : BLAST Homology Search

I &1 + 1 % htp//gosa-pbil ibcp, fr/cgi-bin/npsa_automat plipages @ = Q= Coogls

- T Qa?;"@?é;u?&}é;'&i{m”@j@;"L@é;i-t.'{ﬁ;;nlf
Flexibleportals acting 7 v 3
On behalf Of the user, ' GPS@ is the grid port of NPS@ from PEIL IBCP ir Lyoa, France

[HOME] [NPS@] [SRS] [HELP] [REFERENCES] [NEWS] [MPSA] [ANTHEPROT] [GenodD)] [SuMo] [Positions]
[EBIL]

L]
> — February 27, 2006: First public release of GPS@ online at hup//gpsa-ptilitep. fr
Take advantage of the EGEE Grid platform for your bioinformatic analyxis on the NPS @ portal

>

canned ap p lications T e s ey IliRe SRS GERERACE
BLAST search on protein sequence databank

turn-around: MINNOUIS  wseusmesmndmi

Be G0 e B Jeie Fiw Wedes beo - Jramm: - blasts - protein seusnce vertus protein sequence datsbane ¢}

A% Jbase : | uuismor swswaor g)
I v

@0 Y, | o Y !
| & b sontssediu 7 %
| @ Eor i i ’ nprouinlludehﬂqum« ow : help
> | / Sy i ITITOLAELSC VSASAVIALNGNWRK ARSAK LAZXYTRALEGCY AINRQASMLR
VIGMIPK YONRY FGHAERF EEMARERGLL PITC TRERPELEEAVKAMLSVG

mﬁumlm VA TGA TNPDEBALCQQAGYPTVNLDUPGSLIPSVISON YGGAKAL THKILANSAR

. T PLTRCCRERATITPASVYAAS TMRIASWG LACRER FWLPAIRCATLRTACRSG

e S Vo O¥ia | RRRCCRGYLLTRRYPWKGLCAGCRAWY

2 e {
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Col vy it = e QC‘
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- . «
B Sofie -f

"—'.. —-g-—-_" ! publc@ 19535 4Y712. Llst modification ime : Fri Jan 20 10:]1:15 2006. Curreat time : K

e - rvice is supported by Ministere de ki recherche (ACC-SV13), CNRS /I‘rl\l)lo COMI, GE.
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[TPwavtew i s ™
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What drove the Grid AAI model

> Accommodate multiple sources for assertions
> AuthNvs. AuthZis a logical implementable separation

> Accommodate delegation (disconnected operation)
> Entities act on behalf of a user
> Service providersio not know (or cannofully trust) each other

> Commensurate impact of resourceompromise
A compromise ofsmall resourceshould have limitedimpact

> Accommodate individual, independent researchers
> collaboration without necessity to involve bureaucracy

> Inspire enough trust for resource providers to relinquish per
user local registrationand allow direct access to their systems

> Has to worknow (and has had to work since 2002!)

—a
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Authentication (vs. Authorization)

Obtaining trustworthy unique, persistent ID
Delegationand proxies

0O GRI D0 SECURITY
FOUNDATIONS AND SCOPE

—a
EGITF10 NREMNGrid ksh Sept. 2010
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A coordinated trust fabric: IGTF

A oOpolicy bridged I nfrastruct
> Today there are86 accredited authorities

> From 54 countries or economic regions

> Direct relyingparty (customer!) representation & influence

>fr om ¢ 0 un tmaor er@gssnational organisations
EGI

TERENA o,
PRAGMAAPGHdPMA 4,
Teragrid(TAGPMA) “ \§
Open Science GrigTAGPM

vV V. V V V V V

—a
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Authentication Policy Guidelines

|GTRestablished a single trust fabric, incorporating
authorities using different techniques

Common Elements

1 Unigue Subject Naming
1 Identifier Association

1 Publication & IPR
1

Contact and
incident response

T Auditability

Profiles
N Classic PKI

1 Reaktime vetting
(F2F or TTP)

T 13 months life time

1 SLCS

1 Existing IdM databases
1 100k 8 1Ms life time

T MICS
1 1dM Federation with F2F
1 managed, revocable, identity
1 13 months max

https://www.eugridpma.org/guidelines/

EGITF10 NRENGrids workshop
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Hiding PKI internals from the User

>PKI Il S a great transpor |
é b u t-godor nmost users

> How to hide the PKI internals?

> do away with multiple ID checks by leveraging federations
(TERENA TCSWITCHaalDFNaa)

> hide credential management in client toolgGridstart)
> use offer credential management as a servicéyProxy

> user does not see PKI that drives the infrastructure

NIEeF >



> Use your federation ID
... to authenticate to a service #RCS CA (end 2010)
... that issues a certificate

... recognised by the Grid today

SURFfederation (.nl)
Feide (.no ‘ v

Swamld (.se)

>
>
>

A Federated PKI

SLCS/MICS CA SLCS/MICS server
EH EL IR VLT

50—
CHC -Hin oS AN D

~EiL ey S

NIEeF

EGITF10 NRENGrids workshop

Implementations:

ADFN Grid CA

ASWITCHaai SLCS

ATERENA eScience Personal CA
ACI Logon (Q4 2010)

<—RequestICertificate—>© Outdated

Graphic from:

Ll jan Meijer, UNINETT
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AUTOMATED TASKS, SERVICES,
AND BROKERING

NIEeF >



)A\

Retrieve
data
for analysis A

?\}i';?lf’st)er Replica Replica
| Catalog |¢p»| Manager
SRM-Client ?RM'C"e”t
A
1.DATA
Creation 5::1\/;?;( 4.SRM- 7 SRM-
COPY
2. SRM- of DATA Tier0 to coPY
PUT ! Tierlto
A 4
SRM _ 5SRM-GET_ SRM
6.GridFTP ERET (pull m@de)

. 8.SRM—PU‘}0'SRM_FETSRM

|_9.GridFTP ESTO (push|mode)

nstore

stage files archive files
CERN FNAL
Tier O Tier 1

Network
rlansfer

5 xm%

SRM-Client

L)

Network
transfer
of DATA

Tier 2
Center

SRM graphic: Timur Perelmutov and Don Petravick, Fermilab, US

NIEeF

> EGITF10 NRENGrids workshop

Example
automatic workload distribution across many sites in a Grid

Tier2
Storage

Example

file transfer services
using managed
third-party copy via
the SRM protocol

%
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User Job
Data processing, reading
and writing remofe files

550 and Attribute Certificate
Subject: /DC=arg/DC=axample/CH=Fim

woms:VO=atlas/higgs!ROLE=Prod
wome: v O=alas

1.
Authenticate and  sj- Suties LA
DELEGATE RIGHTS

3.
Authenticate

: g
M Resource Broker Authenticate and

submission and DELEGATE RIGHTS
Jjob management host

BEC ALK S e
Bumes: I3 morgi S mesn T pla T iy

w2 n Ve higge i BOL L=
saTRIVITES

—a
EGITF10 NRENGrids worksho Sept. 2010 15
NIp@EF > ids workshop p



Delegation 0 why break the recursion?

> Mechanism to have someone, or som#hing 0 a programa
act on your behalf
> as yourself
> with a (sub)set of your rights

> Essentialfor the grid model towork

> since the grid is highly dynamic and
resources do not necessarily know about each other

>only the user (and VO) can 0gr a

> GSHPKI(and now finally some recent SAML) define
>GSI (PKIlI) through O6proxyo certi
> SAML througlSubjectConfirmation linkingto at least one key omame

NIEeF >



Delegation, but to whom?

> RFC38200dynami c del egceartsdh on

> Subject name of the proxy derived from issuer

N/ DC=or g/ DC=exampl e/ CN=John Djoe/ CN
IS a proxy for user
A/ DC=or g/ DC=exampl e/ CN=John Djoeo

> Containspolicy constraints on delegation

i, I ) £
s =
[= iflicate Aut User Users systen
L e ] /25——-‘% - . 5 S
S et =i it A User Sign with User's  pProxy Gert
sssssssssss ta kKay Certificate Iong-term ke "
/ (long IEI'H;/
T B =
@
© - > ,
. — Prosxy pri
Phr

> AuthZbased on endentity + embeddedattributes&policies
> with SAML.delegationcan be to anyNamelD
> INRFC3820t hese are called 01 nde

NIEeF >



Verifying authentication and X.509

>0 Co nv e WPKliemines incaix domain
> OpenSSlL.Apachemod_ssl nss
> Java JCE providers, such @&ouncyCastle
> Perl, Python usually wrappers aroun@penSSL
> With proxy support
> OpenSSL(0.9.8+)
> GlobusToolkit (C, Java)
> gLite proxyVerifitibrary (LCMAPS)
> gLite TrustManagero n J 8auacPCastle
> GridSite
> and alwaysensure proxypoliciesare implemented & enforced

NIEeF >



Communityorganisation
Proxies and delegation with attributes: VOMS

Authorization with VOMS: autonomous, GUMS
Towards a multauthority world

USER COMMUNITY MODELS

—a
EGITF10 NRENGrids worksho Sept. 2010
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Authorization: VO representations

> VO : directory(database)of members groups,roles, attributes
> pased on identifiers issues at theAuthNstage

> Membership information is to be conveyed
to the resourceproviders

& &
> configured statically, out of band %l
> in advance, by periodically pulling lists
VO(LDAPMUirectories -

(Computing, Storage, Databases, ...)

> In VQsigned assertions pushed with the
request VOMS, CommunitputhZService

> Push or pull assertions via SAML

* t hi s i s -Infrastructar&gensé of ¥Q, remresenting users.

Ot her definitions at times include resources pr o

NIEeF >



VOMS: t hasacontaimex y O

Virtual Organisation Management System (VOMS)
> developed by INFN for EDataTAGand EGEE
> used by VOs ileGI,Open Science Grid, NAREG

> push-model signed VO membership tokens

>using the traditional Xshipnte® O pr oxyd
> fully backwardcompatible with onlyidentity-based mechanisms

VOMS proxy with embedded VO assertion
Serial Number: 26423 (0x6737)
Issuer: O=dutchgrid, O=users, O=nikhef, CN=David Groep
Naot Before: Qct 16 12:46:28 2006 GMT

Mat After | Oct 17 D0:51.28 2006 GMT Attribute Cerlificate
Subject: G=dutchgrid, O=usars, O=nikhef, CN=David Groep, CMN=proxy INTEGER. 1
Subject Public Key Info: SUBJECT [0=dutchgrid/O=users/O=nikhef/{CN=David Groep
Public Key Algorithm: rsaEncryption SERIAL 0396
RSA Public Key: (512 bit) ISSUER [C=CH/O=CERM/CN=lcg-voms.cern.ch
X503 extensions: COCTET STRING JeteamyRole=NULL/Capability=MNLULL
1.3.6.1.4.1.8005,100.100.5; QOCTET STRING /dteam/ne/Role=NULL/Capability=NULL
0..0...0...0..... OW.U00.MOKA1.0...U/dteam/ne/ROLE=nulli0...0...0...0 OBJECT Mo revocation available
X503 Key Usage: AuthorityKeyldentifier 0. H...0....<3.4#. "
Digital Signature, Key Encipherment, Data Encipherment SignatureAlgorithm md5WithRSAEncryption EPRY =}

Signature Algorithm: mdSWithRSAEncryption ’%
o 5

3 " —

e

—a
EGHTF10 NRERSH ksh Sept. 2010 21
NIp@EF > workshop ep



VOMS model

Identity Certificate
/O=dutchgridiO=users/O=nikhef/CN=Wouter

AuthN Authority/CA

VO member

{'SC’Q”t’SRegistration (once)

.--"'-n...h

a—

_—-.-_-

. VO Administrator
VOMS
signing server

JL=CHNAF
JCH=Pirzo P
JCH=proxy

VOMS proxy

‘VOMS' assertion embedded in proxy conveyed to resource J

Resource Provider

Identity Certificate

IC=CH/C=CERN/CN=Ixb2341.cern.ch

—. i SN
rove identity 1o VOMS server—s Lenis sent b’g,l' the VO admin T
- - = viatrusted means - b o
VO membearship h %—\._.-} —'-._._-)
. L ————
assertion
C=MT70=THF g

verify

—a
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NIp@EF > ids workshop

Granl access to resource
and optionally do

rights, Unix account,
mappings
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GUMS model

> VO configuration replicated locally at the site
> Here, pushed VOMS attributes are advisory only

TWOMES Frosy
Inil Request

L3 =l
anapg=Tent
TWOMRE]

I

VOIS

Sarvar

S Aot
Ry

WS

Sy W ith VDT based on GTAZ

3. malrigeas YO
sbarshp aliisues

Clem Toos
- WL Py Il
= Eobus Joo Fuom
- GrdFTFY Eln

Clian BassEad nn
G724 and up

L |

A, Rt with

Cridmeaap PRI &
calked moduls
(xahe-
el OerrRsg SAZ
Control
[ e [N] 5]
cElloalt

synchronizes

E. BAT rasusssl

WS promy

NIEeF

> EGITF10 NRENGrids workshop

7. G467 rpsponss

Searvar wilh VOOT besesd on T3 2,
Ine2d lorarkess from G133

S5AF Sarvar

[ (checking site Blackest, cert
chain walidity, user
registraticn with sits)

Graphic: Gabriele Garzoglio, FNAL
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Attributes from many sources

>l n 0conventional 06 grids, al|

> put there are many more attributes, and
some of these may be very useful for grid

—_—— = -

—_— —

//f H\\

/

f @ \

f QQQ \
e

| ||. Service University Y

\
| Provider \
\ ONLY \
\\ t | 2 University X

9 P $
grid structure was not Y LS v NP ;f
too much different! \\ f
' \ 3 /
g N ) /
8% {

‘ N
¥ Eﬂ %}J ~ 9 S p /
casrsous. > N Salvation v
~ Home s
~ - - P -
— -

—a —_ -
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Towards a multrauthority world (AAl)

Interlinking of technologies can belone at various points

1.

VoA W N

Authentication: linking (federations of) identity providers to
the existing gridAuthNsystems

> 0Shibrved Credenti al Servicesodo t
Populate VO databases with UHO Attributes

Equip resource providers to also inspect UHO attributes
Expressing VO attributes as function of UHO attributes
andmost probably many ot her

Leads to assertions with multipld.oAsin the same decision

> thus all assertions should carry theiLoA
> expressed i n a way thatds recog
> andtheloAat t ested t o (@yg.thefédaration) par t

_—
EGITF10 NRENGrid ksh Sept. 2010 25
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Attributes from multi -authority world

> Linking two worlds examplé

>VASH OVOMS Attri butes
from Shi bbol et ho

> Populate VOMS with
generic attributes

> Part of gLite (SWITCH) Shibbolets _,.,,,m@
3 1.aﬂempis'

“ ACCess

A
http://www.switch.ch/grid/vash/ +/

- 3.5ﬂ|!ﬂ|.
~ b

1. attempts
access
'Y
VASH 4, attribute vOoB
Shibboleth SP S (VOMS)

s Graphic: Christoph Witzig, SWITCH
EGITF10 NREMNGrids worksho Sept. 2010 26
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Putting home attributes in the VO

- _update UHO attributes into the VOMS databasel
{or query on-demand by the VOMS DB)
UHO IdP
UHO

Coordinate subject naming

WO Administrator

VOMS
signing server

AuthM

Issuing Authority Request: Subject DN and IdF endpoint

Subject: /JCN=John Doe i
voms:WVO=atlas/GROUP=trigger
other:uva.nl:eduPersonAffiliation=faculty

Return: VOMS assertion for embedding in proxy Resource

TLS handshake where VOMS extended proxy is used to transport VO asserted attributes

\ 4

a4

> Characteristics
> The VO will know the source of the attributes
> Resource can make a decision on combined VO and UHO attributes

> but for the outside world, the VO now has asserted to the validity of the UHO
attributes @ over which the VO has hardly any control
\/ .
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GridShib
Deployment Scenarios

d
GT4 client +
GS-ST
response
=]
;‘r‘fgi SAML 500 samL
' credential Ggreor:if‘;cate
*| Shib-enabled | GT4 client+ [~
Gateway GS-ST ™
response response
A
SAML SAML
request request
Browser i ShibAA+ |
Shiljlii GS4Shib

™ Shib-enabled
GS-CA

Graphic: the GridShib project (NCSA)
http://gridshib.globus.org/docs/gridshib/deploy-scenarios.htmi

> Characteristics

>
>
>
>

The RP (at the decision point) knows the source of all attributes
has

but

t o

combi

ne

.L-A@
i

o
SR -
=z

Attribute collection 0 aaler e s o ur

t hese

and

! delegates
|
)
|
]
1 au(HIZ OK
]
]
i Conii e
1 gridmapfiles
1 < blacklist
------ tiribute pushipull = = = = = = = = = =t = = | PDP #2 File System ACL
LCAS
-—FDP“ LCMAPS
thZ
o authiy
submits jobs > (in SAML)

ma k e

is suddenly faced with a decision on quality from different assertions

needs

NIEeF

t o

>

pu

sh a

K i

EGITF10 NRENGrids workshop
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of

O0sessi
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graphic from:
Chistoph Witzig, SWITCH, GGF16, February 2006
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Example: running compute jobs
The Meaning of Attributes: Unix domain mapping

ACCESS CONTROL FOR COMPUTI

—a
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Site Boundary ~

LRMS Queue

Grid Workload Management
Systems

Grid Computing

Job
Manager
run by user

User Job
Unix uid specific to

User submits his jobs to a resource
t hrough a o6cl oud©d

Direct binding of payload and submitted grid job

A'job contains all the -
A access control I s done™at t hie

A inside the site, the user job should get a specific, site-local, system identity

—a
EGITF10 NRENGrids worksho
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But basic yesno does not get you far

> |f yes, what are you allowed to do?

> Credential mapping via obligations, e.ginix account, to limit what a
user can do and disambiguate users

> Intended side effects: allocating or creating accounts ... or virtual
machines, or ...

> Limit access to specific (batch) queues, or specifsystems

> Additional software needed
> Interpreting policy and constraints
> Handlingbligaton®d conveyed with a deci

> e.g.
LCMAPSaccount mappings, AF$kens, Argus calbut
Argus pluggable obligation handlers peapplication
A and interpret (preprovisioned) policies applicable to a transaction/credential

NIEeF >



To the Unix world: Problem

() )
C=IT/O=INFN VOMS .
Identity J%NCE»’.TEO.D peeude VOMS + other attributes

/CN=proxy (%i
|

tranflate

pvier001:x:43401:2029:PoolAccount VL - € P4 no.1:/home/pvier001:/bin/sh

‘1' run as root

>  Unix does not talk Grid, so
translation is needed between
grid and localidentity

1. translation has to happen somewhere »
2. something needs to do that

redent i ®ietje Puk

LCMAPS

LCMAPS
Credential Ac

run as target user

v uid: ppuk001

—a
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What does this all mean?

> Attribute interpretation is much more than mere mapping

> what do the attributes mean, and do all VOs mean similar things with
the same kinds of attributes?

> |s the order in which the attributes are presentemmportant?

> Can the same bag of attributes (or same priority) be used for both
compute and data access?

> How do changing attributes reflect access rights on persistent
storage, if the VO evolves its attribute set?

> |s there a driving use case by RPs (VO, sites) for an attribute”
>only then makes harmoni zati on a

> Let RPs (c9define requirements, not onlydPs CAs, or VAs

> attributes and policies needed, and the meaning of attributes

___> |evels of assurance
NI!!EF S EGITF10 NRENGrids workshop Sept. 2010 -



Policy from multiple sources
Frameworks

AUTHORIZATION FRAMEWORKS

—a
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A multi-authority world
> Authorization elements (from OGSA 1.0)

Other

Stakeholders

\ Policy

Resource

Authorization Policy om
Architecture . &
POIICy oooo_ooo
Enforcement = EEE
f Standardize Po% R
Resource
. Site \Attributes
Identity Local Site Policy
Kerberos Poli d
Identity ?tl'?ay tan Allow or
attriputes. Deny
PKIl/Kerberos
Identity
Translation
Service .
Site/
Resource J000 Authorization
Owner (5000055 Service/
o0 o | | PDP

EGITF10 NRENGrids workshop
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Graphic: OGSA Working Group
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Control points

Container based In-servicebased

> Single control point > Many controlpoints

> Agnostic to service semantics > Authorization can depend on
requested action andresource

\\ “_‘
.?Q‘{a ‘?o%
0 R
o 4]
N %,
%, %
= 0/ \\. JOO'
~ % S 2 ;
° Service container ° ) Service (e.g. storage)
= S
Request . Request
w
8
i 2
Au lhonzglm 8 AuthM Authorization
mechanism { = ‘Werification mechanism
. =
Authh Authorization ’ 3]
Verification mechanism qy @
[
Authorization
mechanism
"

—a
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Frameworks

> (chain of) decision making modules controlling acces
> Loosely or tightly coupled to a service or container

>Generi c Ol i1 braryo, or tied
—
example: GT4/Java “E:ET e

rusuurcu
owner
tFlerd]

saml authz
assertion issued
by Aald-2

r

xacml policy
assertion issued
by Aald-1

saml
authz
stal:ern ant

xacml

pnllcv
stal:arnenl:

S Graphic: Frank Siebenlist, Globus and ANL
EGITF10 NRENGrids worksho Sept. 2010 45
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Example framework implementations

—_

> PRIMASAZGUMSgPlazmasuite
> Globus Toolkit Authorization Framework - interop
>S|1 te AccessECNRABOt T WDIN I}ﬁemp
> gLite Argus

> GridSite& GACL

> ..

and donodot forget oOna

—a
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Different frameworks

> Each framework has
> own calling semantics (but may/will interoperate at the back)
> |ts own form of logging and auditing

> Most provide
> Validity checking of credentials
> Access control based on Subject DN and VOMS FQANSs
> Subject DN banning capability

> And some have specific features, e.g.,
>Capability to process arbitrary
> Calling out to obtain new user attributes
> Limiting the user executables, or proxy life time,
> allow embedding inside the application business logic

NIEeF >



Centralizing Authorization in the site
Available middleware: GUMS and SAXrgus, ...
Interoperability through common protocols

ACCESS CONTROL MANAGEMENT
SYSTEMS

—a
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8- g

™

Embedded controls: CEdCache, ...

o Computing Service

Library invocation in the gatekeeper
or Invoked by gLExec in CREAM

Site Access Contral
(LCAS/LCMAPS)

Site Boundary —

Worker Node
B

WWoriser Nade

— ]

/iims- proxy - init

£roxy with VO

Membershin | Role attribuies
=T

>

SAML2XACML2
interop protocol

srmep A
| DATA GUMS, SCAS, &c
|
L "
SRM Server GridFTP ( ===
—Pp Server
Gr|dFlT ] SAML User
TP Authorization
response
< — gecord
gPLAZM 22:\'/\IALA iﬁ:ﬁﬁi‘iaﬁo Slorage
Uty A > i hitps/SOA L —  metadata
SRM Callout Client P n Service
. SAML Get storage authz
PLAZMALiIt

g " query for this username
Authorizatio If authorized,
n Service get username
gPLAZMALit ¥oud
e grlc_# Identity
mapfile Mapping

Service
Graphic: FYafikWurthwein, CHEP2006 Mumbai
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Access Control at the Service

Most prevalent solution today

Pros:

> services independent and have no common failure mode
> quick and easy to develop and deploy

Con:

>no single 0Big Red Buttono
>di fficult auditingeée

> risk of inconsistency
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Centralizing decentralized Access Control

Aim: support consistently

> policy management across services

> quick banning of bad users

> coordinated commonuser mappings (if not WHNocal)

Different options to implement it

> Regular site management toolsGFengine Quattor, etc)
> Addresses sitewide banning in a trivial and quickvay

> pbut appears O6out of bandodo and wor ks

> 0One of the O0centr al aut hori zati on
> these can be departmenicentral, sitecentral, but even gridwide or global!
>some to choose from in Grid: Argus,
> | 1 ke OldRrcenwatllyjomdessing assertions fohuthZi nst ead of
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Centralizing access control in M/W
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Job
W ELEL[14
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Job
Manager

SAML2XACML2
KCIient Plugin Variant SAML2XACML2 protocol
— u

LCMAPS

SAMLZMACMLZ
Client Plugin

site-central service

* of course, central policy and distributed
per-WN mapping also possible!

Site Boundary —
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Key Elements for interop

> Commoncommunicationsprofile
> Agreed on use of SAMLLXACML2

> http://www.switch. ch/qrld/support/documents/xacmlsaml pdf

XACML Request

XACML Response

\_ Grid Slte ) Decision Permit, but must fulfill Obligati
LU N

> Commonattrlbutes and obllgatlonsproflle

> List and semantics of attributes sent and obligations
received between a OPEPO a

> Now at version 1.1
> http://cd -docdb.fnal.gov/cgibin/ShowDocument?docid=2952

> http://edms.cern.ch/document/929867
Nli//!EF > EGITF10 NRENGrids workshop Sept. 2010 53



http://www.switch.ch/grid/support/documents/xacmlsaml.pdf
http://cd-docdb.fnal.gov/cgi-bin/ShowDocument?docid=2952
http://cd-docdb.fnal.gov/cgi-bin/ShowDocument?docid=2952
http://cd-docdb.fnal.gov/cgi-bin/ShowDocument?docid=2952
http://cd-docdb.fnal.gov/cgi-bin/ShowDocument?docid=2952
http://cd-docdb.fnal.gov/cgi-bin/ShowDocument?docid=2952
http://edms.cern.ch/document/929867

GUMS and SAZ

4 N
VO 4 _ _ —
Site Services PDP G_fld
VO Services Site
synch synch ‘(GUMS SAZ
VOMRS y@» VOMS © =
A A
& * 4 ) C < O < )
or 252 @ @38
% £28 53
g 308 PEPs
' @ \ ’
N SE CE WN
t -
‘l get voms-proxy ( SRI\y l Gatekeeper gLEXxec
\ 4 vy
/= Submit request gPlazma Prima Prima
\2/ with voms-proxy N\ 4 .
- _2 9|, Pilotsu
< Slo 2 s2 0 28 Job
(@] |
% 2 8 a 3 S Batch 2@ (uiD/GID)
_m8 O < = | System s
g ~ O o |D
Legend RN A S = @ /
[ Authz ][Not Of‘ficially] VO Management
Components In OSG Services

NIEeF

graphic: Dave Dykstra, Fermi National Accelerator Laboratory, CHEP, March 2009

>



Argus services and daemons

> Administration Point

Formulating rules through CLI and/ofile-based input

> Decision Point
Evaluating a request from a
client based on the rules

> Enforcement Point

Thin client part and server part

all complexity in server part

> Runtime Execution Environmer |

Under whichenv, must | run?
(Uni x UI D, Gl

—a
EGITF10 NREMNGrid ksh
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Argus service =

2. Request 7. Response

I rom 4. Attribute query -
Palicy Decision Point
| 6. Attribute

graphic: MJRAL.4 (EGEE-II) gLite security architecture, Oct 2008, Christoph Witzig
—a .
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