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Security is a means —a way to support the EOSC mission

“ensure confidentiality, integrity and availability”

“protecting our data and services from threats and vulnerabilities”
and in our interconnected EOSC, also security is a collective responsibility

and also an opportunity to collaborate and improve our posture together
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The basic tenets for EOSC ecosystem security

A service provider should

* do no harm to interests & assets of users %
F';. N * not expose other service providers l
| | in the EOSC ecosystem to enlarged risk
g?;', g, ' R e | as a result of their participation in EOSC

be transparent about its infosec maturity and
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B this means some minimum requirements in the EOSC Core ... and Exchange ==
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Keeping the EOSC secure

baselining is a true & tried approach to improve collective security posture

* minimum requirements to ensure a collective response
and to prevent miscreants to hide in unmanaged corners of the system

* leverage collective knowledge and capabilities that each provider already has
‘baseline’ is just that — only the provider really knows the inner sensitivities

of each service or data set

* supported by expert fall-back in case incidents happen (and they do happen!)
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How the security coodination team supports a trusted EOSC

Risk-centric self-assessment framework
* based on federated InfoSec guidance including WISE SCI

Baselining security policies & common assurance
* AARC, REFEDS, IGTF, PDK & practical implementation measures

An incident coordination hub and a trust posture

® spanning providers and core, based on experience & exercises

Actionable operational response to incidents

® EOSC core expertise to support resolution of cross-provider issues

Fostering trust through a known skills programme

¢ so that your peers may have confidence in service provider abilities

WISE SCI: wise-community.org/sci
AARC&c: aarc-community.org, refeds.org, igtf.net
PDK: aarc-community.org/policies/policy-development-kit
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How the Information Security Process helps

EOSC ISM differentiates between Core and Exchange

 Core: mandatory adherence (and pro-active support from the security team)
since the security of the Core services underpins the whole EOSC ecosystem

 Exchange: based on Interoperability Framework (& ‘RFC2119 RECOMMENDED’)

Participants are autonomous
* but subscribe to shared commitment of maintaining trustworthy & secure EOSC

We need everyone’s help in incident response and ‘drills’ (that also a lot of fun!)

* for the Core services, expert forensics support is provided for if desired

* in the Exchange, coordination and liaison are the primary tasks of the CSIRT
but the EOSC CSIRT will of course help where it can!
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Policy — a baselining approach for AUP and Operations

EOSC Acceptable Use Policy and Conditions of Use

(Template) + AL Prosy - sn sevce, Communty a0, o0 Prosy st sugmeris, s, o
transposes authentication and auiherization information, including the connected sources of access (AAI) afiributes, 2s detaded in the AARC EFA
01a;

Document control * Infrastructure Proxy for the EOSC Core Services - the A& proxy 1o which EQSC Core Senvices are connectsd

s 158 * User- an individual tha primarity benefits from and uses a service

+ 1225, Paa$, and Saa$ - respectiuely Infrastructure, Platiorm, or Sofware provided ‘as-s-service’

Ry statay [E—— This document iz sccompanied by =n FAQ providing implemantation suggestions

Eoficy owner David Grasp

Approval status A Scope

P— This Baseline applies tn all service providers participating in the EOSC as wel as to all authentication providers. Le. AAI prodes and directly-connected
Approved versian and dals i1 May 2022 Identity Providers, participating in the EOSC AAl Federation. It tus also applies to the EOSC Core senvices and the Infrastructure Praxy for the EOSC
- - Care Services. These requirements augment. but do not replace. any other applicable securty policies and obligations, or more specific szeurity

Hext pollcy revisw together wilh process review arrangements between EDSC paricipants.
Transfer, processing, or storage of informatian, or sps gories or ons of personal data, may require more specific security
amangements.

) . . ) .
Users don’t like to click! So show a common paseline Requements
° Al EOSC Senvios Providers, directly connected Identity Providers, 2nd AAI Proxies, must

comply with the SIRTF| security incident response framework for structured and coordinated incident re:

. . e
S hat e Usats graet ah Aoepiatla Use Eoliey (AUEY of Tarme of Use. an et fere - meant to contact each User.
aseline or most services - only once s e e g U e ) e e e bR e s e
Senvice, and o so only for administrative, operational or security purposes.
honour the canfidentiality requirements of infarmation gained as a result of their Service's participation in the Infrastructure.
ir personal data processed, and only use such data for

L

E¥S

respect the legal and contractual rights of Users and others with regard to
administrative, operational, Sccounting, manitoring er Security purpeses.
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6 retsin =nersted information (logs) in order to allow the reconstruction of & coherent and complete visw of actuity as part of a securty
incident (the ‘whe, what, where, when', and ‘to wam’), for 3 minimum peried of 150 days, to be used during the investigaten of a security
© Document cantral incident. .
o Poicy reae 7. follow, as 3 minimum, gensrally scospted [T sscurity best practices and Iy =pplying sscure and
© Tabia of conments ‘security updates, and taking appropriate action in relation to security vulnerability nulrﬁcams . and agleew participate in drills or smu\am
o Scona exercises to test Infrastructure resilience as 2 whole.
o Inoduction 8. ensure that they operate their servioes and infrastructur in a manner which is not detrimentsl to the sesurity of the Infrastruaturs nor ta any of its
8 Acceplsble Use Palicy and Conditions of Use (AUP) Participants or Users.
® Cantact points 8. collsborat= in a tmely fashion with ofhers, including the EOSC Security Team, in the reporting and resolution of security events or incidents
@ Capyright sislsments (which aiso must be Includad in sy AU bessd on this lempate] related to their Service's particigation in the EOSC infrastructure and those afiecting the EQSC nfrastrusture as a whaie.
10 honour the sbligations secunty collsboration snd Jog retention (clsuses 1. 8, and 10 sbowe] for the period of 120 days aher their Senvice i retired
from the Infrastructure, including the retention of logs when physical or virtual envirenments are decammissionsd.
Scope 11, not hold Users or ather Infrastructre participants iablz for any loss or damage incumed 35 3 result of the delivery ar use of their Service in the
Infrastructure, except to the extent speciied by law or any livence or service level agresment.
12, maintain an agresmnt with represaNtatives for indiidual servics companents and suppliers that ensures that engagament of such parties doss
For EOSC Core services, a policy based on this lemplale musl be appled 1o ol users of any EOSC Core Service. ot result in vislation of this Security Baseline
:’mm’c%ﬁ’g&w’:ﬁm:;mm:g;mm;““ shoukd be wpplind bo-wll caecs. of the sted service, i et ke usedina Providers should name persons rasponsibl= for the implementation of. and the monitaring of camplianc= to. this Security Bas=ing in the contaxt of the
pased| Senvice. They shall pramply infarm éhe EOSC Seaurity Team of any material nan-cempliancs with this Baselin should such ocaur.

The EOSC uses the tamplate AUP, from the WISE Commurnity: the “WISE Baseline Acceplabie Use Policy and Conditions of Use”, lemplate version 1.0,
dasted 25 Feh 3019, Any Servics, Authenlicalion system [AAI), or community memiership management system, which presents the AUP o 3 user during
thair st use 3d reqistration must sdapt this templats fr thair parcylar uea case; specifically It must insart the name of it proidar, a5 woll a5 the
pupose-tinding of the AUP 1o the sarvica, In ihe fist paragrenh of ihe lemplate. Further guidance cn how o use e AUP tempiate s svalable rom the

The EQSC Security Team can be contacted at <abusa@e0so-seeurity.2u>.
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Hps.i
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Introduction

This Acosptable Use Policy and Condiians of Lise [AUP™) defines the ruies snd candtions that govem your acos
processng, and storage of data) of the resources and services (*Services”) as granted by [community, agency,
wscribe tha stated gosls and palices gaverning the inlended use).

1o.8nd use {inciuding transmisel
bt e for i s 8

<To furter dafina and imit what conssmutas .rmr.um usa, he communiry, g o infrastructura may apsionally add additonal information, nuas or
cehokier below. Thess sdd ot conflict with the clauges 1 o 10 beiow, whoes wording end

Common AUP (based on WISE AUP) — required for core EOSC Security Operational Baseline
services to ensure consistency, strongly recommended a mere 12 points that make you a trustworthy provider
for all services and for community AAl proxies organisation towards your peers and the EOS
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EOSCSMS — EOSC Security Operational Baseline & FAQ

Baseline Requirements

All EOSC Service Providers, directly connected Identity Providers, and AAI Proxies, must

1.
2.
3.

10. honour the obligations security collaboration and log retention (clauses 1, 6, and 9 above) for the period of 180 days after their Service is retired fra
11.

12. maintain an agreement with representatives for individual service components and suppliers that ensures that engagement of such parties does ng

. honour the confidentiality requirements of information gained as a result of their Service's participation in the Infrastructure.
. respect the legal and contractual rights of Users and others with regard to their personal data processed, and only use such data for administrative,

. retain system generated information (logs) in order to allow the reconstruction of a coherent and complete view of activity as part of a security

. follow, as a minimum, generally accepted IT security best practices and governance, such as pro-actively applying secure configurations and securit]

. ensure that they operate their services and infrastructure in a manner which is not detrimental to the security of the Infrastructure nor to any of its

. collaborate in a timely fashion with others, including the EOSC Security Team, in the reporting and resolution of security events or incidents related

comply with the SIRTFI security incident response framewaork for structured and coordinated incident response

https://wiki.eoscfuture.eu/display/PUBLIC/EOSC+Security+Operational+Baseline

ensure that their Users agree to an Acceptable Use Policy (AUP) or Terms of Use, and that there is a means to contact each User.
promptly inform Users and other affected parties if action is taken to protect their Service, or the Infrastructure, by controlling access to their Servig
and do so only for administrative, operational or security purposes.

operational, accounting, monitering or security purposes.

incident (the 'who, what, where, when’, and ‘to whom"), for a minimum period of 180 days, to be used during the investigation of a security incident

updates, and taking appropriate action in relation to security vulnerability notifications, and agree to participate in drills or simulation exercises to
test Infrastructure resilience as a whole.

Participants or Users.
their Service's participation in the EOSC infrastructure and those affecting the EOSC infrastructure as a whole.
the Infrastructure, including the retention of logs when physical or virtual environments are decommissioned.

not hold Users or other Infrastructure participants liable for any loss or damage incurred as a result of the delivery or use of their Service in the
Infrastructure, except to the extent specified by law or any licence or service level agreement.

e

What are 'IT security best practices' in item 77

Ona

well known recommendations that fit your needs. This can depend on

requi

It is important that you take these into consideration, as well as add tH
you, especially if there are no written security policies or recommenda

Generic information security

1

2. National standards, offered by for example national public offic

3. NIST (https://www.nist.gov/cybersecurity) and CISA (https://ww

4, CIS (https://www.cisecurity.org/cybersecurity-best-practices/), s
5. SANS (https://www.sans.org) provides guidelines and trainings

Cloud platforms

1

2. BSI C5, Cloud Computing Compliance Controls Catalogue (httpg

3. Several nations provide their standards, which may be targeted

Software development

1

U TRCIIENT T

global scale there are myriad different documents and sources d

rements derived from for example certifications like 150 27000 oy

. 15O standardisation, for example 1SO 27000 which covers informn|
processes. Closed standard.

covering various security aspects. These can also address local |
individuals.

example CISA’s Cyber Essentials Starter Kit and NIST's cyber sec

. Cloud security alliance (https://cloudsecurityalliance.org/) provi

Cloud_Computing-C5.pdf)

. OWASP (https://owasp.org/) provides extensive documentation
ensure that your software has capabilities to defend against con

hicrncnft SNIC (hitnc- Mhanany microeaft com fon icfcaryrituonni

result in violation of this Security Baseline.

Providers should name persons responsible for the implementation of, and the monitoring of compliance to, this Security Baseline in the context of the
Service. They shall promptly inform the EQOSC Security Team of any material non-compliance with this Baseline should such occur.

The EOSC Security Team can be contacted at <abuse@eosc-security.eu=.




Who you gonna call?

If there's something weird, and it don't look good?

abuse@eosc-security.eu
or select the EOSC Security group in the helpdesk

ot UHTRHETUITTY

EOSC Order Management

EOSC Profiles

EOSC Provider Dashboard

select attachment...
EOQSC Service Catalogue

EQSC TCB

There's something weird, and it don't look good

EOSC Topology for Core Services
EUDAT Support =

Incident W

<

And of course there are real people there — your friendly CSIRT central team is:
Pau Cutrina, Daniel Kouril, and David Crooks
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