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Both IGTF and REFEDS RAF 

define ‘low assurance’ proofing:

basically ‘identifier-only’

Stepping up to ‘medium’ assurance 

requires adding a 

controlled identity vetting process

Who runs that process is selectable!

THE ‘COMBINED ASSURANCE MODEL’: ID VETTING

Low Medium High

EspressoCappuccino

single natural person

  eduPerson -  eduPersonUniqueId

  OASIS SAML -  persistent name id

  OASIS SIA -  subject- id or pairwise-id

  OIDC -  sub ( type: public or pairwise)

  eduPerson -  eduPersonPrincipalName 

CSP can contact

identifier never reassigned

no- reassign reassign-1y

1 month 1 day

IOTAClassicMICSSLCS

Makes statements on  

..

DOGWOODCEDARBIRCHASPEN

Identity requirements

Operational requirements
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RESPONSIBILITY MODEL I: TRUSTED THIRD PARTY
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RESPONSIBILITY MODEL II: COLLAB. ASSURANCE



Policy Development Kit: Acceptable 

Authentication Assurance defines the 

target level based on risk assessment

How to get to the target level is a 

process and required procedures
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SPG ACCEPTABLE AUTHN ASSURANCE
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EGI SPG PROCEDURE – ASSESSMENT MATRIX
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A COMMON ASSESSMENT MODEL ON ID VETTING

FOR ID PROVIDERS AND FOR COMMUNITIES

https://wiki.eugridpma.org/Main/AssuranceAssessment
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BUT THE MODEL EXTENDS BACK TO CAS …

BIRCH

IDENT#

DOGWOOD

NATIONAL
ID VETTING

COMMUNITY-
BASED

AA-

AA++

COMMUNITY
MANAGEMENT

ID PROVEN?

ID PROVEN?

SERVICE

identity sent to service 

based on CILogon Silver 

using Cappucino

identity sent to service 

based on CILogon Basic 

using DOGWOOD and ID 

vetting by LIGO LSC
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WHAT IS NEEDED IS … THE RPS!

http://wiki.eugridpma.org/Main/RPS

Scott Rea, in the 33rd EUGridPMA Berlin meeting:

reference RPS targets 

BIRCH/CEDAR assurance



How to help communities implement community-level ID vetting?

How to engender trust for their service providers?

The ‘increment’ for communities to Cappucino (or IGTF-BIRCH) 

documented by way of a prefilled RPS as part of the PDK?

Verified using the standard assessment sheet?

10 Combined Assurance and the RPS

ALIGNMENT AND COMMUNITY GUIDANCE
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What helps the community best?
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