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How can policy help you ease collaboration? A holistic view AARC

new way

Inter-Federation * Global sharing in controlled communities appears attractive
— * Uncertainly about requirements (governing body) and
-egeration . . . .
iming (> Mar 2018) are not helpful for adoption today ... just yet
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Sirtfi — presentation, training, adoption in AARC2 AARC

IAM Online Europe . ..
NN https://refeds.org/SIRTFle= Promotional activities successful

- i —— * REFEDS, Internet2 TechX, ISGC Taipei, TNC,

H | - I [+ ] sations. This assurance framework comprises a list of assertions which an organisation can attest in order .
. . - - wpliant. Visit our Wiki to discover how your organisation can prepare itself for Federated Incident Response I F - CS I R I F | M 4 R Ka nta ra We b I n a rS
’\ '\"‘ Vi ) ) °°°
. m A I.
m iroup has been active since 2014 and combines expertise in operational security and incident response pol- P N 42 7 t -t [ b t . I . 2 5 f d t .
iamonlineEU 001 Sirtfi :DS community. Work to publish and implement the Sirtfi Trust Framework is supported by the AARC OW e n I I e S u I n y I n e e ra I O n S
lamOnline

38 views * 4 days ago
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Benefits Sirtfiv 1.0 FAQs * Ready to move to the next phase:

Why should | join? What are the Benefits? View the Sirtfi Framework Need help? 31 -01 -201 8 II N eed Si rtfi
Right Now™’

Services increasingly demand and use Sirtfi Incident Response Test Model for

« CERN & LCG, ClLogon (US), Organisations

RCauth.eu, IGTF-to-eduGAIN bridge ConacualDse:  01-022018

Actual Date: 31-01-2018
Grant Agreement 730841
No.:

a n d Work Package: NA3
Task Item: TNA3.A
Lead Partner: CERN

Sirtfi is included verbatim in the (GN4) oot
DPCOCO VerSion 2 to be Submitted to EDPB Authors: H. Short (CERN), I. Neilson (STFC), D. Groep (Nikhef)

Contributions from: R. Vinot (CIRCL)

(@ARC http://aarc-project.eu 3
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https://www.youtube.com/channel/UCussxbcR_OxG1e_kRp0pjpA/featured

Test model for incident response — a continuing process from now on ... @RC

e Defines the model actors
* include eduGAIN Support Desk
 Exercise the model attack scenario ... ©

, Nikhef 4
( oo ( INFN User
- RCAuth ™= L . .-

o

\

One Service Provider discovers a compromised user and alerts the
Identity Provider of this user. Additional affected services are identified
and ,hould be able to see activity by the Identlty m thelr logs.

g \\
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parties involved in response challenge

Report-out see https://wiki.geant.org/display/AARC/Incident+Response+Test+Model+for+Organizations

(@ARC http://aarc-project.eu



Incident response process evolution in federations — beyond Sirtfi AARC

sp sP sp :
Inter-Federation \
= ‘

Incident Response Communication, communication blocks ) RSy 7 P

Federation - & N at
,—; :7 1‘—'!\
Challenges n— I
-

* |dP fails to inform other affected SPs, for e @

fear of leaking data, of reputation,
or just lack of interest and knowledge

* No established channels of communication,
esp. not to federations themselves!

Inter-Federation Incident Response Communication

Can we evolve operational security in our federated academic environment?
Expand Sirtfi in places where there is no federation support (Sirtfi+ Registry) never ends!
And extend the concept of trust groups and facilitate exchanging incident information?

(@ARC http://aarc-project.eu 5
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Beyond just identity providers, services, and Federations: AA security AARC

AARC Blueprint Architecture

BPA Proxy and connected sources of trusted
attributes critical to infrastructure security

Scalable Negotiator for a Communit;
Trust Framew

Tus work in Federated
Infrastructures (Snctfi)

* Help AA operators with operational security
* requisite processes and traceability support
* secure operation and deployment

* protected transport

e for different attribute distribution models

(@ARC http://aarc-project.eu
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Snctfi

A policy framework for service providers groups and proxies in the BPA

Swetfl vio AARC

Scalable Negotiator for a Community
Trust Framework in Federated
Infrastructures (Snctfi)

Licia Florio (GEANT), David Groep (Nikhef), Christos Kanellopoulos (GEANT).
David Kelsey (STFC), Mikael Linden (CSC), lan Neilson (STFC), Stefan Paetow
(Jisc), Wolfgang Pempe (DFN), Vincent Ribaillier (IDRIS-CNRS), Mischa Salle

i gtf. n et / S n ctfi E{E;&::"m Short (CERN), Uros Stevanovic (KIT) and Garben Venekamp

Version 1.0~ 26 Apr 2017

e-mail: david kelser@stfe.ac.uk

Abstract: This paper identifies operational and policy requirements to help establish
trust between an Infrastructure and identity providers either in an it
another Infrastucture. in each case joined via a Service Provider to Identity Provider

Audience: This document is intended for use by th el 1 nsible for 1
m'“ Prov'd.' ~ management, operation and secunty of an Infrastructure and those wishing 1o assess its
trustworthiness.

graphic IdP-SP bridge: Lukas Hammerle and Ann Harding, SWITCH

Derived from SCI, the framework on Security for Collaboration in Infrastructures
WISE Information Security for E-infrastructures got global endorsement SCl in June 2017

@ARC htto://aarc-projecteu  Snctfi is managed for the community by the Interoperable Global Trust Federation IGTF
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Guidance for research AAls in the Infrastructure ecosystem AARC

Authentication Assurance — a truly joint exercise

 using both REFEDS RAF components g@b as well as cross Infrastructure profiles %
* considering social-ID authenticator assurance, complementing account linking in BPA

By registering as a user you declare that you have read, understood and will abide by the following

1. %ou shall anly use the resources/services to perform work, or transmit or store data consistent with th

Protecting personal data from infrastructure use youaosg

Community Membership Management

support or citation for your use of the resources’s
rpose that is unlawful and not (attempt to) breach
tiality agreements.

ate keys or passwords).

Exploit commonality between acceptable use
policies to ease cross-infrastructure resource use

"% Community Operations Security Policy

1 Introduction

Protection and process}
Audit and Traceability Ré| "

Support community management and a policy suite
using Snctfi to ease use of generic e-Infrastructures | st e

ut are not limited to: User groups, Virtual Organisations,
c ties, Projects,
. and geographically organised

and interoperability
with the Policy Development Kit

(@A RC http://aarc-project.eu



Protection of Personal Data and PII for Infrastructure AAls
— there is both FUD but also legitimate concerns

[~

AARC

Large discrepancy between practice, perception, and actual risk:

 communities themselves don’t see need to protect infrastructure AAl (accounting) data

—and don’t even consider existing AARC guidance ®
* misunderstanding issue, over-stating risk, falling victim to FUD law firms

 even ‘simplified” documents - like the GEANT Data Protection
Code of Conduct — considered too complex to be understood

—

help determine risk and impact of FIM on research infrastructure

(QAARC

Data Protection Impact Assessment - an
initial guide for communities

e prmeamiess https://aarc-project.eu/guidelines/aarc-g042/




Difference to commonality in the Baseline AUP - sigh once, use everywhere AARC

......................................

ccccccccc

23" informRodirtrar..and

s credentials.

pone number for
isible for backing

Adds: EUDAT is not liable to any
compensation in case of lost data or loss
of service

Adds: Although efforts are made to

) maintain confidentiality, no guarantees
are given. Expanded for Pl under
"Personal information and data privacv"

(@ARC http://aarc-project.eu Image: Mozes en de tafelen der Wet, Rembrandt van Rijn, 1659 *°



Scaling Acceptable Use Policy and data release

ThA BN 2 PO T Pe rah et S Pe A T e Pe s P eeeeel v
TR 0h e STt e s e Ta g B AR o )
Pe eesd e A R

impractical to present user
‘click-through’ screens on
each individual service

Community

conditions

Community specific ) ”
terms & conditions Community specific
terms & conditions

The LS AAI shall present an Acceptable Use Policy also on behalf of its connected
services and infrastructures.

The LS AAl operators shall present as the AUP:

e the common aims and purposes, i.e. the research or scholarship goals of the Life
Sciences Research Infrastructures (in a few high-level sentences)
This text must be supplied by the Life Sciences community.

o the list of 11 (eleven) items from the Evolved JSPG AUP [JSPGAUP2]

e anotice that enrolment into specific groups or subdivisions may require the user to
sign supplementary terms and conditions, and

o that in specific circumstance also specific services may ask the user to sign
additional conditions of use.

TPe M @@ TS apees B Wt Al B gt N e .
1 GG T W remapg@s Ve e PO Weasl (@ Pl v Te L Aa

-

RI Cluster-specific terms & conditions

(@ARC http://aarc-project.eu
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Implementing Snctfi: Community Membership Management and Security
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Relevant to communities and
e-Infrastructures both

* what are the requisite policy elements
and processes you need to define to
manage a structured community?

* which of these are required to access
general-purpose e-Infrastructures?

* which roles and responsibilities lie with
the community ‘management’ to that

the BPA proxy model will scale out?
@

ENGAGE EOSC-hub

joint work with EGI-ENGAGE  .:%:.
and EOSC-Hub projects and
the EGI, PRACE, HBP, EUDAT
communities

Community Membership Management

Policy

©
Snctfi

AARC

Introduction
Definitions
Individual Users
Community Manager and other roles
Community
Aims and Purposes
Membership
Membership life cycle: Registration
Membership life cycle: Assignment of attributes
Membership life cycle: Renewal
Membership life cycle: Suspension
Membership life cycle: Termination
Protection and processing of Personal Data
Audit and Traceability Requirements
Registry and Registration Data

References

Introduction

his policy is designed tg suppart the expansion of gnen science

Community Operations Security Policy

1 Introduction

This policy is effective from <insert date> and replaces two earlier security policy documents
[R1]. This policy is one of a set of documents that together define the Security Policy [R2]
and must be considered in conjunction with all the policy documents in the set.

This policy applies to the Community Manager and other designated Community
management personnel. It places requirements on Communities and it governs their
relationships with all Infrastructures with which they have a usage agreement. The
Community management personnel must ensure awareness and acceptance, by the
Community and its Users, of the responsibilities documented in this Policy.

2 Definitions

A Community is a group of individuals (Users), organised with a common purpose, jointly
granted access to one or more Infrastructures. It may serve as an entity which acts as the
interface between the individual Users and an Infrastructure. In general, the members of the
Community will not need to separately negotiate access with Service Providers or
Infrastructures (hereafter jointly called Infrastructures).

Examples of Communities include, but are not limited to: User groups, Virtual Organisations,
Research Communities, Research Infrastructures, Virtual Research Communities, Projects,
Communities authorised to use particular portals or gateways, and geographically organised
communities.

3 Community Operations Security Policy

Bz Earticigating in_the InfrastructureI a Communiy Manager agrees to_the conditions laid

(@A RC http://aarc-project.eu
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The SCI Trust Framework — globally comparable structure in Security Policy

'.
000.

Endorsement of SCI Version 2 at TNC17 (Linz) WISE

COMMUNITY

re endorse the governing principles and approach of SCI, as produced by

[

L\Lmédlmn of building trust between infrastructures, to facilitate the exchange : .

iFity information in the event of a cross-infrastructure incident, and the
aboraﬁon of e-Infrastructures to support the process. These Infrastructures welcome )
tbedevelopment of an information security community for the Infrastructures, and
‘underline that the present activities by the research and e-Infrastructures should be
continued and reinforced

« Endorsements have been received from the following
infrastructures; EGl, EUDAT, GEANT, GridPP, MYREN, PRACE, SURF, WLCG, XSEDE, HBP

Kolooy /SCI Trust Framework

AARC

QARC mp/arceoieces  g@@ the SCI Webinar by David Kelsey on Sept 24! https://www.youtube.com/watch?v=vZvfRYMQfFg *
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SCIv2 — beyond its endorsement to self-assessment and review AARC

L E-INFRASTRUCTURES:

e . @ .. MAKING EUROPE THE BEST PLACE R I &
b @ . * o pe . .
WISE 4 :., ®
COMMUNITY IS E
COMMUNITY
. . PR12.1- User Registration example, not an infrastructure
A Trust Framework for Security Collaboration 5P - User Personal mor O et Renowal |
among Infrastructures DP4 - Logging Data PR12.3 - User Suspension e==mMaturity

SCl version 2.0, 31 May 2017 DP3 - Monitoring Data - PR12.4 - User Removal

==>Required
DP2-U Registration Dat PR12.5-U B i H

L FIorio’, S Gabrielz, F Gagadisa, D Groepz, W de Jong4, U Kaila®, D Kelsaf, A Moens’, ser negistration Lata ] sersanning matu”ty

I Neilson®, R Niederberger!, R Quick’, W Raquel®, V Ribaillier'’, M Sallé?

A Scicchitano', H Short'?, A Slagell'’, U Stevanovic'®, G Venekamp* and R Wartel™ DP1 - Accounting Data

PR13 - Responsibility for Actions

The WISE SClv2 Working Group - e-mail: david.kelsey@stic.ac.uk, sci@lists.wise-community.org

LI6 - Any Additional Restrictions PR14 - User Identification -...

AARC h | b t' | . th LI4 - Dispute Handling and.. PR16 - Define Common Aims &...
may help by supporting evolving the
peer review Self_assessment mOdel for SCI LI3 - Software Licensing PR21 - Vulnerability Patching
and how that Compares to e.g. ISO_based audits LI2 - Liability, Responsibilities &... PR22 - Incident Reporting
LI1 - Intellectual Property Rights PR23 - Physical and Network...
PR25 - Retention of Appopriate... PR24 - Confidentiality and...

14
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Policy Development Engagement and the ‘Kit’

{narc

* Bring together a consistent suite of policies & guidance

* based on e-Infrastructure best practices
from advanced operational infrastructures today

AARC Blueprnt Architecture
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@Rc e fsarc projecteu | https://wiki.geant.org/display/AARC/Policy+Development+Kit |

AARC Policy Development Kit

Task Plan & Notes: https://wiki.geant.org/display/AARC/Policy+Development+Kit

Author list: U. Stevanovic, H. Short, D. Groep, |. Neilson, |. Mikhailava

Introduction
Scope
Infrastructure Policies and Frameworks

Frameworks
Sirtfi Trust Framework
Research and Scholarship Entity Category
GEANT Data Protection Code of Conduct
Policies
Top Level
Infrastructure Policy
Data Protection
Privacy Statement
Membership Management
Community Membership Management Policy
Acceptable Use Policy
Acceptable Authentication Assurance
Operational Security
Incident Response Procedure

Policy Templates
Top Level Infrastructure Policy Template
Membership Management Policy Template
Acceptable Authentication Assurance Policy Template
Acceptable Use Policy Template
Privacy Policy Template
Incident Response Procedure

Additional Policies of Interest
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Helping you towards SCI and Snctfi: templates in the PD Kit
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AARC

Policies

Top Level
Infrastructure Policy
Data Protection
Privacy Statement
Risk Assessment
Membership Management
Community Membership Management Policy
Acceptable Use Policy
Acceptable Authentication Assurance
Operational Security
Incident Response Procedure

Policy Templates

Top Level Infrastructure Policy Template

Membership Management Policy Template
Acceptable Authentication Assurance Policy Template
Acceptable Use Policy Template

Privacy Policy Template

Risk Assessment

Incident Response Procedure

~N NN

8

Membership Management Policy Template

e Which information do you need to collect on your users? Name, contact information,
nationality?

e How long is membership valid?

¢ How often do your users need to sign an AUP?

The following is based on the EGI Community Membership Management policy.

Taken fron

ntios:/doc ACceptable Authentication Assurance Policy Template

dit#
This policy
INTRODU

This policy
Infrastrict

Taken from

Which identity providers are acceptable for your infrastructure? SAML Identity
Federation IdPs? Social providers such as Google, Facebook etc?

How much certainty does your community require of the identity? How will you validate
this for each identity provider?

How can vou ensure that each user is covered by a security incident response

‘E,aop;s Top Level Infrastructure Policy Template

e Who are the actors in your Infrastructure environment?
e How will you tie additional policies together for the infrastructure?
e  Which bodies should approve policy wording?

The following template is based on work by EGl.eu, licensed under a Creative Commons Attribution 4.0
International License.

https://documents.egi.eu/public/RetrieveFile?docid=3015&version=3&filename=E GI-SPG-SecurityPolicy-
V2. pdf

INTRODUCTION AND DEFINITIONS

To fulfil its mission, it is necessary for the Infrastructure to protect its assets. This document
nracants tha naliry rpr2l?finn thnsa artivitine nf narfirinants ralatad tn tha carnrity Af tha

(@A RC http://aarc-project.eu
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Things to do in AARC’s last year and beyond when you’re still alive by now ... AARC

(@ARC http://aarc-project.eu
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If we don’t: AARC
there is also commercial GDPR guidance for research and collaboration

J l;}g“ddingmochinef.co.ug *

Fancy an £80 voucher when protecting your information?

With just 8 DAYS TO GO, see why there has never been a better time to buy a shredder to help meet your
GDPR obligations. Stocks are limited, and we have
ensuring your sensitive documents are secure.

i High Capacity Micro-cut
I | GDPR Shredder with

High Capacity Micro-cut N

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| p
| GDPR Shredder with ’ >
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@Rc http:/faare-project.eu UCE message sent on May 17% to lan Neilson, and millions more ...



Thanks to the AARC2 policy collaborators: David Kelsey, Hannah Short, lan Neilson, Uros
Stevanovic, Mikael Linden, Ralph Niederberger, Petr Holub, Wolfgang Pempe, Stefan
Paetow, and many contributions from across the AARC project, REFEDS, IGTF, and WISE!

Thank you
Any Questions?

davidg@nikhef.nl

AARC

http://aarc-project.eu/

GEANT on behalf of the AARC project.
The research leading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme under Grant Agreement No. 730941 (AARC2).



