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Policies and practices to support FIM for Research & Collaboration
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Abstract: This paper identifies operational and policy requireuents 10 help establish
trust between an Infrastructure and identity providers cither in an R&E Federation or in
another Infrastiuctuse, ia each case joined via a Service Provider to Ideatity Provider
proxy.

Audience: This documen is intended for use by the personnel responsible for the
‘management, operation and secuity of an Infrastructure and those wishing 10 assess its
tustworthiness.
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new way

* Global sharing in controlled communities appears attractive

* Uncertainly about requirements (governing body) and
iming (> Mar 2018) are not helpful for adoption today ... just yet

- text needs to allow for (community) attribute authorities

la DHA35:
endations and template policies
lacessing of personal data

Jueprint Architecture (8PA) and the policy best praciices.
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* Collaborations (e.g. based around Snctfi) With CONE o cos mone natmas e ===

* “Say what you do, and do as you say” — transpare
is our real benefit towards the person whose data

AAARC-G014 Security Incident Response Trust Framework for Federated Identity

more information

AARC-G015 Scalable Negotiator for a Community Trust Framework in Federated Infrastructures

The inan REE
Federation or in via v proxy.
more information

AARC-G021 Exchange of ifi

between

‘effectve’

provider.
more information

Al Proxies.

PTABLE USE POLICY AND CONDITIONS OF USE
cy is effective from 10/10/2016 and replaces an earlier version of this dd
that together define the Security Policy [R
unction with all the policy documents in the s

few unalienable

services hat you have read, understood and will abid

purces/services to perform work, or transf
bals, policies and conditions of use as defing

ate acknowledgement of support or citation fq
resources/services provided as required by the body or bodies granting you

or IGTF BIRCH’ :
‘Good entropy passwords

Documented vetting Lons” :
Malti-factor authenticator

B MG Valus Cappuccine | Espresso the resources/services for any purpose that is unlawfull
SRREFIEG/ L/ unique X X mvent any administrative or security controls.
SPREFTX}/ID/no-sppn-reassign tellectual property and confidentiality agreements.
FEREFIRS/ID/ eppn-reassign-lyz bur access credentials (e.g. private keys or passwords).
$PREFIX§/IAP/local-snterprise X X pur registered information correct and up to date.
SPREFIXS/IAP/assumed X X jtely report any known or suspected security breach
SDREFIXS/IAD/verified X I —
FPREFIR]/ARD fgood-entropy X
SPREFIXI/AAD /multi-factor X
SERTFIXG /AT feBA=1m X x




A Security Incident Response Trust Framework — Sirtfi summary
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Secu
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rity Incident Response Trust

mework for Federated Identity

s Operational Security

e Require that a security incident response capability exists with sufficient authority
to mitigate, contain the spread of, and remediate the effects of an incident.

s Incident Response

e Assure confidentiality of information exchanged
e |dentify trusted contacts
e Guarantee a response during collaboration

P ——
e
SIRTFI

Security Incident Response Trust
Framework for Federated Identity

S |raceability

e Improve the usefulness of logs
e Ensure logs are kept in accordance with policy

s Participant Responsibilities

e Confirm that end users are aware of an appropriate AUP

‘@ARC hitps:/faarc-project.eu see http://refeds.org/sirtfi
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Incident response process evolution in federations — beyond this first step AARC

1 3 °
— S > Solution

* More communications challenges
BSIOISN .

* Instantly available tooling and defined
role for all parties. And: pick a coordinator

Incident Response Communication, communication blocks

Challenges

* |dP appears outside the service’ | Inter-Federation
security mandate

Federation

* Lack of contact, or lack of trust ~
in IdP which is an unknown party || e

* |dP fails to inform other affected
SPs, fear of leaking data, of
reputation, or just lack of interest

* No established channels of communication,
esp. not to federations themselves! Inter-Federation Incident Response Communication

(@ARC https://aarc-project.eu 4
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Guidance for research and generic Infrastructures AARC

* Impact of GDPR and risk assessment guidance

* Protection of aggregations of accounting
data by (user) communities

* Develop traceability and accounting

. . Abstract 1
data-collection policy framework based on SCI | .oucton :
* e.g. why SCI| & peer review may more appropriate °“"e"“eg"f structure - GDPR 4
than trying 27k and audits for Infrastructures? pata Protection Impact Assessment- BFIA ) 4

Risk assessment and DPIA impact on research communities 4

 construct (‘service’ part of) a References 4

Policy Development Kit for Infrastructures

(@A RC https://aarc-project.eu 5
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Guidance for research communities in the Infrastructure ecosystem AARC

 commonality between acceptable use policies using a layered approach

* through assurance profiles
REFEDS RAF, but also cross Infrastructure:

* Cappuccino, Espresso
* BIRCH and DOGWOOD
e Assam (social-ID authenticator assurance)

e support community management, also to
ease use of the generic e-Infrastructures
can you support trustworthy community
operations? How should a community
collaborate in the Infra ecosystem, now
that we have very ‘powerful’ communities?

By reqgistering as a user you declare that you have read, understood and will abide by the following

1. %ou shall only use the resourcesisenices to perform work, or transmit or store data consistent with th

YOU BCOESS.
2.1 community Membership Management gCKnowledgement of support or citation for your use of the resources’s|
3_J] Policy ' rpose that is unlawful and not (attempt to} breach

Community Operations Security Policy tiality agreements.

ate keys or passwords ).
and up w date.

1 Introduction

3 Community Operations Security Policy
By rticipating lana; rees to the conditions laid

in the Infrastructure._a Community b

(@A RC https://aarc-project.eu
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Policy guidance: generic and community-targeted AARC

Guidelines

The AARC Guidelines complement the AARC Blueprint Architecture (BPA) and the policy best practices - ==

recommended by the AARC project. The guidelines can apply to any topic that helps to advance Federated |dentity .- e

Management for research and collaboration. =i, - =

The AARC Guidelines help communities and infrastruciures to implement and operate an AAl for research and I .., * ‘!

collaboration more effectively and in an interoperable way. [ A -
dhdbasd-

Architecture Guidelines Policy Guidelines Targeted Guidelines Upcoming Guidance

AARC-G014 Security Incident Response Trust Framework for Federated Identity

Sirtfi provides a mechanism fo identify frusted, operationally secure eduGAIN participants and facilitate effective incident response colfaboration.
... more information .

AARC-G015 Scalable Negotiator for a Community Trust Framework in Federated Infrastructures

The Snctfi framework identifies operational and policy requirements to help establish trust

Federation or in another Infrastructure, in each case foined via a Service Frovider to ldenti Architecture Guidelines Policy Guidelines Targeted Guidelines Upcoming Guidance
... more information ...

AARC-G021 Exchange of specific assurance information be AARC-G040 Preliminary Policy Recommendations for the LS AAl (application to R&S and CoCo)

Infrastructures and generic e-infrastructures compose an ‘effective’ assurance profile derf The Life Sciences AAl Senvice (LS AAl), developed in joint collaboration with EGI, EUDAT and GEANT, will result in a production-equivalent service to be
resulting assurance asserfion obtained between infrastruciures so that it need not be re-co operafed for the Life Sciences community by the joint e-Infrastructures. As the pilaf enfers jits second phase the LS AAl has fo declare compliance fo R&S
provider. This document descnbes the assurance profiles recommended to be used by the and CoCo towards the R&E federafions. This document provides preliminary guidance for the operafors of the pifot LS AAL

... more fnformation ... ... more jnformation ...

(@A RC https://aarc-project.eu 7
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Engagement and coordination with the global community AARC

Co-develop /Guidelines HRkiye sy (o
Snctfi
Through In your Community, use |
* WISE, SCI * Unique non-reassigned N Y ?flt?ljf;gwt['t;i@)dcgn‘;n m
e REFEDS identifiers o ¢ | Frrver————
. IGTE * Snctfi policy structures — S

Service Provider

lllllllllllllllll

e ‘Community First’ Attributes

* backed with Self- e e
assessment

* FIM4R and peer review methods

Or drive requirements in

* Derived from SCI, the framework on Security for Collaboration in Infrastructures

* Basis for policy development kit — identify gaps in policy suite and leverage AARC templates

‘@ARC i Jaarc project e https://igtf.net/snctfi
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Any Questions?

davidg@nikhef.nl
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