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AARC – leverage federated identity to facilitate research collaboration

Identity Federation  
& eduGAIN

Research   
collaborations

Our AARC Community

… open to all …
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Identity federation for research … and enterprise

Bring federated access to eResearch

Avoid a future in which new research 
collaborations develop independent AAIs

Build on existing tools and framework 



https://aarc-community.org
4

Service Provider Examples
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Where did we come from & where should we go …
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Access services based on role(s)

One persistent identifier across 
community’s services 

Easy way to connect to eduGAIN
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Whence we came – collaborative research AAIs predating AARC

ELIXIR reference 
architecture

Mikael Linden et al.

WebFTS ‘FIM4R’ in wLCG
Romain Wartel

communities had either invented 
their own ‘proxy’ model to abstract complexity

or they were composed of many services
each of which had to manage federation complexity

Images: Romain Wartel, CERN; Mikael Linden, CSC; Lukas Hammerle, SWITCH
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… and from Eisaku-san’s talk yesterday …

integrates a portal (“/Unsolicited”) with the IdP-SP proxy, so looks a bit more complex …

source: Eisaku Sakane, NII (http://indico3.twgrid.org/indico/contributionDisplay.py?contribId=4&confId=926)
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Federation models – the meshy world that AARC needs to leverage

imagery from: A Hybrid Scheme for an Interoperable Identity Federation System El Hadouti and El Kettani 2019

https://www.mdpi.com/2073-431X/8/3/51/pdf
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eduGAIN – global interfederation
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Credential

translation

Homeless

users

Community

based AuthZ

SP

friendliness

User

friendliness

Engaging

SPs

PII Data 

Protection

Bridging 

Communities

Communities / e-infrastructures surveyed in AARC

Identified common challenges
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The AARC Blueprint Architecture to bring everyone together

Allows researchers to use ONE digital 
identity to access MANY services and 
resources available through eduGAIN
and in collaborative r/e-Infrastructures

Defines a model and building blocks to 
address researcher needs
Cross-domain interoperation and services 
based on community and provider criteria 
expressed using common guidelines



Key interoperability mechanism: AARC BPA and the Proxy
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AARC Blueprint Process

https://aarc-project.eu/architecture/

Guidelines and supporting documents

• reference architecture

• conventions and community standards

• best policy practices

• implementation hints

• training for ‘FIM’ communities
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Evolution of the Blueprint Architecture

AARC-BPA-2017 AARC-BPA-2019
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“Community-first” BPA approach

• Researchers sign in using their institutional (eduGAIN), 
social or community-managed IdP via their Research 
Community AAI 

• Community-specific services are connected to a single 
Community AAI

• Generic services (e.g. RCauth.eu Online CA) can be 
connected to more than one Community AAI proxies

• e-Infra services are connected to a single e-infra SP proxy 
service gateway, e.g. B2ACCESS, Check-in, Identity Hub, 
etc

https://aarc-project.eu/wp-
content/uploads/2019/05/AARC2-DJRA1.4_v2-FINAL.pdf
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Evolution of the Blueprint Architecture

17
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Evolution of the Blueprint Architecture
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Engaging with the AARC Community

Engagement Group for Infrastructures  

Community Engagement Forum  

In
Research 

Communities 
Use Cases
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Research Communities

Research/e-
Infrastructures

Integration 
Use-cases
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Implementation in the generic e-Infrastructures and AAI offerings

EUDAT

B2ACCESS

EGI

Check-in

GEANT

eduTEAMS

INDIGO

IAM

Alignment of user attribute/claim names ✓ ✓ ✓ Sept 2019

Alignment of VO/group membership and role information ✓ ✓ ✓ Sept 2019

Alignment of resource capabilities information July 2019 Jun 2019 ✓ Sept 2019

Alignment of affiliation information TBC Sep 2019 Sep 2019 Sept 2019

Alignment of assurance information TBD TBD TBD TBD

Alignment of privacy statements ✓ ✓ ✓ ✓
Alignment of operational security and 

incident response policies ✓ ✓ ✓ ✓

Alignment of Acceptable Use Policies (AUPs) July 2019 ✓ ✓ Sept 2019
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AARC In Action – https://aarc-community.org/aarc-in-action/ 
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AARC Blueprint Architecture Implementations

22

https://aarc-
community.org/about/aegis/
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• Communities with existing Community AAI connect to e-Infra Proxies 
and access generic e-Infra services via ‘community first’ proxy-cascade

• They increasingly outsource technical AAI – retaining content control
• using either dedicated or multi-tenant deployments of AAI services operated in EOSC

• Multi-tenant deployments
• aimed at medium-to-small research communities/groups or individual researchers

• community members, groups and authorisationattributes are still managed by 
community managers

• Dedicated deployments
• customisation of user-facing elements: IdP discovery, enrolment, membership UI

• customisation of AAI behaviour (attribute aggregation rules, service entitlements)

• providers offer option of bespoke AAI Solutions, which 
might include individual components from the GÉANT eduTEAMS, 
EGI Check-in, INDIGO IAM, EUDAT B2ACCESS, and PERUN

23

Deploying a federated AAI? You don’t have to be on your own!

for more information, ask Nicolas Liampotis, GRNET and EOSC-Hub AAI, on the AppInt list



https://aarc-community.org

As more infrastructures implement proxies and bridges …

…
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• Research Infrastructures offering services 
that both provide and consume offerings 
from e-Infras as well as peer Research Infras

• National and regional implementations of BPA

• Global - and the EOSC Exchange - ecosystem
builds upon a largish number of proxies

• See e.g. the AAI section in the Security Whitepaper

• This will be the focus of the AARC BPA2020
and of the AAI Task Force of the EOSC Arch WG
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Towards a mesh – research infrastructures as service providers

https://g.nikhef.nl/eosc-sec-wp
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Blueprint Implementation Examples
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One Blueprint, Many Implementations

Check-in

generic e-Infrastructures

national 
infrastructure proxies

domain-centred
proxies
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WLCG AuthZ working group

WLCG JWT profile: http://doi.org/10.5281/zenodo.3460258

see Hannah Short et al.’s CHEP2019 paper (https://www.overleaf.com/project/5df7421204ffec00016f25c5)
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For the communities: full AAI platform with group 

management as a service

FIM4R, 19 September 2017, Montreal

EGI 
Infrastructure

eduGAIN

Social 
IDPs

Communities that do not operate their own 

group management service can 

leverage the group management capabilities 

of the CheckIn platform

 Ready-to-use solution

 Avoid overhead of deploying a dedicated 

group management service

 Support for multi-tenancy to allow authorised

VO admins to manage the information about 

their users independently

 Easy connect to both EGI and non-EGI services 

Institutional
IdP

Service

Service

EGI 

CheckIn

Service

Virtual 
Organization 

Supported  
technologies:

CΟmanage
Perun
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For service providers: AAI as a service

FIM4R, 19 September 2017, Montreal

EGI 
Infrastructure

eduGAINSocial 
IDPsCheck-in as an authentication proxy

 Enable login from institutional IdPs 

in eduGAIN and social media

 Minimal overhead for the service development

 All the other CheckIn features are available for 

the SP: account linking, attribute aggregation, ..

• Prerequisites:

 Service provider must accept EGI policies on data 

protection 

Institutional
IdPs

Service

EGI 

CheckIn
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eduTEAMS Service

Provided by GÉANT to small and medium sized communities who want 
to get started with their virtual collaborations and take full advantage 
of the federated access without having to deal with the complexity of 
operating and supporting their own AAI. Supports multiple 
communities on the same platform. Provides everything required in 
order to securely collaborate and use services available to the GÉANT 
community and European Open Science Cloud.

eduTEAMS Dedicated

For communities requiring full control of their AAI, GÉANT can host and 
operate their own, dedicated AAI Service powered by the eduTEAMS 
technology. Communities can rely on the operational capabilities and 
expertise of GÉANT, while they are in full control of the policies, 
configuration and branding of their AAI.

eduTEAMS Bespoke

For those communities who require tailor-made functionality, such as 
integration with custom back-office and front-office systems, new 
features or enhancing their existing AAIs with new functionality available 
in eduTEAMS, GÉANT can provide bespoke solutions based on the 
eduTEAMS technology, which can include a combination of consultancy, 
development and hosting of the service.

eduTEAMS Offerings
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ID Generator -> IUIDs

https://edu.nl/q4wkn


Attribute Checker

ID Generator -> IUIDs



Attribute Checker

Step Up

ID Generator -> IUIDs
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Attribute Checker

Step Up

Query Account Registry

ID Generator -> IUIDs



Attribute Checker

Step Up

Query Account Registry

ID Generator -> IUIDs

Return user record

including CUID
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Step Up

Query Account Registry

Query MMS

ID Generator -> IUIDs

Return user record

including CUID
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Attribute Checker

Step Up

Query Account Registry

Query MMS

Process Attributes

Active Attribute 

Selection

Consent

SP Check

ID Generator -> IUIDs

Return user record

including CUID
name

affiliation

email

CUID



SATOSA Core

SAML 
Frontend

OIDC 
Frontend

SAML 
Backend

OIDC 
Backend

ORCID 
Backend

ID 

Generator
Attribute 
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Attribute Store
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Store

LDAP 
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Engine

Inject 
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awscli

Ansible Role 
postfix
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eduTEAMS 
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eduTEAMS 
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eduTEAMS 
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v1 v2 v3v0beta

INFRASTRUCTURE AS CODE

ITTERATIVE APPROACH

- Based on Legacy 

Code

- modular approach 

a la Galaxy roles

- Multicloud

- HA for PyFF

- modular approach 

a la Galaxy roles

- HA for all 

components

- New versioning 

approach

- Move from local 

DB to AWS RDS

- modular approach 

a la Galaxy roles

- HA for all 

components

- Multiple 

Availability Zones

- Move from HA 

Proxy to AWS ALB
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Interoperation and guidelines
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Example: IdP hinting specification in hierarchical proxy scenarios
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The AARC Community, with and alongside European and global efforts, evolves the BPA

• https://aarc-community.org/architecture (the result thereof is /guidelines)

• AppInt – the “Application Integration” mailing list
https://lists.geant.org/sympa/info/appint

• AppInt also the public discussion forum for the EOSC AAI Task Force of the Architecture WG

• AppInt keybase team: https://keybase.io/team/appint

56

Evolution of the BPA

https://g.nikhef.nl/eosc-sec-wp section 3 (AAI)

https://aarc-community.org/architecture
https://lists.geant.org/sympa/info/appint
https://keybase.io/team/appint
https://g.nikhef.nl/eosc-sec-wp
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Taming the Proxy

Policy recommendations and good practices for the BPA and AAI systems
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Making the proxy behave: infrastructure and community policy support

aarc-community.org/guidelines
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• work items address policy aspects of the architecture & implementation, e.g.,
AARC-G041 Assurance derived from social media
AARC-G048 Secure Operation of Attribute Authorities …

• address ‘pilots’ from the AARC communities, or Infrastructures, e.g.
AARC-G040 Policy Recommendations for the LS AAI (application to R&S and CoCo)
AARC-I044  Implementers Guide to the WISE Baseline Acceptable Use Policy

59

The evolved role for policy and best practices for the AARC Community

Policy Guidelines for the Proxy and Infrastructure
Consultancy role for communities & infrastructures

You see the policy work ‘homed’ in your favourite forums: WISE, IGTF, REFEDS, FIM4R

joint work
with peers in
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Trust and global policy

A single policy cannot apply

• different risk scenarios for participants, 

• different risk appreciation, 

• distinct legal contexts, …

But one can ‘map’ policies and align policy structures

“enable interoperation of collaborating Infrastructures in managing 
cross-infrastructure operational security risks.”

which is the role of SCI - Security for Collaboration among Infrastructures

60
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A policy framework for service providers groups and proxies in the BPA

Snctfi
Scalable Negotiator for a Community Trust Framework in Federated Infrastructures 

derived from SCIv2: framework on Security for Collaboration in Infrastructures via WISE

reference policies supporting Snctfi fulfilment in the Policy Development Kit

graphic IdP-SP bridge: Lukas Hammerle and Ann Harding, SWITCH
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Mapping the trust and availability landscape areas

62
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Relevant to communities 
and e-Infrastructures both

• what are the requisite policy elements
and processes you need to define to 
manage a structured community?

• which of these are required to access 
general-purpose e-Infrastructures?

• which roles and responsibilities lie 
with the community ‘management’ 
so that the BPA proxy model will scale out?

63

Implementing Snctfi in community policies

in collaboration with EGI, GEANT, EOSC-Hub, EUDAT, WLCG, PRACE, HBP, and SURF

https://aarc-community.org/policies/policy-development-kit/
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A (too) Complex Example: Acceptable Authentication Assurance 
– enabling flexible user communities by mapping assurance elements

BIRCH

ident#

DOGWOOD

national
ID vetting

community-
based

AA-

AA++

community
management

ID proven?

ID proven?

service

Identity vetting can be done
• when credentialing the user
• on enrolling the user in a community
e.g. LIGO LSC always does researcher vetting, and Assurance Policy 
accommodates linkage in either place – still meeting SP trust needs
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Evolving the policy development kit  >>>  Smplfy the structure

65

compact but comprehensive top-level policy

risk-classification driven policy requirements

supported by implementation measure that can be defined as needed
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Bringing Infrastructures Together – the WISE road

Coordinating Information Security 
for e-Infrastructures

• More than just the home of SCI

• Broad collaboration: steering group with
EGI, GEANT, EUDAT, PRACE, XSEDE, OSG, TrustedCI, 
HBP, WLCG, LIGO, SURF, CERN, CSC, JSC, & Nikhef.
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Divergence and convergence – the AUP Alignment Study

Image: Mozes en de tafelen der Wet, Rembrandt van Rijn, 1659



https://aarc-community.org

impractical to present user 
‘click-through’ screens on 
each individual service

68

Scaling Acceptable Use Policy and data release

Common baseline AUP 
for e-Infrastructures and Research Communities

WISE Baseline Acceptable Use Policy and Conditions of Use

RI Cluster-specific terms & conditions
Community specific 
terms & conditions

Community 
conditions

Community specific 
terms & conditions

https://wiki.geant.org/display/WISE/Baseline+Acceptable+Use+Policy+and+Conditions+of+Use
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Example – the WISE Baseline AUP developed in WISE-SCI

• shown only once to user during registration

• information on expected behaviour and restrictions

• can optionally be augmented with 
additional community or infrastructure specific clauses
but numbered clauses should not be changed

• registration point may be operated directly by research 
community or by third party on community's behalf

Other information shown to user during registration
• Privacy Notice – information about processing & user rights
• Service Level Agreements – information about what user 

can expect from the service in terms of ‘quality’
• Terms of Service – optional, with the ‘benefits’ to the user

https://wiki.geant.org/display/WISE/Baseline+Acceptable+Use+Policy+and+Conditions+of+Use
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AARC-I044 

• Includes the final WISE Baseline AUP text

• for both ‘community-first’ and ‘user-first’
MMS services (attribute authorities)

• examples make it concrete

Quick take-up by e-Infras
(both global and national)

70

WISE Baseline AUP – and how to apply it for your Infrastructure

https://aarc-community.org/guidelines/aarc-i044/
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Templates and guidance on how to implement

…
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• REFEDS RAF profiles (feasible assurance from all over R&E federations – as far as we can!)

• inter-infrastructure profiles and relying-party oriented profiles (IGTF BIRCH, DOGWOOD)

• how to express social media assurance, for citizen science and in support of account linking

72

Assurance – standard profiles and ‘untangling spaghetti’

AARC-G021 
inter-infrastructure adoption

https://www.iana.org/assignments/loa-profiles/
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Untangling Assurance Spaghetti:
Comparison Guide to Identity Assurance Mappings for Infrastructures

https://aarc-project.eu/guidelines/aarc-i050/

Look forward to the ISGC2020 presentation on assurance to clarify this spaghetti!
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Operational security focus in the BPA: beyond just the IdPs

Store and manage 
ephemeral user credentials
• trusted credential stores
• protection at rest

Community membership 
management directories and 
attribute authorities
• integrity of membership
• identification, naming and 

traceability
• site and service security
• protection on the network
• assertion integrity

IGTF Guidelines on 
Trusted Credential Stores
(pre-existing)

Guidelines for Secure Operation of Attribute Authorities 
and other issuers of access-granting statements 
(AARC-I048, in collaboration with IGTF AAOPS)
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• Intentionally targeted broader than just BPA-style communities, since operational security 
spans data centres and infrastructures using other forms of AA membership management

• PRACE: ‘pull model’ directory-based communities

• BPA: encourages ‘push model’ attribute-carrying service requests

75

Protecting the community membership data and its proxy

push model – the common BPA method
(e.g. SAML AttributeStatement, VOMS AC)

pull model – common when using directories 
(e.g. LDAP in PRACE, GUMS in OSG)

push and pull model diagrams as per RFC2904 – the 3rd (agent) model is uncommon in research/collaboration scenarios except for provisioning



https://aarc-community.org

Structured around concept of “AA Operators”, 

operating “Attribute Authorities” (technological entities), 

on behalf of, one or more, Communities

76

AARC-G048: keeping users & communities protected, moving across models

trusted delegation of response from communities to operators, 
and from services to communities in recognizing their assertions

`

https://www.igtf.net/guidelines/aaops/ https://aarc-community.org/guidelines/aarc-g048/



https://aarc-community.org
77

SCIv2 assessment and peer review – do you want to work with your peer?

http://wise-community.org/sci/

SCIv2 proposed assessment model

Level 0: Not implemented for critical services;
Level 1: Implemented for all critical services, but not documented;
Level 2: Implemented and documented for all critical services;
Level 3: Implemented, documented & reviewed by a collaborating 

Infrastructure or by an independent external body;
“Justifiable exclusion”: feature not relevant for infrastructure. 

Conclusions

• self-assessment feasible, SCI model emphasises 
proper elements for federated access

• peer-review extends trust across similar organisations

• transparency needed: 
infrastructures weigh sub-elements differently!
(no global consensus yet on any weighting method …)

https://wiki.geant.org/display/WISE/SCIV2-WG+documents
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-1

0

1

2

3

PR12.1 - User Registration
PR12.2 - User Renewal

PR12.3 - User Suspension

PR12.4 - User Removal

PR12.5 - User Banning

PR13 - Responsibility for Actions

PR14 - User Identification - traceability

PR15 - Logs of Membership Management…

PR16 - Define Common Aims & Purposes

PR21 - Vulnerability Patching

PR22 - Incident Reporting

PR23 - Physical and Network Security
PR24 - Confidentiality and Integrity of DataPR25 - Retention of Appopriate Logs

LI1 - Intellectual Property Rights

LI2 - Liability, Responsibilities & Disclaimers

LI3 - Software Licensing

LI4 - Dispute Handling and Escalation

LI5 - Data Protection Responsibilities

LI6 - Any Additional Restrictions

DP1 - Accounting Data

DP2 - User Registration Data

DP3 - Monitoring Data

DP4 - Logging Data

DP5 - User Personal Data Maturity

Required maturity
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Determining interoperable risk profiles 
for collaborating infrastructures and services 

concept in SCI context: Urpo Kaila



https://aarc-community.org

Could we ensure that information is shared confidentially, and reputations protected?

79

Security Incident Response in the Federated World

Security Incident Response Trust Framework for Federated Identity

Sirtfi – based on Security for Collaborating Infrastructures (SCI) & FIM4R Recommendations

many countries & economic regions with an R&E identity federation

full of valuable resources 
(data, network, services)
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Sirtfi is there today – 575 parties (420 IdPs) joined, in 28 federations

graphics source: AARC2 DNA3.2 Report on Incident Response in FIM; data: technical.edugain.org

countries with at least one Sirtfi entity

https://refeds.org/SIRTFI

https://www.youtube.com/channel/UCussxbcR_OxG1e_kRp0pjpA/featured
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The sociology of checking Sirtfi enablement …

http://sirtfi.cern.ch/ graphics source: Hannah Short, CERN

Sirtfi+ registry
• enabling more entities to express Sirtfi
• sharing implicit trust between communities?
• tool requirement

Sirtfi ‘encouragement’
• the tool certainly raises attention 
• lack-of-Sirtfi (and R&S) is non-trivial to 

diagnose – other causes may interfere

http://sirtfi.cern.ch/
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• Can we coordinate our collective R&E response?

• Communication guidelines to help timely resolution?

• Two  ‘challenges’: March 2018 and December 2018

82

Testing incident response coordination

parties involved in response challenge

Report-outs see https://wiki.geant.org/display/AARC/Sirtfi+Communications+Challenges%2C+AARC2-TNA3.1
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Malicious content hosted on Zenodo, uploaded with an ORCID account

83

2nd challenge, December 2018: using the draft response templates

https://wiki.geant.org/display/AARC/Sirtfi+Communications+Challenges%2C+AARC2-TNA3.1

• time delay between ‘malicious act’ and request for investigation (+3 days)
• spread over all time zones (.au, .ch, .nl, .uk, .us, 
• new set of participant IdPs and federations
• initial mitigation within 4 hrs, but eduGAIN support desk gets it only on the 3rd day …
• contact with affected user effective and appreciated
• TLP classification not used throughout, some entities initially missed
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Acknowledging that only reviewers read deliverables, response process from DNA3.2 issued as …
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Preparing the ground for REFEDS Sirtfi procedures: AARC-I051

Be Prepared
• Federated Entities Should Support Sirtfi
• Community Proxies Should Adopt Interoperable Policies & Procedures
• Federations and Interfederations Should Adopt Common Procedures
• Leverage Templated Emails
• Establish Secure Communication Channels in Advance
Act
• Scope
• Goals
• Responsibilities
• Procedures: for IdPs & SPs, for coordinators, for eduGAIN
Report and Share

https://aarc-project.eu/guidelines/aarc-i051/

informational document and not a guideline since Sirtfi WG still needs 
to get global endorsement, yet we need practical guidance right now!
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The first Sirtfi challenges were run ‘by AARC’ to establish the guidelines

But: many ‘logical’ candidates that could all run the test 

… and all have an interest in knowing the result so to establish trust!

• eduGAIN

• GEANT.org

• any EOSC-HUB and e-Infrastructure CSIRT teams

• the IGTF (as it leverages federated identity in RCauth, TCS, CILogon)

• each of the e-Infrastructures XSEDE, EGI, EUDAT, PRACE, OSG, HPCI, …

• every research infra with an interest: WLCG, LSAAI, BBMRI, ELIXIR, …

and any institution (or person) with access to https://mds.edugain.org/ can run them, of course!

‘so in a short while, all the email in the world will be on Sirtfi Incident Response tests??’

85

Example of WISE coordination – evolving the Sirtfi challenges

https://mds.edugain.org/


https://aarc-community.org

• when data available: infrastructure can set its own level of expectancy and gives deep trust

• assessment supported with community controls (suspension) gives a baseline compliance

Communications challenges build ‘confidence’ and trust – an important social aspect!

• different tests bring complementary results: responsiveness vs. ability act , or do forensics

• unless you run the test yourself, you may not be growing more trust in the entities tested

• for a ‘warm and fuzzy feeling of trust’, share results: but this is sociologically still challenging …
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Challenge elements – what is valued or expected might differ …

timeliness
investigative capability

confidentialityability to 
take action

A single test and challenge can answer one or more of these questions
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Communications Challenges

Based on Sirtfi incident role play of AARC in eduGAIN …

testing communications channels identified as high-priority target
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WISE SCCC-WG – participate!

WISE, SIGISM, REFEDS, TI joint working group

see wise-community.org and join!

https://wise-community.org/sccc/
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Evolving incident response: from I051 to eduGAIN Security

Be Prepared
Act
Report and Share

https://aarc-project.eu/guidelines/aarc-i051/

informational document and not a guideline since Sirtfi WG still needs 
to get global endorsement, yet we need practical guidance right now!
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Thank you
Any Questions?

© members of the AARC Community. 
The work leading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme and other sources.

https://aarc-community.org
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