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The Policy Puzzle AARC

Many groups and (proposed) policies, but leaving many open issues

* AARC is tackling a sub-set of these

“Levels of Assurance” —a minimally-useful level and a differentiated set, for ID and attributes

* “Incident Response”  —encouraging ‘expression’ of engagement by (federation) partners REFEDS
and a common understanding on operational security

e “Sustainability models and Guest |dPs”—how can a service be offered in the long run?
* “Scalable policy negotiation” — beyond bilateral discussion

» “Protection of (accounting) data privacy” — aggregation of personal data in operating
collaborative infrastructures

Strategy is to support and extend established and emergent groups so as to
leverage their support base (and ‘multiply’ the effect of policy investments from AARC)

(@ARC http://aarc-project.eu 2



Policy and Best Practices Harmonisation ARC
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Assurance Profiles and ‘differentiated’ levels of assurance

-

AARC

9.9.2015

Official Journal of the European Union

L 235/7

COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502
of 8 September 2015

on setting out minimum technical specifications and procedures for assurance levels for electronic

identification means pursuant to Article 8(3) of Regulation (EU) No 910/2014 of the European

Parliament and of the Council on electronic identification and trust services for electronic
transactions in the internal market

(Text with EEA relevance)

THE EUROPEAN COMMISSION,

kantara ™

INITIATIVE

Special Publication 8

Identity Assurance Framework:
Assurance Levels

NIST Special Public

N

National Institute of

Recommendations of the
National Institute of
Standards and Technology

Many layered models (3-4 layers)

* Specific combination
‘authenticator’ and ‘vetting” assurance
doesn’t match research risk profiles

* Disregards existing trust model
between federated R&E organisations

 Cannot accommodate
distributed responsibilities

(@ARC http://aarc-project.eu
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Assurance Profile development in AARC AARC

ooentiede *ARIA} & FRACE C;f;.. LSC Eli ir nbrella

/) REFEDS

The accounts in the Home Organisations must each belong to a known individual
Persistent user identifiers (i.e., no reassign of user identifiers)

Documented identity vetting procedures (not necessarily face-to-face)

Password authentication (with some good practices)

Departing user’s eduPersonAffiliation must change promptly

Self-assessment (supported with specific guidelines)

Ok WNH

some of this seems obvious to any relying service provider, but
... Since it was not the driving use case for eduGAiN, none of the above is currently present
... but the AARC joint voice gives critical mass for development at the IdPs!

GEANT4-2 or
|
|
(@ARC http://aarc-project.eu . .




PY2: Assurance Profile development in AARC AARC
— collaborative and differentiated assurance |

es| Cariar * ”m ot Eh " mbrella
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depth interviews ‘ é
- ’ * Differentiated

Collaborative

community '
trust policies EUDATééi

N
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- and e-Infra’s j
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scenarios Differentiated

GEANT4.2 or low, med, Assurance
_ community work  and high Recommendations
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Policy and Best Practices Harmonisation AARC

Command & Control service killed...

(@ARC http://aarc-project.eu }



-

Security Incident Response in the Federated World AARC

* How could we determine the scale of the incident? e

e Do useful logs exist? P (e ) (" iap
/" Federation 1 -
e Could logs be shared? () /
T . ' == A Alll need
* Who should take responsibility for resolving *
. . eduGAIN numbers \ y
the incident? Federatons. 38 ;AN
* How could we alert the identity providers éiif;l e | &
Standalone AAs: 3

and service providers involved? Dats vaid s of iy 201
* Could we ensure that information is shared confidentially, and reputations protected?

Security Incident Response Trust Framework for Federated |dentity

Sirtfi — based on Security for Collaborating Infrastructures (SCl) & FIM4R Recommendations

(@A RC http://aarc-project.eu



A Security Incident Response Trust Framework — Sirtfi summary

=

AARC

s Operational Security

e Require that a security incident response capability exists with sufficient authority
to mitigate, contain the spread of, and remediate the effects of an incident.

s |Incident Response

e Assure confidentiality of information exchanged
e |dentify trusted contacts
e Guarantee a response during collaboration

S |raceability

e Improve the usefulness of logs
e Ensure logs are kept in accordance with policy

s Participant Responsibilities

e Confirm that end users are aware of an appropriate AUP

(@A RC http://aarc-project.eu
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Sirtfi Training and Outreach AARC

* REFEDS and federation focused FAQ SIRTFI https://refeds.org/SIRTFI

* Definition of the global Security Contact
m Eta _d ata p rofi I e fo r u Se i n ed u GAI N The Security Incident Response Trust Framework for Federated Identity (Sirtfi) aims to enable the coordination of incident response

across federated organisations. This assurance framework comprises a list of assertions which an organisation can attest in order
to be declared Sirtfi compliant. Visit our Wiki to discover how your organisation can prepare itself for Federated Incident Response

* Namespace for Sirtfi Assurance at IANA with it
H . REFEDS' Sirtfi Working Group has been active since 2014 and combines expertise in operational security and incident response pol-
(]
U Se d I n Cyb e r O ps ro I e p | ay exe rC I Ses icy from across the REFEDS community. Work to publish and implement the Sirtfi Trust Framework is supported by the AARC

Project.

* Promoted at I12TechX,

FIM4R, Kantara, and TF-CSIRT @

) ] Benefits Sirtfiv 1.0 FAQs
* Ingredient to the ClLogon pilot

combination of
REFEDS “Research and Scholarship”
and
Sirfti v1.0
meets assurance requirements for Rls and Els according to the IGTF “assured identifier trust”

Why should | join? What are the Benefits? View the Sirtfi Framework Need help?

(@A RC http://aarc-project.eu 10
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Incident response — adoption process and impact AARC

/ January 2016:  Sirtfi document globally agreed (v1.0) and published

Description of incident response contact in eduGAIN
March,April 2016: extended adoption process to bulk-approve IdPs in ‘tight’ federations
May 2016: agreed adoption model with SURFconext and SWITCHaai,

June 3r¢: 87 IdP in eduGAIN that support Sirtfi

(@ARC http://aarc-project.eu .



=

Policy and Best Practices Harmonisation AARC
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Sustianability models for ‘guest’ IdPs — serving users beyond academia AARC

Guest IdPs are critical to almost all collaboration use cases

((QARC

» Collaboration does not end at the door of the university !

PY1 work:
 Model study — too often ‘guest’ IdPs have faded
or become less usable for research collaborations

Sustainability Models for Guest IdPs

— A
* |dentify sustainable IdP models based on experience |..omme ™ o
Federation Operators oo,
P @
& & ‘
PY2 plans: o0 R M e e 8 e
omponents !
* based on use of guest IdPs in the Blueprint
* Leverage work of GEANT4 on COPaa$S Services =%
* Review feasibility of ‘paid’ & ‘external’ IdPs services i
which may or may not be free at point of use Yot potiest  f_contact potcies 1

13
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AARC

Federation operations — alignment recommendations for use in Pilots

Combined desk study (based on automated meta-data) and interviews (DFN AAl, SURFconext)
care level offered to participants

collective acceptance and provisioning of services

national funding model and adequacy, federation structure

acceptance policy for service providers and IdPs — intent is all the same
charging models: IdP connected without additional cost, SPs are ‘free’

entity cateqgories for grouping ‘alike’ services and IdPs is supported

eduGAIN participation is still opt-in (needs convincing of each IdP)

In PY2 focus on obvious differences, such as:
* support for catch-all ‘guest’ IdPs in all federations
* support of attribute authorities: is either complicated or easy depending on federation structure

14

AARC http://aarc-project.eu
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AARC Pilot sustainability AARC

PY1 completed:
Cl Citogon RCauth( .eu

Sustainability models

AR | Integration with Els/RlIs
ClLogon-like TTS Service % | =~ ‘ Fu nding schemes
connecting SAML to Community SIS 2 | T .. < ..
Portals and existing e-Infrastructures ° : - ransition negotiations

Intentionally ‘white label’
(QnARC
Co I I a b o ra P rOd u Ct iVity Sustainability models for the AARC
L'._“ﬁ,

(@ARC http://aarc-project.eu
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Policy and Best Practices Harmonisation AARC
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Full mesh policy negotiation does not scale — we cannot afford it!

-

AARC

Collaborations by design have their services distributed

and
* not that many collaborations are a legal entity

e or are not ‘authoritative’ for constituent services

IdPs and Home Institutes

 do not have the effort to evaluate services
that only impact a couple of their people

e are —in academia — in general very risk-averse

—

Group entities to easy negotiation process

( ’
nNXxm
1dP 'IHT"
Home SP
Institute Collaborative
Resource
or Slte
)
N

(@ARC http://aarc-project.eu




Grouping of entities — PY1 results

-

AARC

* adoption survey
* granularity of categories

* traditionally pushed by IdPs,
with requirements on SPs,
but that is changing!

‘REFEDS R&S’, ‘DP CoCo’,
but also
‘CLARIN’, SWAMID ALT’, ...

Evolving results: AARC Wiki*

e Sirtfi compliance via ECs

* self-assessment facilitates
adoption — but does it show
in eduGAIN publication?

Unexpectedly rapid adoption:
87 Sirtfi entities in 4 month

* R&S: 284 in ~ 3 yr

* CoCo: 157 in~2yr
Conclude: time is ‘ripe’ for it

* how much of eduGAIN can we
connect to current El resources

* based on entity categories
* leverage Sirtfi and ‘R&S’

* proxying is bi-directional

Use ‘ClLogon-like TTS’ pilot

e can we get the back-end CA
accredited’ to the IGTF

e and thus have instant global
acceptance for some ECs?

(@ARC http://aarc-project.eu

* https://wiki.geant.org/display/AARC/Current+Status+of+SAML+Entity+Categories+Adoption
+ http://www.rcauth.eu/ and see the SA1 presentation tomorrow
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RCauth.eu — supporting the ClLogon Token Translation Pilot AARC

€ coast
IRCaulh eu RCauth.eu

I— The white-label Research and Collaboration Authentication CA P . P I . D t
RCAUTH Pilot ICA Service for Europe r I Va Cy O I Cy, a a
::I\:zysx eeeeeee The RCauth Pilot ICA G1 CA issues certificates to end. ities based on a hentication to a Fed d Identity o o o o .

Management System (FIMS) operated by an eligible Registration Authority - typically a FIMS Identity Provider (IdP) operated En tI t Ca te O rl es to Iden tl
Comments to casdutchgnan  bY an academiic or researc h isation. The certificates issued by the RCauth Pilot ICA G1 CA are valid for a period of at y g y ro e C I O n
Lo e ot most 13 months, but may be as short as 1Ms. ’
Last updated May 9, 2016

The certificates for use in science, research, and innovation, specifically for the purpose of (cross-organisational) s s

distributed resource access, solely in the context of academic and research and similar, not-commercially competitive, q ua I yln g I Ps so t a t t e

applicat /7

The RCauth Pilot ICA G1 certificates are primarily intended for the practitioners of ntific research that are supported

enabled by or work in collaboration with the EC co-funded project on ion for Research and Collaborative Services Can

I G .I.C boration AARC, and its successor, ancillary, collaborating, and affiliated projects, infrastructures, communities and
enBleavours, appropriately taking into account the global nature of research and collaboration.

w FYcertifiﬁﬂcyguidam Technical information Operational information trust What comes OUt Of the

Pilot ICA G1 policy ICA Certificates Research and Collaboration

RCauth( .eu

RCAUTH Pilot G1 Certificate (DER)  Authentication Pilot CA

L SR A federated Identity Providers

PRACE

L s #

SP-based heuristic resolution
of Federated IdP inconsistencies

(@A RC http://aarc-project.eu 19

* pending foreseen revision of applicable EGI policy — planned for early EGI PY2 (Q3 2016)



PY2: Developing scalable policy models in light of the Blueprint

Hub/Bridge/Gateway

Service Provider

~ allow proxy operators to assert CoCo and R&S based on known SP properties
- Develop framework recommendations for RIs for coherent policy sets

evaluate with the SP-IdP-Proxies in pilots,
based on the Blueprint (DNA3.4)

Collaborate in WISE & FIM4R

to gain global endorsement _

Policy frameworks for
collective service providers,
so they can — via Entity
Categories — convince IdPs
of their joint compliance

‘@ARC http://aarc-project.eu Graphics inset: Ann Harding, SWITCH
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Scope of the AARC Accounting and Processing of Data task AARC

* patient records e institutional IdP attributes e collection of usage data
e survey data collation * GEANT DP CoCo* in Rls and e-Infrastructures
* big data analytics « minimal release in educAln || © correlating resource usage
o to people and groups
* research data combination * REFEDS
Research & Scholarship . coIIate.usage data across
countries and continents
Research Infrastructures REFEDS, GEANT4
o  personal data used for
Inst_ltutlonal _ incident response
Ethical Committees e community management
ESFRI Cluster Projects Joint RIs, Els and AARC work | AARC “TNA3.5” — this task

‘@ARC http/jaarc-projectes + GEANT Data Protection Code of Conduct — see 22
’ http://geant3plus.archive.geant.net//uri/dataprotection-code-of-conduct/v1/Pages/default.aspx
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AARC

What data needs to be protected, and who has a role in it?

Survey of distinct cross-national infrastructure use-cases: EGI, PRACE, and DARIAH

Data collection necessary for ‘legitimate interests’ e

* Accounting and justification of global resource use:
personal data (name, unique ID, roles, attributes, rights, ...)
kept for up to 18 months after use because of yearly

Milestone MNA3.2:

re pO I‘tl ng CyC I e Requirements on data to protect from

AAIl, community, resource providers and
e-infrastructure

* Operational purposes: fault finding, researcher support
* Incident response and security operations

MNA3.2 drafted under challenging conditions
 at delivery in November 2015 the GDPR was still an (advanced) draft
* full implementation of the GDPR will outlive the AARC project

* different organisational awareness of EU-US data transfers
... even if Safe Harbour never worked for research anyway ...

(@ARC http://aarc-project.eu 23
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AARC

Identified needs and structure — now towards PY2 recommendations

s Global view needed for accounting data

e exchange of personal data is imperative — both for Els and Research Collaboration funding
e roles are defined to limit access to personally identifiable data

s Policy coherency as enabler — model policies

e putin place policies on retention, permissible use, secure exchange, purpose limitation
e ‘binding’ - in the sense that a party can only remain in the club if it’s compliant
e policy suite identified by Security for Collaborating Infrastructures (SCl) group

S Security Incident Response — data exchange

e add as permissible purpose, but leave its scope to Sirtfi and existing forums

PY2 plans

Recommendations for Rls, Els & proxies based on developing coherent and binding policy
set: in open, transparent, yet creative way interpret principles of Binding Corporate Rules

(@ARC http://aarc-project.eu 24
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ClLogon-for-Europe TTS in PY1: ‘of the Pilot, the Blueprint, and the Policy’ AARC

JRA1 - Blueprint Architecture

Global Collaboration

Demonstrates the use of
credential translation to

Joint work+coordination | | connect infrastructures

Task 4 — scalable policy

Task 3 — sustainability

Use of ECs in IdP-SP-proxy
to bridge policy domains

with CTSC and ClLogon

Operational guarantee for RCauth.eu
by Dutch National e-Infrastructure
(SURF) at Nikhef as long as needed

% Ninef

Task 2 — Incident Response

Reference implementation of
traceable non-reassigned
identifiers using R&S + Sirtfi

SA1 - Pilots with communities

Sustainability model study
to enable EGI, ELIXIR, etc,

to decide business model

Task 4 — scalable policy

Accreditation to the IGTF
pilots sufficiency of Sirtfi
and R&S entity categories

_.__:%@pma

Task 1 — assurance levels

(@A RC http://aarc-project.eu

Enabled the SA1 Pilot to
demonstrate with ELIXIR on
production EGI infra™

Implements the Baseline;
Introduces collaborative
assurance basis for
federated identity in Els

* pending foreseen revision of applicable EGI policy — planned for early EGI PY2 (Q3 2016)
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Conclusions AARC

 Baseline Assurance Profile set and moved to REFEDS for implementation
* Sirtfi v1.0 approved and already implemented by 87 IdPs in eduGAIN

* Joint Sirtfi and Assurance self-assessment tool requirements set

* Alignment of federation operations shows improvement

e Sustainability model study for ClLogon-for-Europe TTS picked up
by EGI, ELIXIR and others to adopt the service for production use

e RCauth.eu — backend to ClLogon — accredited for use in Rls and Els

* Accounting data exchange found viable route option by
binding to “BCR-like” infrastructure policy sets

But now for an exciting second year ... with ... You!

(@A RC http://aarc-project.eu



https://aarc-project.eu/workpackages/policy-harmonisation/
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KIT, GRNET, DFEN, Renater,
SURFsara, LIBER, and Nikhef,

and to Jim Basney of Any Qu eStlonS?

NCSA, CTSC and ClLogon
davidg@nikhef.nl
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